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Case Summary ° 

This document was generated on a system classified for up to and including SBl^information. £ 



i RS-2007-00251 :~ 20070704; W tf-F^rqk TNpm Carto^ NEC 



• • •••••• 



REGIONAL SECURITY 
! BAGHDAD #: BAGHDAD-2007-00066 

Required Case Info 



Impact: 
Status: CLOSED 



Synopsis 



Case Title- 20070704 Use of Force Triple Canopy" On July~4th, an unidentified number of suspects engaged Triple Canopy 
case ime. zuu/u/ut, ube ui ruitc m^c v.ai w K) r , AWar+a A em=n armc Rrp Twn ouards returnee 



NEC 

Status: CLOSED 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ INFORMATION 

Preliminary Inquiry: PQ-2007-03373 

Optional Case Info 

Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 
Case Origin/Source 



Source Organization: RSO Baghdad 

Name: Hammond 

Phone: 

Source Comments: 



UI I JUIV TLII, UI I Ml -ww • - - - , 

guard force members with directed small arms fire. Two guards returned fire 
and the status of the assailants is unknown. 



Primary Subjects 



Case Reports 



Date 

07/04/2007 

Atta chments 
Title 



Snippet 

On July 4th, 2007, I was no... 



Type 



Size 



TC Guard Statement 
TC Guard Statement 
TC Incident Report 

Related Cases 



Image 
Image 
MS Word 



99 kB 
116 kB 
112 kB 



Outstanding Warrants 



Status History 

07/05/2007 
08/25/2007 
09/02/2007 
09/02/2007 
09/02/2007 



OPEN 

CLOSED 

OPEN 

OPEN 

CLOSED 



Personnel Assignment 

Carpenter, Theodore ASAC BAGHDAD 
Hammond, Kory H ARSO BAGHDAD 
Motley, David DUTY AGENT BAGHDAD 

This document was generated on .a f yst»m «fc>ssiged.fpr up to A nd jncluding SBU information. 
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Case Summary Page 1 of 2 

P. 

, This document was generated on a system classified for up to and including SBU inform ation . ^ 

RS.2007-0026l7 20070706 EOF, Kirkuk REO \jOO C k> 

j •••••••••••••••••• Tmnaet- 

REGIONAL SECURITY •.• ..• ..• • ; : :.. :.• " CPn 
[BAGHDAD #: BAGHDAD-2007-00071 _ __ _ j??„rA.„__._rl 

Required Case Info Synopsis _.. 

"case T]tle72007o7o6 EOF~ Kirkuk REO "~ ~~ On July 6th, 2007, members of a Kirkuk RSO PSD were involved in an 

Escalation of Force incident. 

Status: CLOSED 

Primary Subjects \j_ 
Case Type: ADMINISTRATE - " " - - - 

Program Type: REGIONAL SECURITY Pl- 
ease Reports 

Categories: - 

■ INFORMATION Date Snippet 

08/25/2007 Attached are documents prov... 

Preliminary Inquiry: PQ-2007-04656 

Attachments . 

Optional Case Info — 

Type size 

Impact: 

20070706 Kirkuk PSD Shooting MS Word 95 kB 

Principal Judicial District: 20070706 ROI SR and Stateme... HTML 5 kB 

_ . 20070706 Spot Report-06 Kir... MS Word 272 kB 

Due Date: 

20070706 Statements EOF Kirkuk Adobe PDF 2,012 kB 

Countries Impacted: 

Violations: ^L a ^ d _^? 

Nexus: 

■ » m~ Outstanding Warrants 

TECS Lookout: No _ 

Case Origin/Source _ 

SourcToTganteation: RSO Baghdad Sta tus H istory 

08/25/2007 OPEN 

Name: Hammond 08/25/2007 CLOSED 

Phone: 08/25/2007 OPEN 

08/25/2007 CLOSED 

Source Comments: 09/02/2007 OPEN 

Personnel Assignment _ _ 09/02/2007 OPEN 

CaTplnte^Th'eodore ASAc" " BAGHDAD 09/02/2007 CLOSED 
Hammond, Kory H ARSO' BAGHDAD 
Motley, David DUTY AGENT BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 
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http://dsu200w2ka42.ds.state.gov/ims/servlet/case?caseId=90781&sourceName=CASE_DATA&sourceI... 1 1/16/200' 



^age 1 01 i 

00 



From: Hislop, John T (Kirkuk) 
Sent: Saturday, July 07, 2007 8:58 PM , . ^ 

To: Martinec, John B (Baghdad); Hammond, Kory M (Baghdad) \J{J) 
Cc: Colon, Ricardo (Baghdad); Rowe, jSfe&XJ ^iri^J^dMnjm ftufrM MM) 
Subject: ROI,SR and Statements EOF Itirio^ 7/6(07 : ..• 



•••••• 



Attachments: Statements7607EOF Kirkuk.pdf; Spot Report 070607-06 Kirkuk EOF.doc; 06July2007Kirkuk PSD 
Shooting.doc 

PleTse^th^ttached published S/R from Kirkuk's EOF incident on 7/6/2007. The ROI is also attached as- well as the 
statements from the four individuals in the follow car that witnessed the aggressive vehicle and/or the shooting. 

As we all know PSD members operate under the same EOF procedures through out theatre how^ J^ in 
Baghdad and here in the North are two separate animals. The PSD teams that drive in ™^.J^°f*«z in a 
manner that is quite docile compared to else where in Iraq. This was evident by this teams lilted use of force (1 
round) and the previous EOF that occurred in June. This and the June EOF happened while the PSD teams were 
stopped at a "red light" in traffic. With that said, the teams here would rather continue to ope rat e under tendesand 
regulations (they don't counter flow traffic and wait at red lights etc.) but this may have to be looked at if these type of 
EOF's should continue (hoping for the lesser of two evils here.) 

Additionally, when was the last tune we the RSO or Embassy looked into all th * othe ^^^^ 
running around Iraq? I'm hearing stories of quite a few PSD elements moving from Mosul to Irbil fixing up to 50 
rounds per move and using bullets like we use hand and arm signals, flashers or a water bottle. Do we have my 
concrete documentation that this is in fact happening and if so whataction is benig taken aga inst them ? ^courae aU 
of these teams are labeled as "COM elements" as they drive in Black or White Burbs and the US Embassy constantly 
has to defend themselves. 

Keeping the peace in the north, 
John 



• • • •• • • • • • • • • • 
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http://dsu200w2ka42.ds.state.gov/ims/attachment?actionType=d&caseId-90781&sourceId-l 



11/16/200'. 



Case Summary 

This document was generated on a system classified for up to and including SBU information. 
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RS-2007-00269: 20070709.EOF, Kirkuk REO 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00075 



Required Case Info 

Case Title: 20070709 EOF, Kirkuk REO 

Status: CLOSED 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ INFORMATION 

Preliminary Inquiry: PQ-2007-04657 

Optional Case Info _ _ _ 
Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 
Case Origin/Source 



Source Organization: RSO Baghdad 

Name: Hammond 

Phone: 

Source Comments: 

Personnel Assignment 

Carpenter, Theodore ASAC 
Hammond, Kory H ARSO 



BAGHDAD 
BAGHDAD 



Impact: 
Status: CLOSED 



Synopsis 



On July 7th, 2007, members of a Kirkuk RSO PSD were involved in an 
Escalation of Force incident. 



Primary Subjects 



Case Reports 



Date 

08/25/2007 

Attachments 



Snippet 

Attached are documents prov... 



Title 



20070709 EOF 
20070709 EOF PowerPoint 
20070709 Kirkuk PSD Shooting 
20070709 SPOT REP-02 Kirkuk., 

Related Cases 



Outstanding Warrants 



Type 

Adobe PDF 
PowerPoint 
MS Word 
MS Word 



Status History 

08/25/2007 
08/25/2007 
09/02/2007 
09/02/2007 
09/02/2007 



OPEN 

CLOSED 

OPEN 

OPEN 

CLOSED 



Size 

2,332 kB 
916 kB 
96 kB 
272 kB 



Motley, David DUTY AGENT BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 
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httn7/rfsii?.n0w2ka42.ds.state.gov/im^serv1et/case?caseId=90782&sourceName=CASE DATA&sourcel... 1 1, 16/200' 



Case Summary 



Page 1 of 2 



This document was generated on a system classified f or up toandind^ 

«» ««» • — • • »»- — »■» » • • • • 




RS-2007-00191 : Escalation bf Porbe P.f^\ d ^^^Ul 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00048 



Required Case Info- 



Case Title: Escalation of Force Baghdad 
07152007 

Status: CLOSED 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 
■ GENERAL 

Preliminary Inquiry: PQ-2007-03613 



Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 

Case Origin/Sources >_ / ~ 

Source Organization: RSO Baghdad 

Name: Swoyer 

Phone: 

Source Comments: 
Personnel Assig nment 



Impact: 
Status: CLOSED 



; SynbpSfc 1 " 



On Julv 15 2007, a COM PSD fired one round into the grille of an aggressive 
?eh cle that was approaching the motorcade at a high rate of speed. The 
aSer of the vehicle ignored visual and verbal warnings to stop. The dnver 
did not appear to be injured. 



cnmary.auujcwia « 

Case Reports , 


Date 

07/15/2007 
07/15/2007 

Attachments 1 -* 


Snippet 

See ROI in Attachments 
See ROI in Attachments 




■md" rz , Type Size 


AAR 
ROI 

SPOT Report 
Statement 1 
Statement 2 


Adobe PDF 
Adobe PDF 
MS Word 
Adobe PDF 
Adobe PDF 


2,196 kB 
1,627 kB 
273 kB 
2,784 kB 
3,064 kB 


, Related^ Cases - 






Outstanding Warrants 






Status History „ 1 — - 


07/16/2007 
07/30/2007 
07/30/2007 


OPEN 
OPEN 
CLOSED 





SA BAGHDAD 
RSO BAGHDAD 



Farnngton, David S 
Swoyer, Ed 

This document was generated on a system ^classified for up to and including SBU information. 



Case Summary 



Page 1 of 2 

This document was generated on a system classified for up to and including SBU information. 



RS-2007-00263: 20070716.EOF, Kirkuk REO 



• • • 



' - "" 

• •• ••• •'• 

II I !•* Impact: 



Status: CLOSED 



Synopsis 

On July 16th, 2007, members of a Kirkuk RSO PSD were involved in an 
Escalation of Force incident. 

Primary Subjects 



Case Reports 
Dare 

08/25/2007 

Attachments 



Snippet 

Attached are documents prov... 



Title 



20070716 Spot Report-07 Kir... 
Related Cases 

Outstanding Warrants 



Status History 

08/25/2007 
08/25/2007 
09/02/2007 
09/02/2007 
09/02/2007 



JType 

MS Word 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00072 

Required Case Info 

Case Title: 20070716 EOF, Kirkuk REO 

Status: CLOSED 

Case Type: ADMINISTRATVE 

Program Type: REGIONAL SECURITY 

Categories: 

■ INFORMATION 

Preliminary Inquiry: PQ-2007-04658 

Optional Case Info 
Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 

Case Origin/Source 

Source Organization: RSO Baghdad 

Name: Hammond 

Phone: 

Source Comments: 



Personnel Assignment 

Carpenter, Theodore ASAC BAGHDAD 

Hammond, Kory H ARSO BAGHDAD 

Motley, David DUTY AGENT BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 



Size 



272 kB 



OPEN 

CLOSED 

OPEN 

OPEN 

CLOSED 



• • •• • • • • • • • • •• • • 

••• • • •• • • • 



http://dsu200w2ka42.ds.state.gov/ims/servlet/case?caseId=90783&sourceName=CASE_DATA&sourceI... 1 1/16/200: 
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1 



Case Summary 

This document was generated on a system classified for up to and including SBU information 



Page 1 of 2 




RS-2007-00245: 20070717 ddfrKirkak fcfcO. '< 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00063 



Impact: 
Status: CLOSED 



Synopsis ; 



On July 17th, 2007, members of a Kirkuk RSO PSD were involved in an 
Escalation of Force incident. 



Primary Subjects 


Case Reports 


Date Snippet 

08/27/2007 Attached are documents prov... 




Attachments 




Title 1 T VP e 


Size 


20070717 ROI PSD EOF KIRKUK Adobe PDF 


988 kB 



20070717 SL check point sta... 
Related Cases 

Outstanding Wa rrants 

Status History 

08/27/2007 
08/27/2007 
09/01/2007 
09/01/2007 
09/01/2007 



Adobe PDF 



Required Case Info . ^ - '- ' 

Case Title: 20070717 EOF, Kirkuk REO 

Status: CLOSED 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 
■ INFORMATION 

Preliminary Inquiry: PQ-2007-04662 

Optional Cas e Info 

Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 
Violations: 
Nexus: 

TECS Lookout: No 

Case Origin/So urce ^..^ 

Source Organization: RSO Baghdad 

Name: Hammond 

Phone: / 
Source Comments: 

Personnel Assign ment * ^ 

Carpenter, Theodore ASAC BAGHDAD 
Hammond, Kory H ARSO BAGHDAD 
Motley, David DUTY AGENT BAGHDAD 

This document was gen W ted.og a system.classified.fo.r.up to and .including SBU information. 



OPEN 

CLOSED 

OPEN 

OPEN 

CLOSED 



844 kB 



ft 



From: Sincavage, Justine M 

Sent: Wednesday, July 18, 2007 7:24 AM 

To: Martin, Darin T; Richter, Jean C; Isaac, Paul C j )QQQX 

Subject: FW: Condolences Pay \J 

•• ••• • • • •• • ••• • ••• 

••••• • ••• ••••••••• 



Justine M. Sincavage 
Director 

Office of Overseas Protective Operations 

1801 North Lynn Street, Rosslyn.VA 22209 

Telephone: 

571-345-2395 (direct) 

571 -345-2400 (fax) 

202-345-0680 (cell) 

This email is unclassified based on the definilions provided in E.O. 12958. as amended 



From: Hipp, Mark J 

Sent: Wednesday, July 18, 2007 6:57 AM 
To: Gibson, Gary M; Starr, Greg 
Cc: Sincavage, Justine M 
Subject: FW: Condolences Pay 

Gary/Greg, 

FYL.lt appears that our personnel in Irbil divert a sticky situation is the escalation of force against 
a local judge. After direct negotiations with the judge, the matter was resolved in a professional 
and satisfactory manner to all involved. Mark 



From: Miller, Earl R (Baghdad) 

Sent: Wednesday, July 18, 2007 6:20 AM 

To: Hipp, Mark J 

Cc: Bennett, David R; McDermott, James P; Colon, Ricardo (Baghdad); Hanni, Robert W 
(Baghdad) 

Subject: FW: Condolences Pay 

Mark: There was an Escalation of Force incident in Ibril on July 16 (Spot Report 071607-07) that 
resulted in our PSD members firing into the grill of a vehicle driven by a local civilian affairs 
judge. We are investigating the incident and it appears to have been an entirely justified use of 
appropriate force. 

Note the superb diplomacy of Zach as he deals with this incident. Great initiative and leadership 
for a FS-04. 

I will deal with the repercussions, if any, here. I briefed the Ambassador and DCM the day of the 
incident and am ready to brief again our solid and proven EOF policy, etc. if necessary. FYI - 
over the past six months in Baghdad alone RSO provided protection for 1 174 moves and had 
only 28 EOFs. Considering our murderous VBIED and I ED threat that is not bad. 



• • • • • • • • • • •• • • 

••• • ••• • • • • ••• 



Zach 



From: Colon, Ricardo (Bagtit^dDfBagh(Ja<J) .•• I I*' I V* I*. 

Sent: Wednesday, July 18; 20o:*8: 35 AMI l.l \ \ I I" 11* 11 

To: Zittle, Zachariah (IRAQ7ERBlC^S(5) 

Cc: Swoyer, Edward J (Baghdad)(Baghdad); Miller, Earl R (Baghdad)(Baghdad) 
Subject: Condolences Pay 

If you have a mechanism for getting the cash up there before your meeting with the Judge, the 
DCM has authorized an immediate $1000 payout. If no, get the paperwork done and we will get 
you the cash. 

Rick 

Rick Colon 

Deputy Regional Security Officer 
U.S. Embassy Baghdad - Iraq 

GSM: (914) 360-4549 / DSN: 239-5907 
Email: ColQnR@state.gov 
ClassNet: ColonR@state.sqov.gov 



SENSITIVE BUT UNCLASSIFIED 



BUREAU OF DIPLOMATIC SECURITY 




• ••• • 



• •• •• • ••• • ••• •• 



• • • • • • • 

• •• ••• • • 

• ••• • ••• • • •• •• 



U.S. Embassy Baghdad 
July 23, 2007 



Uooo<? 




SPOT REPORT- 072307-01 



SUBJECT: RPG Attack Against the Basrah Regional Embassy Office 
REPORTING OFFICE: RSO Basrah, Iraq 

SUMMARY: On 07/23/07, at approximately 0105 hours, a RPG was launched 
against the REO front gate. The RPG fell short of the REO front gate. REO 
security forces fired several well aimed bursts at the firing point. Enemy 
KIA/WIA are unknown. No damage or injuries were sustained. 

RSO ACTION: REO Basrah is on a continued state of alert. The RSO continues 
to coordinate with coalition forces regarding the daily attacks. All personnel are 
required to wear PPE while outdoors. 

LOCATION: Regional Embassy Office (REO), Basrah, Iraq 

DRAFTED BY: Ryan Evans, Watch Officer 
APPROVED BY: Ricardo Colon, DRSO Baghdad 



• • • 



•• • * 

• ••• 

• • • 

• • • 
•• • 



SENSITIVE BUT UNCLASSIFIED 



Case Summary 



This document 



RS-2007-00243 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00062 — _ r^^^mmFV^SSMBi 

I — .rargmagasgBSBBSg^^ 

^^^fma^m^^SOmmmim^ were involved in an 



^ladified for ud to and including SBU ii 
nent was generated;on a.a YS ym j assifted tpr u Rj _ I _ r ^_ s _ t&a _y. < __ 

■ 20070806 ^FrKfFftU^ 



information. 



Impact: 
Status: CLOSED 



.Casejlfeportg/^ 



Date 

08/27/2007 

Attachments/ 

— " — " 
Titles ^ 



IcaseTttle: "20070806 EOF, Kirkuk REO Spot 
Report 

Status: CLOSED 
Case Type: ADMINISTRATE 
Program Type: REGIONAL SECURITY 

Categories: 
■ INFORMATION 

Preliminary Inquiry: PQ-2007-04664 

Optional Case Info j 

Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 
Violations: 
Nexus: 

TECS Lookout: No 

, • 08/27/2007 

pf^^t^^e^^^ms^^m^m 09/01/2007 



■t 9 ^^^- . „ wf " i^ irifnk RSO PSD were nvolved in an 

On August 6th, 2007, members of a Kirkuk Rsu rsu *» 

Escalation of Force incident. 




, w v.^\i;/i^*;w'»^;.;y;^ 

, ft 7 . ^ ^ l A.^^-f7ii-ir . l l ^- ; -: ~ 

Snippet 

Attached are documents prov... 



T~>t 3"* 



Type 



Size 



f j-f"-iT" " '~ 1 1 ■■— • 

20070806 Spot Report-01 EOF. 



Related Cases 



MS Word 



271 kB 



Source Organization: RSO Baghdad 

Name: Hammond 

Phone: 

Source Comments: 



Ifiuffflit^ 

:r^-^--'^ ~"~ * OPEN 
08/27/2007 

CLOSED 
OPEN 

09/01/2007 



09/01/2007 
09/01/2007 



OPEN 
CLOSED 



"Renter, Theodore ASAC BAGHDAD 
Hammond, Kory H ARSO BAGHDAD 

Motley, David DUTYAGENJ . fAGJHDAD 

' 2 « J' • Ue^cfeiifietl fV'up-to anS including SBU informat.on. 
This document w^Wjrated «n f syste^cfe^.f.ejl fpi-up 



Case Summary 



000 M A 



This document was generated on a system classified for up to and including SBU inform ation^ 

RS-2007-00247: 20070806 BPKKWK Wg' \ V : L I J 



REGIONAL SECURITY 
BAGHDAD #: BAGHDAD-2007-00064 



Impact: 
Status: CLOSED 



Required Case Info " ________ Synopsis : 



Case Title: 20070806 EOF, Kirkuk REO 

Status: CLOSED 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ INFORMATION 

Preliminary Inquiry: PQ-2007-04663 



On August 6th, 2007, members of a Kirkuk RSO PSD were involved in an 
Escalation of Force incident. 

Primary Subjects 



Case Reports: 
Dare 

08/27/2007 



Snippet 

Attached are documents prov... 



- - - ~ Attachments * 

r ,„.,...,. ncn mc MS Word 93 kB 



Impact: 




Principal Judicial District: 




Due Date: 




Countries Impacted: 




Violations: 




Nexus: 




TECS Lookout: No 








Case Origin/Source ; > 





20070806 Kirkuk PSD EOF 
Related- Cases;: 



Outstanding, Warrants 
Status History < 



Source Organization: RSO Baghdad 
Name: Hammond 
Phone: 

Source Comments: 

Personnel Ass ig n ment / ] 

Carpenter, Theodore ASAC BAGHDAD 
Hammond, Kory H ARSO BAGHDAD 
Motley, David DUTY AGENT BAGHDAD 



08/27/2007 
08/27/2007 
09/01/2007 
09/01/2007 
09/01/2007 



OPEN 

CLOSED 

OPEN 

OPEN 

CLOSED 



This document W as #9 «n««ted or»a f ystem dasstfi«Uor tip to? ncL.jncluding SBU information 

mm • • • • •••• 
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Case Summary 



This document was generated on a system classified for up to and including SBU information^ 



iRS-2007-00301: 20070809 EOF, Irbil PRT 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00091 



• • • • • • • • • • 9 4 

• • ••• • ••• • • •• • • • 



Impact: j 
Status: CLOSED i 



Required Case Info 

Case Title: 20070809 EOF, Irbil PRT 

Status: CLOSED 

Case Type: CRIMINAL 

Program Type: REGIONAL SECURITY 

Categories: 

■ CRIME / INCIDENT 

Preliminary Inquiry: PQ-2007-04993 

Optional Case Info _ 
Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 
Case Origin/Source 



Synopsis 



On August 1st, 2007, members of an RSO Irbil PSD were involved in an 
escalation of force incident. 

Primary Subjects 



Case Reports 

Date 

09/03/2007 

Attachments 



Snippet 

Attached are documents prov... 



Title 



Type 



Size 



20070809 ROI EOF Erbil 
Related Cases 

Outstanding Warrants 

Status History 

09/03/2007 
09/03/2007 
09/03/2007 



MS Word 



95 kB 



OPEN 
OPEN 
CLOSED 



Source Organization: RSO Baghdad 

Name: Hammond 

Phone: 

Source Comments: 



Personnel Assignment 

Hammond, Kory H ARSO BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 



• • • •• ••• • ••••• 

• ••• • • • • 



httn://dsu200w2ka42.ds.state.ROv/ims/servlet/case?caseId=91 1 18&sourceName=CASE_ DATA&sourcel... 1 1 16/200: 



United States Department of State 
Claims and Condolence Payment Program 



The Procedure for filing a claim is: 

1) A family representative must fill out the attached form 

2) The form and the listed supporting documentation must be provided to the U.S. 
Embassy, Regional Security Office Section; 

- Police report 

- Sworn statements 

- Medical/Hospital/Autopsy reports 

- Any available photos 

3) The submission is reviewed by the Embassy Board 

4) The Board evaluates and prescri bes an amount and presents it to Management 

5) The payment is made to the family and a receipt is obtained 



United States Department of State 
Claims and Condolence Payment Program 



Summary 



The U.S. Department of Slate has approved a claims and condolence payment 
program in Iraq. The main goal of this program is to make payment to innocent Iraqi 
civilians who suffer certain kinds of losses (death, injur}' or property damage) as a result 
of the official conduct of Personal Security Detail (PSD) contractors. The Department of 
State (DOS) only will make payments for the actions of its civilian PSDs; it is not 
authorized to make payments on behalf of civilian PSDs not employed by DOS. Because 
the principal task of PSDs is to transport DOS officials throughout Iraq, claims arc most 
likely to arise from PSD conduct while providing such transportation. The size of the 
payments will vary depending on the degree of fault, if any, of the PSD contractors and 
the degree ofjault, if any, of the Jraqi civilians involved in the incident. For purposes of 
adjudicating such claims, DOS will make the final determination as to whether the 
conduct engaged in by the PSD contractors followed applicable rules and procedures, and 
as to whether the Iraqi claimant was in any way at fault. Nevertheless, because the 
purpose of the program is to make payments to innocent Iraqi civilians who suffer a loss, 
DOS will make payments regardless of whether PSD contractors follow applicable rules 
and procedures. The payment amounts will be roughly similar to the amounts that the 
United States Army pays tinder its Foreign Claims Program for similar losses arising 
from similar conduct by U.S. military personnel. 

Iraqi civilians who believe that a DOS PSD contractor has caused them a loss 
should fill out a DOS claims form and provide ali relevant documentation to support their 
claim. Claimants may obtain claims forms from Baghdad police precincts, the Iraqi 
Assistance Center at the Convention Center, or the Regional Embassy Offices [PRTs] 
throughout Iraq. Once claimants have completed a claims form, the DOS Regional 
Security Office (RSO) will investigate the incident to determine whether a DOS PSD 
caused the loss and whether any party is at fault for the alleged damage. The relevant 
RSO will prepare a Report of Investigation that the RSO at Embassy Baghdad will 
review to ensure its accuracy. If the claim merits payment, DOS will decide on an 
appropriate level of payment, taking into account both the existence of fault and the 
amount of damages claimed. DOS then will invite the claimant to receive payment. 
When the claimant accepts payment, he or she agrees that such payment constitutes a 
final settlement for the claimant, his agent or legal representative, and any person on 
whose behalf (or for whose benefit) the claim was presented, of any claims arising out of 
die incident that caused the loss. The claimant also agrees to release DOS, the contractor, 
the United States Government, or any U.S. Government or contractor personnel from 
future liability or claims based upon that incident. 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 

Date of Repo rt: 01 July 07 ;*; •** •"• • \' \ 

Location: ^ J.^ *•* ••• •*• ••* •• 

Task Order: 6 

Person Releasing Report: Anthony Sanganetti 
Title of Person Releasing Report: RSO TOC Commander 



i 



Date of Incident: 01 July 07 
Time of Incident: 1128 
Contractor Involved: Blackwater 
Detail Location of Incident: IVO| 1 

Personnel Involved: ' ] 

1 Lf&,f 

Incident Synopsis: On 1 Jul 07 at 1 128 hours,' a Tactical Support Team (TST) was on 

return to the IZ from a staging point when appr oximately four (4) rounds of Small Arms Fire J 

(SAF) was directed at the motorcade. i was traveling south and in the vicinity of x/ 

when the passenger of a white pick-up fired the rounds in the d irection of the motorcade. Due to 

the heavy concentration of vehicular traffic and pedestrians, __did not return fire and 

continued to the IZ without further incident. There was no damage to CoM assets or injuries to 
CoM personnel. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 



Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 

,, ••• • • • • • ••• 

Date of Re port: 1 July 2007 ; II*, *. II, 11, 11 IqI 

Location: •• f • • 

Task Order: 6 

Person Releasing Report: Scott Bruggemann 

Title of Person Releasing Report: RTOC Commander 

Date of Incident: 01 July 2007 
Time of Incident: 1509 hours 
Contractor Involved: Blackwater 

Detail Location of Incide nt: 300 m eters west of last bridge before 

Personnel Involved: BW ______ (TTT) 

Incident Sy nopsis : On 1 July 2007 at l 509 hours, | a Tactical Transport Team (TTT) 

comprised of ____] vehicles P "~ was providing tactical transport 

duties from the International Zone to BIAP. Asl _ drove about 300 meters pa st the last 

bridge before ^~ a silver van containing 1 male occupant approached the ~ , 

motorcade at a high rate of speed. The team members used verbal, hand and arm signals, and 
deployed pen flares, but the driver of the van failed to obey these signals to stop. 

In an escalation of force, the turret gunner of the lead vehicle and an ERV vehicle fired a total of 

approximately twenty (20)i ^rounds from meir(_____ i into the hood of the silver van, causing it 

to immediately pull over to the side of the road. 

reported that there were no apparent injuries to the occupants of the van. T here we re 

no injuries to COM personnel and no damage to any COM assets or vehicles. h 

continued to BIAP without further incident. 

Outline injuries if applicable: N/A 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report. 
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From- VanHorn, Aaron (]RAQ/ERBIL/RS(j>} i 4^^*^ t ^,^*^^5°^ ' IF i L D 
Sent: Tuesday, July 03, 2007 7.23PM 
To: Hammond, Kory M (Baghdad) 

Siihiect- RE: Use of Force ROI's 0-31007 

Attachments: Copy of 031907SIR.xls; Spot Report 031907 EOFErbu. 

EOF.pdf 

Ssendan email for each date. This is for 3/19/07. 

Aaron 

Subject: Use of Force ROI's 

Gen " emen ' II PSD Use of Force/Escalation of Force incidents are centrally documented in IMS. me 

The RSO would like us to ensure all P s ° 0T ™ d but we nee d your assistance. 

investigations office will get your informal uploaded, w ^ ^ ^ back 

Thanks. 

Kory M. Hammond 

Assistant Regional Security Officer 
AmericanEmbassy_Baghdad 



This e-mail is UNCLASSIFIED in accordance with E.O. 12958 



• • • ••• • ••••• 

•• ••• • ••• • • • • ••• 



Dateof&eport: 
Location: 

Date of Incident: July 4, 2007 

Time of lllMs. ^ 

Nameoff^SSaiaervisorljiyoiyed^ / i^c 

Betai Location of Ira MeiM/Post: L.— IHI 
Weapon Used:- J 

Estimated Dumber of shots fired: 1 Shot fired W 

Direetion^stece: 31 5 degree / 400 meters feoirf"" " position 

Target zone/afea: Targeted passenger side comer of front Jumper of suspect 

vehicle. 

Prior Course of Actio**: Observed Local Nationals that where making attempts to 
tanker suspect vehicle prior to vehicle inspection by Iraqi Police Service. 
Advised to shoot the vehicle to detour Local Nationals from tampering with it 
before the area could be investigated by the Iraqi Police. 

Ineidfiist §yj$pdsjj|g^ side Corner of the front bumper with 

one round from an' . ,to detour advancing Local National. Upon 

hearing the impact of &e round, the Local National eonfeiiied NW from suspect 
vehicle on A bicycle. 



ENGAGEMENT REPORT 



• • • • • • • 

• • • • • • • 

• •* • •• "•* • • • iu>Y *H ii WW / • • • 



(?) 



Basrah REO, Iraq \JOO\1 



; If ^plicaile: No injuries from DDM shot 
Per«OHaeiN»'iSed,of.Iiieidetit:N/A 
Additional Reports Generated: 



• • • • • • 

• • • • 

• • • • • 



• • • • ••• • ••• 

• • • • ••• ••• ••• 

••• • • •• • • •••• 



ENGAGEMENT REP0ST 



Bate of Report: :.. V :.. July-OOCf? *. : 

Location: Basrah REO, Iraq 

Date offlfflcidemt: My 44007 



Uool 8 



Time .of Incident: y^^m, k U6 

Name «f FSS Supervisor lirfolyed: \ " i*? 

Detail Location of IncidentfPosfcf 



Weapon Used: ^ 

Estimated number of shots fired: 3 (three) 
WtmfimMtetmcsz. 315 degree / 300 meters from Post. 
Target a^ae/aiw: Ve^e|ejp$i / Engine block 
Prior Course of Actionr ^ 

tamper with suspect vehicle prior to vehicle kspeetkH hy Iraqi Police Service. 
Advised to shoot the vehicle to detour Local Nationals from tampering with it 
before the area could be investigated by the Iraqi Police. 

Incident Synopsis: Suspects approached vehicles on 3 separate occasions. Fired 
into engine block of suspect vehicle. 



Injaiiesif applicable: . No injuries from 1 shots hits 
Personnel Notified -of fceitent: GFC, RSO 
Additional Reports Generated: No 



(t) 

ENGAGEMENT REPORT ^ T ^ 



\o4 



»• ••• • • • • • t 

••• • • • ■ • • • ••• ••• 

• • • • 



Bate of Report-: :.. V :.. 7f4/20O7..* : : : :.. :.• ( u q 

Location: Basrah REO, Iraq \JU 01". 

©ate of Incident: '7/4/2007 

Time of Incident: W^L, 

Name of F$S Supervisor ln¥©]ved: ■ _ , W 

Detail location of lodderfost: _ I "7^ 

Weapon Used: _j \l 

Estimated number of shots fired: 10 

Direction/Distance: 300 degrees/300 meters 

Target zone/am Straight out fromF - ^ right side o f road 

Frier Course of Action: [ was engaged with SAF 

Incident Synopsis: 

SEE ATTACHED INCIDENT REPORT 



linpiHes if app#caMe: Hone 

Personnel Nodfied of Iiciiesst: RSO and c&ain of cosnmaod 
Additional Reports 'Geserated: laciieot Report 



•• •• ••• • ••• • • • • • • 

• •••••••• ••• • ••••• 

• • •• • • • ••• 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. ~ ' 



• • • • • 



Date of R eport: 7/4/^7;!. •.. ••• • • ji. :. : 

Location 

Task Order : 

Person Releasing Report:^ __ , j w? <~ 

Title of Person Releasing Report: Fixed Site Supervisor 

Date -off incident: 

Time off XaetdeBt: f giffi j ' 

Contractor Involved: ^ 

Detail Location of Incident: Basrah 



Incident Synopsis: ^s the iragi workers were leaving base,|__, received a 
hea?y barrage of %B^^^^--^T^~ >i J Oiice#iefu«fire^^p^ed ^ 
Imsfcr^edthework^s^ 

wiinT CN, r ~ A redocar was di^ng counterblow 300 meters ouSsideiOf w?<. 
I \ It stopped in il^tc^i&^^mmii and 2 Iraqi males exite§ the %ar 
<&r*p«£^-47%. Ilibf^ipo^^ ~mi$m i - 

hit the l^wmst^mq^m^ikm^m^^^M&^m away> I©1*i&md the 
injnred ira^p crawl i^nd^feveBicle* His acconsplice puled Mia fmm 
behind the •^eMele, and out of sight. Neither men were seen again. The car 
remained in the road ^Ith if s dwrs/^ojen^ coatiifueas normal. 

Several "civilians" «<aai^e -es 'to investigate, bat were repelled 

with warning .shots %Dj$Rf ? & ^B^g^-^Qfljs^ *f*4*eA-Crn . liie -accite 
appiioaisiatelf 45 inin^es>Mec* 



Outline iiijiraes if applicable: 

Supervisor Actions to WM$z& Aiprse Actions or Preclude Re^ceiH^enee: V 1 * 
Remain vigilant while pa duty a€ , We sl^ulfl come up with a n£w plan for 
r^eaSksgtiie ira$ worker because I think they were the targets of the 
insurgents. 

Personnel Notified of Incident: RSOaad entire chain of command. 

Supervisor synopsis of local impact of incident: I believe]^ will contihurto 
suffer SM- and IDF. The insurgents may retaliate with RPG attacks -on; i 



•• • • 4 • ••• 

••• •••• • 



• • • • • 



• • • • 

Vnc 

J ' 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



* i -• ~™ CP) 



Date of Repose 04 July.07... # .. # .. . ... . ... .. # 

Location: BAABgBCi iraqj.j \ \\ j* j j; # \l MnhO 
Task Order:" 007 \J W <k 
Person Releasing Report: Jeffrey Huber 
Title of Person Releasing Report: Project Manager 



Date of Incident: 04 July 2007 

Time of Incident: Approx. 1545 hours 

Contractor Involved: Triple Canopy, Inc. 

Detail Location of Incident: U.S. Embassy Compound 

Incident Synopsis: On 04 July 2007, at approximately 1545 hrs, received automatic 

weapons firing. It was believed that theose firing were targeting Local Nationals (LN) 

departing the REO after work. Fix SiteT __. personnel moved all LN's to a bunker located 

near . A few minutes later a red car was spotted moving towards the/ against 

traffic and stopped approximately 300 meters from the gate. Two maleswdted the vehicle with , 
AK weapons and showed aggression by aiming their w eapo ns towards'" At this time Fix \y 

Site supervisor fired approximately 10 rounds from his k at the individuals and injured one 

of aggressors. The injured person crawled behind the vehicle, the other individual moved to 
him, place their weapons in the vehicle and assisted the wounded by pulling him out of site of 
observation. n 

It is believed that the first group that fired againstl____ was still in the area and that this last 
two were part of the team. ^ 

TCN QRF was deployed to ' and a vehicle QRF with Bearcat was stood up. | 

British was notified and requested to move to area and secure vehicle and weapons. \j/ 
1559: Intel personnel from British showed up at J 

1605: RSO requested British to deploy QRF due to possible wounded and weapons on scene 
1608: British informed TC TOC that they would not deploy QRF, that it was an IP situation 
since it involved Iraqi citizens?????? 
1610: British advised that IP had been contacted 

1610-1615: UKM's on separate occasions moved toward vehicle, well aimed shots fired at safe 
areas as a warning to stay away per RSO instructions 
1615: IP's arrived 

1733: UKM arrived, moved to vehicle, removed unknown items then moved and entered 
adjacent building. 

1740: All personnel returned nofrrjal t3[i|ine§s"». ; * • •• j • 



'Outline injuries if applicable: Believed wounded one aggressor 



Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence 

•• ••• • • • •• • ••• • ••• •• 

Personnel Notified of Incident: :J5]SJ£0>.» •,«. ••• .*• • • jj. 

Supervisor synopsis of local impact of incident: None 
Additional Reports Generated: None 



LAW ENFORCEMENT SENSITIVE 



h Diplomatic Security Service 
k&'\ Baghdad 



REPORT OF INVESTIGATION 



• • • • • i 



| DS Case Number 


Case Title 


Reiiiw 6 ** 


Report Date 1 


RS-2007-00251 


20070704, Use of Force Tnple Canopy NEC 


CASE FINAL 


04-JUL-07 


Case Type 


Program 


Dates Investigated 


ADMINISTRATIVE 


REGIONAL SECURITY 


04-JUL-07 - 04-JUL-07 


1 Case Impact 


Case Status 


Open/Close Case Dates 




CLOSED 


02-Sep-2007 - 02-Sep-2007 



On Julv 4th 2007, 1 was notified by personnel in tne ksu iuu mai iwu ^c.^y 

!ndved in a use of force incident in the vicinity of the New Embassy Compound (NEC). There were no reported injunes to 
COM property or personnel, and unknown injuries (if any) to the suspects. 

I responded to the guard force camp and spoke with the following individuals: 



U>6 



andi 



J Guard Force Member 

Guard Force Member 
J5uard Force Supervisor 
! Triple Canopy Site Lead 

~~ were the only two involved in the incident and they told me the following: b^c 



While working foot patrol along the riverside behind the NEC Villas, they were suddenly engaged by several rifle rounds from an 
unknown individual(s) across the river. 

The quards immediately ran for cover and took up a defensive position inside a bunker, looking toward the direction of the 
hostHe fire fror! ™ ?£J opening in the wall. While doing so they began to see muzzle flashes com.ng from an area across the 
river, and rounds began to impact on and around the bunker they were in. 

Tne guards immediately began to return defensive fire toward the threat, which was in the dark and between six to eight 
hundred me ers away ^ >ed one round from his < Jhis weapon malfunctioned and prevented h.m from finng) and 
fired Se bounds frTm his! , The hostile fire ceased and the guards maintained a defensive position untH support arnved. 
There were no injuries to CoM personnel or property. 

This incident was reported immediately to the RSO TOC and is within RSO Baghdad's use of force policy. 



(77 



Reporting Official: 
Hammond, Kory H 
ARSO 



t 

Jul-04-07 



• • • 



*0?J*00 



a Di{tfii>utiqn: 



Approving Official(s): 
Hammond, Kory H- APPROVED 
ARSO 



Aug-25-07 10:30 



This report is the property of the U.S. Department or State. Diplomatic Security Service. Neither the report nor .is contents 
.nay be disclosed xo unauthorized persons without the expressed permission of the Diplomatic Secur.ty Service. 
, . i-v..vior»MPVT QirvstTIVF 
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INCIDENT / UNUSUAL OCCURRENCE 



Nature of Incident / UO 



Date / Time occurred 



Date / Time Reported to TOC 



Person Reporting Incident / UO 



AK Fire Received by Villa Lagoon Patrol 



2145 hrs., 4 July 2007 



2149 hrs., 4 July 
■ — i 



Site Lead 



Exact Location of Incident / UO 



Company / Dept./ Group Involved 



Personnel Involved 



Contact information 

(Phone MCI/IRAQN A/COMMERCIAL) 

(e-mail) 



River Road Behind Villa 6 



Triple Canopy 



Complex Lead, TC# 
"1 Site Lead, TC# 
Supervisor Relief, TC# 



Guard, TC# 
jGuard, TC # 
|MCI#' 

, MCI# 



Witnesses to the Incident / UO 



Witnesses - Contact Information 



Guard, TC# \ 
Guard, TC#_ 



JMCI# 




J&r • • •• • • • • • • • • 
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Secure Succeii. 


Orders For Baghdad Embassy Security Force 
Contract (BESF) 


Contract Number: 

S-AOMPD-05-C1189 


Effective Date: 
01NOV05 


Location: All Guard Force Personnel / IZ 
Topic: Incident Report/Unusual Occurrence 


Expiration Date: 

31OCT06 


Contractor: TRIPLE CANOPY 



\1C 

V 



INJURY TO PERSON (S) 


Injured Person 


N/A 


Company 


N/A 


; • • ■ • • • 


• • • ••• • • 


Equipment / Persons Causing Injury 


N/A 


"Details of First Aid / Medical Attention / 
Hospitalization / Evacuation / Leave 


N/A 



1 



Company / Person Responsible for 
Machinery / Equipment irjyoivea t < — 


N/A 

— » *"» 5~5 S • • • • • • • • • 


pfe<jp6Rrr-bA^ 

Description of Property Damaged / Lost / 
Stolen 


9A3SEJ U0S3 / JTHBFT.. 

NA 


Owner / Person Responsible for Property 
Nature of Damage / Loss 


NA 

NA 


Estimated Cost of Damage / Property (if 
available) with written confirmation 


NA 


Object /Equipment / Substance / Person 
Causing Damaqe 
1 Stolen Property Recovered 


NA 

N/A — 1 



INCIDENT / UNUSUAL OCCURRENCE REPORT 



DESCRIPTION 



Describe clearly and accurately how the Incident / UO ^cu-rea 

nn a iiilv 7007 Addtox 2145 hrs, I was contacted by .that the roving patrui 

behind he ?VHIa' Thad received fire. I arrived at the post at 2147 hrs, and Supervisor 
behind the V,H s ha rece. ^ ^ ^ d AK f f n 

south IcroTsThe river. I called Complex Leadl Jand the TC representative at the 

RSO TOC and informed them of the situation. Further informations ^slated to me 

bv Suoervisor" At approximately 2143 the guards t Guard TC# 

by supervisor *i mm ^ vjl|g & when they heard a 

round strike to the east of their' position. They took cover behind a sandbag bunker and 
conJacSd their supervisor. Two more rounds struck to the west of their position, The 
~^nZ:ie muzzle flash from two weapons shooti ^^^Z^T 
thP river The auards returned fire with ten shots aimed at the muzzle flashes. During 
& Sme tL gSa's returned f,re, there were two addKiona, bursts of automat, flre . 
nnre the fire ceased, the guards ceased firing. I called _ _ ana tne >~ 

repreSntotXe^Se RSO TOC and relayed this additional information. Complex Lead 
representative at t e ^ ^ and maga2|nes and take the 

miards LTe Jackson office to write statements on the incident. ARSO Kory Hammond 
9 was r at tromc^hTn^rr^ed he talked with the guard. He requeue, that a copy of 
mv report and the statements from the guar d s be forwarded to his office, 



U6 
/ 



A CTION 

State what immediate Incident / Crisis M anagement me asures wer e taken and any aeons son »■„„■ way or 

Pr ° P - Sed Guards " and"" ~~, Immediately took cover and notified their 

supervisor. 



\cT><- 



The guards returned fire once the threat was identified. 
The guards ceased fire when the threat was gone. 
They maintained their defensive positions until I arrived. 
I secured the guards weapons and magazines 
I took the guards to Camp Jackson to prepare their statements 
The guards talked to ARSO Hammond 
I wrote this report 

The guards are preparing their statements . 



.: : •. analysis: • : : t 

auaaf or"<»ntribiJte?iC tlje, JncTcj^it / UO. 



List what acts, failure t»ectw**i/»r aorxliuonsca' 
TBD 
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PREVENTION 



TBD 



• • • • • • • 


• 












• • • • ■ • 


• • 


* 


• • 


• • 


• • • 


• • 


• • • • • • 


• • • 


• 


• • 




• • 


• • 


• • • • • 


• • 




• • • 




• • • • 


• • 



Submitted By: 


\ 




Position: 


Site Lead 




Date: 


4 July 2007 



ATTACH PHOTOGRAPHIC EVIDENCE IF APPLICABLE 
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SENSITIVE BUT UNCLASSIFIED <fcjKfcftQ& ££_ (,7€,^ 

BUREAU QF DIPLOMATIC SECURITY [jO02G 

• • • • • • • • • • • • • • 



U.S. Embassy Baghdad 

July 6, 2007 




Spot Report 070607-06 



Subject: COM PSD Team Fires on Aggressive Vehicle 
Reporting Office: RSO TOC - Kirkuk 

Summary: On 6 Jul y 2007, at ^a pproximately 1826, a Kirkuk _ ; vehicle 
COM PSD motorcade ' _ en-route from the Erbil US AID 
compound to the Kirkuk REO"encountered an aggressive black 4 door sedan 
(possibly BMW) with two military age males. 

f—- "" W as at a red light behind stopped traffic in aj 
preparing to turn right. The follow vehicle was running with hazard lights 
on and the well gunner had his window open signaling vehicles to stop. The 
right and left rear gunners had their doors open signaling vehicles of the 
motorcades presence. All vehicles were either stopped or moving slowly to 
the far right or left side of the convoy. 

To the rear of the motorcade, a black 4 door sedan was traveling thru the 
stopped traffic at a high rate of speed, passing and weaving in between all 
the other stopped of slow moving vehicles in the direction of the motorcade. 
The right and left rear gunners of the follow car continued signaling the 
driver to stop with hand signals, using a flashlight as well as throwing a 
water bottle in the direction of the sedan. The aggressive vehicle continued 
traveling and maneuvering tbru tbe.other.stQppsg; vehicles. 

• • ••• ••• • • • • • • •••• 



SENSITIVE BUT UNCLASSIFIED 



The right door gunner hadeyQGPnfrct with the driver of the sedan and prior 
to firing muzzled his weapon i*te*ipt$ig fe Mytf thtf djivct f- JVr to five 
car lengths out or approximately 35 y&rfcf fifoffl ttftJ fdllow tekeleythe right 
rear gunner fired one round into the grill of the sedan. The sedan swerved to 
the right and stopped. All occupants appeared to be uninjured. 

I — "| continued through the intersection and continued to REO 

J KiSkwith no further incidents. One COM personnel was in the motorcade 
and no one was injured during the incident. 

RSO Action- PSD members were debriefed and written statements are 
forthcoming. RSO will complete a ROI and provide documentation to the 
RSCC upon completion. 

Location: Approximately 8 km south of USAID Compound, Erbil, Iraq 

DRAFTED BY: John Hislop, RSO Kirkuk, Iraq 
APPROVED BY: Ricardo Colon, DRSO Baghdad 



SENSITIVE BUT UNCLASSIHbU 



Report #:9 
22-07 




Incident-Casualty Report 
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Report Date/Time: 
7July 2007/0900 
• • 




m 




mmmmmmmmmmgmm 


6 July 2007/1820 


Erbil, Iraq (38S MF 10989 
01660) 







(J0027 **,p 



TOTAL # PERSONNEL: 4 


KIA: 


WIA:0 


INCIDENT DESCRIPTION: Shoot to disable/Escalation of Force 


REPORTED BY: < > 




METHOD: 


Ratfio 




POINT OF CONTACT* ,4 


TELt! 






mm® 


mmimmmiMmmMmww 


MR 
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NAME (LAST, FIRST Ml): 


Unkn 


















SSN: 


None 






DOB: 


UNK 










NATIONALITY: 


Unknown (local) 




M/F: 


Mx2 










PASSPORT: 


UNK 




ISSUED/EXP: 


UNK 










NATIONALITY: 


UNK 




BLOOD TYPE: 


UNK 










INJURIES: 


None observed 














STATUS: 




PROGNOSIS: 


No injuries 


















HOME OF RECORD: 


UNK 




NEXT OF KIN: 


UNK 




















n 


CODE: 


1 DESCRIPTION: 






VALUE: 






CURRENT LOCATION: 




D 


| Black 4Dr BMW 










UN 


<) Unknown. 


Last Seen at 






1 







i annrn«imaii(»i 1824 on 6 July 2007 a Dyn Coip, jnnolarcad? was traveling Irom the ErLHl Internatiwial Airport to the U.S. REO In Kirkuk. As the motorcade approached the intersection al* 

i the traffic was stopped because irrrtrartirsignal was red. Alter the motorcade stopped the left and right rear of the follow vehicle opened their doors to slop traffic from approaching Ih'e'rear or the 
Kimuibduc. i nt) follow vehicle has a "warning, stay back 100 meters" sign posted on the rear of the vehicle in Arabic and English. The vehicle had It's hazard lights on, the left and right rear were using hand and arm 
signals and flashlights to keep traffic stopped approximately one hundred meters Irom the motorcade. After being stopped for a lew seconds the left rear called out that a black, four door BMW was coming around 
the traffic and crossing over to the right side of the motorcade. The right rear saw the vehicle appproachtng and began using hand and arm signals, his flashlight, and displaying his weapon to signal the driver to 
stop. The vehicle continued toward the motorcade and the right rear fired one round from hlsj" rifle into the engine block area of the vehicle. The vehicle pulled over to the right side of the road and stopped. There 
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* ADDITIONAL VICTIM MFORm^m^^l^^^^^^M^M^ 
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■ *f ' „- ' VICTIM INFORMATION - r , .M 






NAME (LAST, FIRST Ml): 


SSN: 


DOB 




NATIONALITY: 


M/F 




PASSPORT: 


ISSUED/EXP 




NATIONALITY: 


BLOOD TYPE 




INJURIES: 


STATUS: 


PROGNOSIS: 




HOME OF RECORD: 






NEXT OF KIN: 
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NAME (LAST, FIRST Ml): 


SSN: 


DOB 




NATIONALITY: 


M/F 




PASSPORT: 


ISSUED/EXP 




NATIONALITY: 


BLOOD TYPE: 




INJURIES: 


STATUS: 




PROGNOSIS: • • 


••• 














HOME OF RECORD; ; 


• • 


• • • • • 1 


' . N&XT20F Kllj: 


• 


• • • • 






• • 


• • • 


• ••• • ^ 


i • • • 


• 


• • • • • 
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NAME (LAST. FIRST Ml): 
SSN: 
NATIONALITY: 


• • • 


DOB: 




PASSPORT: 
NATIONALITY' 
INJURIES: 
STATUS: 


• • •• 

• • • • • 


• IS9UED/EKP:* • • ••• ••• • • 

.BLQQftTVgE:; . . - - . - 




PROGNOSIS: 
HOME OF RECORD: 




NEXT OF KIN: 



• • •• • ••• • ••••• 

••• • ••• • •• • • • ••• •• 



SENSITIVE BUT UNCLASSIFIED 



Uooa? 



UNITED STAMPS?* QER AR'TMJENT Of -STrAT; 
l^m, ] DIPLOMATIC SEfcUftftY SERVICE" : 
*|^Pf/ REPORT OF INVESTIGATION 




TITLE 

COM PSD (Kirkuk) Fires on Aggressive Vehicle 


DS CASE NUMBER / REPORT NUMBER 

7/6/2007 - Kirkuk 


TRUE NAME 

N/A 


CASE TYPE 

Use of Force 


POST 

Kirkuk 


DATE REPORTED 

07-06-2007 


DATES INVESTIGATED 

07/07/2007 - 07/07/2007 


REPORTING AGENT 

RSO Hislop 



Sugary: On July 7, 2007, at approximately 1826 hrs, a Kirkuk^vehicle COM PSD motorcade, [ 



' enroute from Erbil to Kirkuk REO fired on a vehicle after determining that the vehicle posed an 
immediate threat to their motorcade. This use of force was appropriate and within the parameters of DS use-of- 
brce policy. Injuries to the two occupants in the threat vehicle were not observed. End Summary. 

The following chain of events is derived from the statements provided by the team members involved in the 
shooting: 

1 < was enroute from the Erbil to the Kirkuk REO when they encountered an aggressive black 

* BMWfour door sedan with two military age males. CZL >as st0 PP ed at ^d light m a bubble 

formation preparing to turn right. The follow vehicle had its hazards lights on, red lettering (warning) 
on the rear of the vehicle as well as the right and left rear gunners out on the running boards using hand 
and verbal signals for all approaching vehicles to stop or push far to the right or left. All vehicles were 

2 At^Omefers out, a black BMW traveling at a high rate of speed and passing all other vehicles 

' approached the motorcade. The rear gunners, with direct eye contact with the driver continued 

signaling the driver to stop. The driv er failed to slow and the ri gjrtreargmner muzzled his weapon 

. ■ «./ j • .-■ and m fear of his lite and 

attempting to waive off the dnver. %-4 1! I i 

those in the motorcade, the right rear gunner fired one round into the grill of the vehicle. 

3 The vehicle swerved to the rigtrtand stopped. The two occupants looked at the motorcade and no 
' injuries were noted. ' ~ p roceeded to the REO Kirkuk with no further incidents. One COM 

personnel was in the motorcade and no one was injured during the incident. Case Closed. 



COPIES REFERRED 



REVIEWED BY AGENT SUPERVISOR 



(Initials) 



(Dale) 



50249-101 

•GPO : 1981 • 341-526(6549) 



• • • • • 



• ••• • ••• • 



• • • • • 



OPTIONAL FORM 249 
(FORMERLY DS-838) 
JULY 1996 
DEPT. OF STATE 



Exempt From Automatic Decontrol By Statute 

CONTENT MUST NOT BE DISCLOSED TO UNAUTHORIZED PERSONS 
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Sworn Statement 



Date 


• • 


-» » • 

• • • • 


* ■ i i • — i »i ■ « » ■» 1 

'Time*** * ••• 

• •'»"*• ••• ■• 


7-7-07 






0730 


Location 








U.S. REO Kirkuk 
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.hereby make the following statement voluntarily to 



John Hislop 



who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



On 06 July 2007, I was seated in the right rear seat of the last vehicle 
in the notorcade. The motorcade came to a stop in the left lane due to 

traffic in the intersection ahead.. / (Left rear) and I had 

all traffic to the rear stopped. We then saw a vehicle, a black BhW, 
weavinc in and out of these stopped vehicles approaching the jnotorcade . 

* ad alre ady flashed his flashlight and also threw a water bottle. 
I heard' 'yell "You're side, Your side"! I opened the door anc wavea 

the -a- to stoo. It did not and started to accelerate towards us. I 
showed my weapon and again waved for the vehicle to stop, it did not. I 
stepped out of the vehicle and brought my weapon to the low ready, 
making myself visible, continuing to wave it to stop. It kept coming. I 
bro-inh: my weaoon uc and pointed at the lower front of the vehicle ana 
waved again for the vehicle to stop. The vehicle kept coming, i sighted 
in on "he vehicle's lower grill and with a very well aimed snot firec 
once v he vehicle was approximately thirty meters from me. Tne venicle 
then began to stoo very quickly. I got back in the vehicle and tne 
motorcade left the area. I felt that I had no other option and tr.at that 
vehicle was a real threat. It did not stop after multiple warnings and 
continued to approach the motorcade. Fearing my own personal safety and 
that of the whole team, I took what I felt the least amount or force 
necessary to remove the opportunity and capability of Lhat threat. Also, 
our vehicle was clearly marked in the rear in both Arabic and English to 

stay back 100 meters. 

The shift leader, r and the driver, j 

also present in the rear vehicle. This occurred at 1824 hours aL 

~ ' . I feel I completely followed the rules of engagement for 

ThcTuse of "force briefed by my shift leader prior to this movement. 
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• • • • • • • • • • • • 



• • . • 




I hereby swear or affirm that, the. .information contained in # thjs statement is ttie truth to the 
best of my knowledge. III. 



• •• • • •••••• • 



Signed 



Printed 



Address 

U.S. REO Kirkuk 



Subscribed and sworn to before me on this 7th_ 
July , 20_0Z . 



day of 



Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 




Printed 



Address 



Bage 



I • • • 



••• • • • • • • * 



• • • • 



Jftges 
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• • • • 
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Sworn Statement 

• — « — •• .•• i i" t r* -f 



Date 

07 July 20C7 



1 " * * * * — » » * « ■ » » ■ — *- 

• • • • Time*** • • • • 



• ••• • < 



Location 

U.S. RSC Ki rkuk 



.hereby make the following statement voluntarily to 



John Hislop 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



On 06 July, 2007, at 1821 P.M., I was the driver of the^ 



^Fighting Follow vehicle from Erbil 
, we encountered_a_red traffic light. 

against the 



returning to REO Kirkuk. As we drove east approachingl_ 

ThP TP, instructed all vehicles to position to the l eft side of the road with the. . 

median. I positioned my vehicle off the right rear) .and provide security was 

looking across the median behind the Limo and alternating between my mirrors as I scanned for 
threats. As we waited for the traffic signal to turn green, v (Medic left rear), announced 

that a vehicle was comin g around the_many stopped vehicles behind us. He verbally confirmed 
that the Right Rear PSS ' __j saw the dark vehicle approaching the nght rear of our 

vehicle Both rear PSS's had their doors open and were providing hand and verbal signals, as well 
as had used flashlights and water bottles to hold back the traffic a safe distance at the intersection. 
As I was che cking my sector to the rear of the Limo it was announced that the vehicle was not 
complying to r .escalation offeree signals. I then heard a single shot fired from tne right 
rear of the vehlcleTfhe Shift Leader announced on the team frequency that a shot had been fired 
and for the TC to guide us away from the incident. The motorcade immediately used an opening in 
stopped traffic to turn rjghtXSouth) and depart the intersection. The Shift Leader had saved the 

location l~ I J on his GPS and started to alert! _j of our situation. As I 

pulled our follow vehicle into the right turn I observed the dark vehicle stopped with a slight angle 
to the right in it's lane. The windshield was intact and the occupants showed no apparent injunes. 
We worked our way through the neighborhood to our original route back to Kirkuk continuing 
mission. ***END OF STATEMENT*** 
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I hereby swear or affirm that the information contained in this statement is the truth to the 
best of my knowledge. 



Signed 



• • • • * 
• • • • 



• • • • 

• • • 



r — T~r 



Printed 




1 



r 



U.S. REO Kirkuk 



Subscribed and sworn to before me on this 06 day of _July_ — , 20_07_ 



Signed 



i Printed 

' SPECIAL AGENT, UNITED STAT ES DEPARTMENT OF'STATE, DIPLOMATIC SECURITY SERVICE 




Witness Signature 



Printed 



Address 
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Sworn Statement 




Date 

7-7-07 


4 4 • • 

• • • 4 

• • •• • 
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•0? ao • • • • • 


• ••• 
• • • • • • • 


Location 










U.S. REO Kirkuk, 


Iraq 









.hereby make the following statement voluntarily to 



John Hislop 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



At 1824 on the 6 th of July 7, 2007 



herein known as RO was traveling on 



mission from Erbil to Kirkuk REO inThe follow vehicle in the left rear position as PSSMedic in al 
vehicle motorcade. 



At approxiomatleyj 

position, and shift leaderr 
the intersection. RO and J 



IRQ and 



who was operating in the right rear 
were at said grid code, slowing at 



j and driver' 

_j opened rear doors to prevent vehicles from approacing 



. in 



motorcade and maintained secure distance from threats. In heavy traffic prior to a ppora ching 

intersection RO used spot-light and verbal stop warning as per ROE's breifed by 

the morning brief and prior leaving venue 2 (Erbil International Airport). 

The traffic stopped at approximatley 40 meters once spot light and hand signals were used and 
were lined up across the road, some vehicles with emergency flashers on and some just giving a 
flash of headlights indicating by RO's experience and training understanding not to preceed. From 
the rear of the line of cars about 3 rows back a black 4 door BMW accelerated arou nd the stoppe d 

vehicles at RO's left and accelerated past and moved to follows right side I called to' u 

"right side right side" since the vehicle moved past my line of sight to the right i heard one round 
from the right side of and the black BMW moved to the right side of the road and stopped. No 
injuries were noted by RO to the occupants (one driver and one front passenger) of the BMW. The 
motorcade proceded onf J route. y,-;^ p 



No furthe r inciden ts. Once clearing the esclilation of force area_^ 
and y j 

Motorcade arrived to base and end of mission. 



, notified! 
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I hereby swear or affirm that the information contained in this statement is the truth to the 
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Subscribed and sworn to before me on this 7th day of 

July , 20 07 

Signed 
Printed 

J^l^J^Lvf , ^ 

SPECIAL AGENT, UNITED STATE S DEPARTMENT OF STATE, DIPLOMATIC SECURITY SfcKVlUb 



Witness Signature 




Printed 



Address 
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Pages 
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Sworn Statement 



Date 

7-7-07 


• • • • • 
«• ••• • 


1 Time* • • • 


• • • • • • 

• • # ••• 


• • 
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Location 










U.S. REO Kirkuk 











John Hislop 
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.hereby make the following statement voluntarily to 



who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



V 



On 06 July, 2007, at 1824 P.M., I was riding as Shift L eader in a jpotorcade from Erbil to 

Kirkuk, Iraq. As the motorcade came upon' ' " .-If f«f m P te Q d r 

security "bubble" around us. The light at the intersection was red and all the foljc^ rear gunners 
had stopped all traffic approaching from behind us. The fighting follow vehicle ([car in the 
motorcade) has a "warning, stay back 100 meters" sign posted on the rear of thevehicle in English 
and Arabic, the back hatch was open, and the rear gunners were using flashlights and hand and 
arm signals to communicate to other dirvers on the road to stay back. After we hadbeen stopped 
for a few seconds and traffic began to bunch up behind us, the left rear gunner, ; 
called out that a black 4-door BMW occupied by a driver and front seat passenger was trying to 
make its way through the stopped traffic and was about to try and swing around to the nght side of 
the road from behind in an attempt to approach our motorcade. He told the right rear gunner, 

I that the car was coming to his side, at which time .identified the vehicle and began 

making several attempts to signal the car to stop. A few seconds later, ■ .fired a smgte shot to 
the engine block area of the vehicle and it pulled over to the right s.deof the road. I immediately 

contacted' in Erbil and called in a SIT-REP to 1 Kirkuk. A few seconds 

later, our moton^depassed through the intersection and co ntinued jon te ongmal route^to injur.es 
observed to either driver or passenger in the suspect vehicle. END OF STATEMENT 
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I hereby swear or affirm that the information contained in this statement is the truth to the 
best of my knowledge. 




Subscribed and sworn to before me on this 07th 
July , 20_07 . 



day of 



Signed 




Printed 



SPECIAL AGENT. UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 




Printed 



Address 
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INCIDENT REPORT 



i003 $ 



(?) 



This report may be in addition to DS SPOT reporting. 




leport: 08 Jul 07 ,. . p.. . . 

f " • » • • • • • • yy I * • • 

• I » (« •• • • •• • • •• 



• 



Task Order: 6 

Person Releasing Report: Anthony Sanganetti 

Title of Person Releasing Report: RSO TOC Commander 



Date of Incident: 08 Jul 07 
Time of Incident: 0909 



Contractor Involved: Blackwater ^ 

Detail Location of I ncident: IV O 

Personnel Involved:^ 

Incident Synopsis: On 8 Jdy2007, at 0909,~_11_', a PSD team in-route to the Ministry of 
Oil, was in the vicinity of_J^traveling northeast when they were slowed due to heavy traffic in 
the traffic circle. While the motorcade was maneuvering through traffic a sedan aggressively 
approached the motorcade from the rear. The driver of the sedan failed to obey several verbal 
and visual warnings to stop and in an escalation of force the left rear PSD of the follow vehicle 
fired three (3)/ rounds from his r jrifle causing the sedan to immediately stop. There were 
no injuries to COM personnel and no damage to any COM assets or vehicles. The team 
continued to their venue without further incident. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report. 
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Case Summary 
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This document was generated on a system classified for up to and including SBU information. 



RS-2007-00197: Escalation of Focee > Bpg6j3ad.CT7p^007 j. :: 

• • ••• • ••••••• r* • A m-m..,,^ 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00051 



Impact: LOW 
. Status: CLOSED 



On July 08, 2007 a RSO PSD member fired three rounds from am 1 Jat an ^ 
aggressive vehicle that was approaching the . motorcade. The driver of the 
vehicle did not appear to be injured. 



Case Title: Escalation of Force - Baghdad 
07082007 



Status: CLOSED 

Case Type: ADMINISTRATVE 

Program Type: REGIONAL SECURITY 

Categories: 

■ GENERAL 

Preliminary Inquiry: PQ-2007-03453 

Optional Case Info % , 

Impact: LOW 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

■ IRAQ 

Violations: 
Nexus: 

TECS Lookout: No 



Baghdad 
Name: Swoyer 
Phone: 

Source Comments: 



Primary Subjects - 
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Date 


Snippet 




07/Uo/aUU/ un JUiy uo, 






Attachments 




' ^ \ -> %5 s * f ** 1 J 


,ritle^ir r .^ :> \ vt^ ~ 


y t Type. r „ 


Size _~ l v ^ % 


Shift Lead Statement 


Adobe PDF 


2,105 kB 


Team Member Statements 


Adobe PDF 


5,980 kB 


Related Cases 






Outstanding-Warrants - - 






Sfat"u^HistoiV>-,-vVC^ \ r "* 






07/10/2007 


OPEN 




07/30/2007 


OPEN 




08/16/2007 


CLOSED 





Swoyer, Ed RSO BAGHDAD 

This document was gen§r,a,tejd on.a^ysfem flas^iJied.Jor up ^o. and. including SBU information. 

_ _ _ _ ~ ^ _ — AAA AAA AAA 
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LAW ENFORCEMENT SENSITIVE 
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Diplomatic Security Service 
Baghdad 
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REPORT OF INVESTIGATION 




CLOSED 

On Julv 08 2007 at 0909, vehicle COM PSD motorcade en-route to a venue, encountered one aggressive vehicle and 
used escalata offeree (EOFJIb disable it. The motorcade was stopped at a traffic circle when the ass.stan gunner of the 
Sbw iS observed a 4door black sedan with one military aged male occupant aggressively movrng past the stopped traffic 
^Towards the rear of the motorcade. The follow vanic^s assistant gunner ga* verbal and usual s^nals , n attempts** 
or slow the sedan, s approach. At approximately! meters, the assistant gunner fired a pen flare hat landed to the » right of 
the aTp oach^g sedan The sedan continued its aggressive approach and at approximately/ Jmeters the Mow ^de L s left 
weired three well aimed~ grounds into the grill of the sedan. The sedan came to a controHed stop -and , the dnver d,d 
not appear to be injured. There were no injuries to COM personnel and five COM pnnc.pals were in the motorcade. 





. Reporting Official: 


••• • ••• • • 


• • • • • • • 




Swoyer, Ed 








RSO 


Jul-08-07 00:00 






Approving Official(s): 








Swoyer, Ed- APPROVED 








RSO 


Aug-16-07 06:41 







This report is the property of the U.S. Department of State, Diplomatic Security Service. Neither the report nor its contents Page ] of , 
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Blackwater USA 



"Statement Form 



Name 



SL 



• •• 
• • * * 



Team 



I oration Of Incident (Grid or Terrain Feature) 



a ■ i s • « 
• • • • « 



-t—r- 
• •• 



_ Datefllme.of.State_rnent_ 
7-08-07 1430 hrs 



Incident Type 

I ^'SJictrJFtctEtfsable 
» » 



• Incidtnt Time • 



Incident Date 
03 July 2007 



Incident Report BW 074)8-07 (1) Weapons Discharge Baghdad 



■was tasked With a mission to move five Principals to the Ministry of Oil,! 

.Mission planning was completed on 07 July 2007 and a full Mission Brief was 

conducted byt " Z^Shift Leader ; all PSS Personnel at 1700 hours on 07 July 2007. 

During the Mission Brief it was explained thatf^ • wouldbe operating m jronjunctton^l 



On 07 July 2007,' 



and would be conducting a' ^vehicle': motorcade move F . u - ----- 

_ | ThTHeparture time (0900 hours) was briefed as well as the return to base time 

(1230ho"url). The brief also included Vehicle Load Plan, support assets (Air & TST^ommand, A!C 



(1210 hours) ine onei aiso mcmucu y ciuyc ijjau i ituj, c.^Ft'^'- >• . „. 

Brief, Routes and Intelligence brief b/— Detail's imbedded intelligence analyst The intelligence 
analyst briefed that there was an increased "threat of Vehicle Bourne Improvised Explosive Devices 
(VBIED), Improvised Explosive Devices, and insurgent activity along the planned routes. Specific 
intelligence noted that our .Route included passage through 1 wne] 



> where a 

VBIED had detonated just taeFweeks earlier and where Coalition Forces had defeated an ambush five 
weeks prior. The Communication Plan, Motorcade S.O.P., Chief of Missions Use of Force, and Rules of 
Engagement Policy were also covered in the mission briefing. 



(Route as planned and advised it was 
j notified the Tactical Operations Center (TOC) that 
.Route. r~~~~~~^ . motorcade consisted of 



0) 



U6 



V 



At approximately 0855 hours, Air recojmoitered 1 
clear. At that point the Shift Leader 

' * Twould be departing for) via their'. , A z^ nc 

Chevrolet Suburbans. The Lead arid Follow vehicles were °P eratin S w f STAY 
activated in an attempt to alert traffic of the motorcades presence. The Follow vehicle has WARNING STAY 

BACK 100 METERS" stenciled on the rear door, in both English and Arabic. 

r 

T~ """''was on their' Route mof ing East atP^when the motorcade slowed for heavy traffic while 
traveling through the triffFcircle. Thejmotorcade then came to a halt on the southern end of the traffic 

circle. This traffic circle has five avenuks of approach. At this time the secondary well position 

i , notified the other occupants of the follow vehicle, that the primary wellposition (PSS 1 

did not have a line of sight on Approaching vehicles coming from the rear. At the same time the 

Left Rear PSS< ^noticed a black sedan with one male military age occupant enter the traffic 

circle from the North and begin to approach the motorcade. PSS^~ ^cracked his door in order to gain a 
line of sight on the suspect vehicle. Wife the suspect vehicle approximately Wfers from the motorcade 
PSS p-^ ^maneuvered his hand outside the window and fired one pen flare across the windshield 

of the suTpect^ehicle. The flare was inj;lear eyesight of the suspect driver. At the same time PSS 

gave the hand signal for stop, while verbally shouting "stop, stop, stop." 



U 



The driver of the suspect vehicle disregarded PSSl visual and verbal commands to stop, despite the 

fact that~ 'had made direct eye contact with the driver. The driver also disregarded the pen ^flare fired 

across his windshield by PSS^ " . The vehicle continued towards the motorcade. PSS\ 

believed the vehicle was a VBIED and Was in fear for the life of his principals, the lives of his teammates, 
and himself. In full compliance with EK&S Rules of Engagement and the Use of Force Policy, PSS 
fired three well aimed shote-with hi* Dement of Staje issued* ... Jriflp into theignll of the suspect vehicle 
in an attempt to disa^it. M^uspecf drwer 'cam* B an flnftdh^t^thoirt hitting any obstructions and 
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' iijr°"nTn, naWTimR nf Statement 

" BlacKwaler USA ~-~ statement Form 7-08-07T430"Ws 


—. ' \~. ~ Team 

Name. . > t>t> •• ••• « • • < 


Incident Type 

• .•• ; ''SlfKSptD pi§able 


I .._ — i i 


• " Inciieri "Tim* • 


; ; Incident uaie 
•• 08 Ju!y2007 



nut his hands up It should be noted AatSaU other traffic approaching the traffic circle had stopped 
approxSly 50 Meters from the motojcade and were complying with visual wanungs and v 1S ual 
commands to stay back from the motorcade. 

p SS 1 land PSS' observed the three shots hit the grill area of the suspect vehicle. PSS ^ 

noticed fluii drainmg fr^engine cf mpartment of the suspect vehicle. T*e dnver of the suspect vehrcle 
did not appear to be injured. \ 

i Shift Leader notified the TOC bf the incidentf __IT~ continued to venue without further 

155= U^on^ivmg o„ venue, the Shift Leader notified the appropriate Cham of Command, ///fcnd/// 
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• • • 


• 


i ••• 


• 


• • 


• • 


• • 


• • 








• 




• 


• • 


• • • 
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TM 




Date 


Tonne 


08 July, 2007 


1430 Hours 


Location 




WPPS Camp Baghdad, Iraq 





I, f ~] i ^ C .hereby make the following statement at the request of 

i 

[ who has been identified to me as a Special Agent of the 

U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the 
Department's Worldwide Personnel Protective Services contract, may be undertaken if I refuse to 
provide this statement or fail to do so fully and truthfully. I further understand that neither my 
statements nor any information or evidence gained by reason of my statements can be used 
against me in a criminal proceeding, except that if I knowingly and willfully provide. false statements 
or information, I may be criminally prosecuted for that action under 18 United States Code, Section 
1 001 . I agree that the statements j furnish and any information or evidence resulting there from 
may be used in the course of disciplinary proceedings, which could result in disciplinary action, 
including dismissal. 

General Military/Civilian Experience 

___ 1 — - - : ^ 

I 



-f - - 



• • • • 
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i n l ~~| wasjiired by Blackwater USA as a Protective Security Specialist 



' have successfully completed the WPPS training program according to 



DOS standards ^training included several specific topics related to PSD operations in a High 
?hrLfenvtonmenT r ^^ U;S ~ ' 

Department of State 

fMerJraiDjng I was deployed "to Iraq and currently work on 
I lB^n^fro^T_— ^ the present. I have also received training on 
Ihe use of force policy; rules of engageTn^Sng from a mobile platform, and shoot/ no shoot 
targets. 

INCIDENT 

On 07 Julv 2007 at 1700 hours, I received a mission brief for the movement of five principals to 
£ Minis' ofOi'l on08 July 2007. The mission brief covered ^J^^^*^^ 
routes we would be utilizing, the use of force per the mission policy, ^^^^^ 
Our imbedded intelligence analyst briefed our team on *^ " ^^xplosive 

ooeratina Intelliaence stated there was an increase in Vehicle Borne Improvised txpios ve 
r£rt*? rVBIEDsf Irnorov sed Explosive Devices (I ED), and an increase in msurgent activity. We 

Coalition Forces at the same locatioh. 

on or lulv 2007 we departed Checkpoinlfin route to the Ministry of Oil. OurP car motorcade 
was travel ^^S^^ aft sirens activated on the lead and follow vehicles in an 
^Pmnt to ^ warn traf^c of the motorcade's presence. Additionally the follow vehicle, which I was 

Meters" ftonciled^^d^The^ 
is in both English and Arabic. As we;traveled East through (a traffic circle), our v 

s^oDDed in the traffic circle due to heavy vehicle traffic in ffontoTour motorcade. I was located m 
S& m JS£ on the left second^ seat behind the drrver ^^^^^ 
observer yelled out that he had no line of sight on approaching traffic ffrorrr the ^left my s.de ot the 

S^and^s,rea|*nfi^ ^ 

visual command to stop and shouted stop three times. My nfle was po.nted at him and he made 
eye contact with me. He continued to drive toward my vehicle. 

By this time he was aboutj ^ meters away. I believed the vehicle to f^^^l^ in 
fea for the life of the principle lives of my teammates and mywlf. I then ft^ ft^ well 
SSed shots into the engine block injan attempt.to disable the vehicle. The^sedan came to an 
immediate stop and the male occupant put his hands in the air. I also noticed fluid leaking from the 
engine Apartment. At that time o> motorcade began to move. * > we, pu I led away.Jnotjced the^ 
male begin to exit his.v^hicte. The f ver did not apgeK* bjnq|upd t Sh.ft Leaderf ; , ^ 

• ••••• 



• • •! 
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immediately reported the incident to: the RSO TOC. Our motorcade 

no further incident. There was no damage or injuries to out motorcade or its occupants. ///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of my 
knowledge. 




I06 

W7C 



Subscribed and sworn to before; me on this °\ day of > 2007. 



Signed 



Printed 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF S TATE, DIPLOMAUC SECURITY SfcHVlOE 



Witness Signature 



Printed 




Address ! * 



••• • * • • • •• • 
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Sworn Statement 



I Date 


Time 


08 July. 2007 


1430 Hours 


Location 




WPPS Camp Baghdad. Iraq 





r 



* nC .hereby make the following statement at the request of 



j, who has been identified to me as a Special Agent of the 

U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the 
Department's Worldwide Personnel Protective Services contract, may be undertaken if I refuse to 
provide this statement or fail to do so fully and truthfully. I further understand that neither my 
statements nor any information or evidence gained by reason of my statements can be used 
against me in a criminal proceeding, except that if I knowingly and willfully provide false statements 
or information, I may be criminally brosecuted for that action under 18 United States Code, Section 
1 001 I agree that the statements I furnish and any information or evidence resulting there from 
may be used in the course of disciplinary proceedings, which could result in disciplinary action, 
including dismissal. 

General Miiiftairv/Civilian Experience 



ln[ \ I was hiiwt hyJ2iankwata r USA as.aJptafitiva Security .Special ist jhaye^ 

successfully completed ft/Pf$5 % aa ji 3 .) * » t I'l I * j .1 I t 



also 
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received training in the use of forcejpolicy, rules of engagement, shooting from a mobile platform, 
and shoot / no shoot targets. After training I was deployed to Iraq and I am currently assigned to 
\ ~ ]i n direct support of the US* Department of State Mission in Iraq. 

INCIDENT I 



At approximately 1700 hours, on 7 July 2007, 1 attended the pre-mission brief for'_^______. 

movement of principals on 8 July 2007. The pre-mission brief covered our mission for the following 
day, the routes we would be utilizing, the use of force per the mission policy, and the rules of 
engagement. Also our imbedded intelligence analyst briefed our team on possible threats in the 
area we would be operating. Sp ecific intelligence noted that our' "j Route included passage 

through ' __j wnere a Vehicle Borne Improvised Explosive Device (VBIED) 

had detonated]ust three weeks ago and where Coalition Forces had defeated an ambush five 
weeks prior. The Communication Plan, Motorcade Standard Operating Procedures (SOP), Chief of 
Missions Use of Force, and Rules of Engagement Policy were also covered in the mission briefing. 

On 8 July 2007 at approximately_Q900 hours, our motorcade departed CheckpointTjn route to our 

venue. We were traveling in a| Vehicle motorcade escorting five principals to the Ministry of Oil. 

Our motorcade was traveling with our emergency lights and sirens activated in an attempt to warn 
traffic of the motorcade's presence, j Additionally, the vehicle I was traveling: in, the follow vehicle, 
has "Warning Stay Back 100 Meters" stenciled on the rear doors. The warning is stenciled in both 
English and Arabic. I ,knd I were serving as the well observers in the follow vehicle. 

My assigned position on this mission was secondary well observer. My duties included utilizing the 
force continuum to keep vehicles thkt were following or approaching from behind the motorcade, a 
safe distance away, thus creating a Safe Zone. 



As we headed east into r 

positioned in such a way that neitheir I nor the primary well position had a view of approaching 
traffic due to the curve of the traffic Circle. I immediately notified the left and right rear positions so 

they could pick up our rear security.} At that same time' } in the left rear position of the 

follow vehicle, reported an approaching vehicle from the northwest side of the traffic circle. I. 
repositioned myself in the well so that I could attempt to get the vehicle to stop. As I leaned out the 
back window, I saw a black four door sedan being driven by a single military aged male. The 
vehicle was at approximate!^ meters away when I fired a pen flare in an attempt to get the ' 
vehicle to stop. The flare went directly in front of the vehicle's windshield but the driver continued to 
approach the motorcade. At this poiht I was in fear for the lives of our principals, my team 
members and myself. 



j continue to use verba l commands in an attempt to get the vehicle to stop, 
.meters I heard " Jfire three shots and observed the rounds impact 



At 



I heard * 

approximately) , _ 

the grill of the suspected VBIED. Instantly, the driver's hands came up and the vehicle rolled to a 
controlled stop. The driver appeareb to have no injuries. Shift leader r Jnotified the 

Tactical Operations Center and we continued on to our venue without further incident. ///END/// 



V 



U.7C 



7 the motorcade slowed and stopped for traffic. The follow vehicle was & e l K 



U 
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I hereby swear or affirm that ihe'informalion'contained in this statement is the truth to the best of my 
knowledge. 




Subscribed and sworn to befor^ me on this °) day of"? 2007. 



Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printed 




Address 



•••• ••• • • 



• • • • 
• • • • • 
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U.S. Embassy Baghdad 

July 10,2007 




Spot Report 071007-02 



Subject: COM PSD Team Fires on Aggressive Vehicle 
Reporting Office: RSO TOC - Kirkuk 

Summary: On 9 July 2007, at approximately 0954, a Kirkxik[_^vehicle 
COM PSD motorcade en-route from the Kirkuk REO to the Erbil US AID 
compound encountered an aggressive white pickup truck with one military 
age male operator. 

The motorcade was traveling north on Route 2 in an area between the cities 
of Kirkuk and Erbil, when a white pickup truck with one occupant was 
traveling in the same direction at a high rate of speed, passing and weaving 
in between all the other slow moving vehicles. The well and rear gunners of 
the follow vehicle signaled the driver to slow down with hand signals, using 
a flashlight as well as throwing a water bottle in the direction of the pickup. 
The aggressive vehicle continued to close onto the rear of the motorcade, 
disregarding the "Stay back 100 meters" sign written in English and Arabic 
on the rear of the follow car. 

The rear and well gunners prior to firing attempted to waive the driver off. 
At approximately^ jyards from the follow vehicle, the well gunner fired 
one round into the grill of the pickup. The pickup then accelerated in an 
aggressive manner and the well gunner again fired another round into the 
engine of the pjpJfupt: T^e j>i?kup flwngtfo^kto^he right and stopped. 
The occupant aprjea^ditQ JJe jmpijufcd; • • . : . ! • : . • 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



The motorcade continued to Erbil USAID compound with no further 
incidents. Three COlKp^sooneliwe^e jirtrie^otorca&^dinp one was 
injured during the incident 

RSO Action: PSD members will be debriefed and written statements are 
forthcoming. RSO will complete a ROI and provide documentation to the 
RSCC upon completion. 

Location: Approximately 33 km north of Kirkuk REO, Iraq 

DRAFTED BY: John Hislop, RSO Kirkuk, Iraq 
APPROVED BY: Ricardo Colon, DRSO Baghdad 
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SENSITIVE BUT UNCLASSIFIED 
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UNITED aWE&DEP'AKTIVlENJ'qR^TATE 
DIPLOMAtYc SECURITY SERViCE'* 
REPORT OF INVESTIGATION 




TITLE 



COM PSD (Kirkuk) Fires on Aggressive Vehicle 



TRUE NAME 

N/A 



POST 

Kirkuk 



DATE REPORTED 

07/10/2007 



DS CASE NUMBER / REPORT NUMBER 

7/9/2007 - Kirkuk 



CASE TYPE 

Use of Force 



DATES INVESTIGATED 

07/09/2007 - 07/09/2007 



REPORTING AGENT 

RSO Hislop 



SYNOPSIS 

Summary: On July 9, 2007, at approximately 0954 hrs, a Kirkuk) 



.vehicle COM PSD motorcade, 



fi ) enroute from the Kirkuk REO to the Irbil Erbil USAID compound fired on a vehicle after determining 
that the vehicle posed a threat to their motorcade. This use of force was appropriate and within the parameters 
of DS use-of-force policy. Injuries to the lone occupant in the threat vehicle were not observed. End Summary. 

The following chain of events is derived fr om the st atements and interviews of each team member involved in 
the shooting and were witness to the event: F~~ ..was enroute from the Kirkuk REO to the Irbil USAID 



compound when they encountered an aggressive white four door pick up truck with one lone driver approaching 
them at a rapid speed from the rear. The area of the motorcade was between the cities of Kirkuk and Erbil and 
approximately 33 km north of Kirkuk. The white pickup truck with one lone occupant was traveling in the 
same direction as the motorcade at a high rate of speed, passing all the other slow moving vehicles that were 
maintaining their distance, 100 meters behind the motorcade. As the vehicle approached, the well and rear 
gunner of the follow vehicle signaled the driver to slow down with hand signals, using a flashlight as well as 
throwing 4 water bottles in the direction of the pickup. Both the rear and well gunner (prior to firing) muzzled 
their weapons in attempt to waive the driver off. At approximatelyTj yards from the follow vehicle, the well 
gunner fired one round into the grill of the Pickup. The pickup then swerved to the left of the road while 
accelerating in an attempt to pass the motorcade and again the well gunner fired another round into the engine 
of the pickup. The picku p then pulled over to the right with smoke billowing from its engine. The occupant 
appeared to be uninjured. I ^ continued to Erbil USAID compound and later returned to the REO with 

no further incidents. Three COM personnel were in the motorcade and no one was injured during the incident. 
Written statements were immediately written by all members of the Follow car and all occupants of the follow 
vehicle were later interviewed by RSO Kirkuk. Case Closed. 
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(initials) 



(Date) 



50249-101 

•GPO : 1981 - 341-526(6549) 
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Report #:23-07 



Incident-Casualty Report 
WPPS 
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Report Date/Time: 
9July 2007/1700 



^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^^ 
Incident Date/Time 9 July 2007/0954 | TWCIDeiTTLOC7VTIOR:"3BS ~™ "" "" 



» m n 



l»7€| 



TOTAL # PERSONNEL: 4 



on Rt. 2 



KIA: 



WIA:0 



I REPORTED BY: 




I POINT OF CONTACT: 





Sf]oot to disable/Escalation of Force 



NAME (LAST, FIRST Ml): Unkn 



METHOD: _ BadiP 



TEL#: ' 



SSN: 


None 


DOB: 


UNK 


NATIONALITY: 


Unknown (local) 


M/F: 


Mx1 


PASSPORT: 


UNK 


ISSUED/EXP: 


UNK 


NATIONALITY: 


UNK 


BLOOD TYPE: 


UNK 


I INJURIES: 


None observed 






I STATUS: 


PROGNOSIS: 


No injuries 






HOME OF RECORD: 


UNK 


NEXT OF KIN: 


UNK 




[Ai ^ppiuximallLy 0954 
hollow vehicle observed 



^ u.u nou uuiiiibi in uiu 

opened ms door and gave hand signals and 



■threw out water bottles to gel the vehicle to slowdown and stay back fromjbeynotorcade. The vehicle continued to close on the rnplgrpade at a high rale ol speed. The well gunner presented his rifle to the vehicle 
land continued to use his flashlight to signal. When the vehicle was abou ^ yards away the well gunner (ired one round from hls| ir jTnto the engine block. The vehicle moved into the left lane and continued to 
laccelerate towards the motorcade. The well gunner fired another round Into the engine block. After the second snot the vehicle pulledover to the right shoulder of (he road and stopped. Smoke was observed cominf 
jirom the engine ol the vehicle. The driver was the only occupant ol Ihe vehicle. He did not appear to be injured. The motorcade continued on the mission to the USAID compound in Erbil. The incident was immediat 
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IVIKfCft'tf Ilil'A'^'Irtklt'^^MiViifiW 






1 NAME (LAST, FIRST Ml) 




1 SSN 




DOB: 


1 NATIONALITY 




M/F: 


PASSPORT 




ISSUED/EXP: 


1 NATIONALITY 




BLOOD TYPE: 


1 INJURIES 





STATUS; 



PROGNOSIS: 



1 HOME OF RECORD: 


NEXT OF KIN: 






NAME (LAST, FIRST Ml 




SSN 




DOB 




NATIONALITY 




M/F 




PASSPORT 




ISSUED/EXP 




NATIONALITY 




BLOOD TYPE 




I INJURIES 





STATUS 



PROGNOSIS: 



HOME OF RECORD: 
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Sworn Statement 



CP) 

\o-7C 



Date 



• • • 

• • • • • 



• • • • 



-« « «« C |_ 



• • • • • • • 

, • • -—r • • • • • 



Location 



.hereby make the following statement voluntarily to 
, who has been identified to me as a Special Agent of the 



~h<T r 



Wit 



U.S. Department of State, Diplomatic Security Service. 

co^ Pou ^ ^ e«^ l . swctli Ms*r f 
ft je-BL-rvo M L e^r ^ Mfc " ri " f ^ 

•Xf f^PeNU^> -© \ifws^ tfosr <? WL -v 

\ 



»• • •• • • 



• • • • 
• • • • • 



• •••• • ••• ••••••••• 

r- 1 Lg 

~\k(f £)Qjy£fL_ . X "fKfiJ f^/toi ^Oo^D 
^ RiPuT" (^Tc» -pi<?~ T^jacs £>Oca^*" &L£>U£. 

^Hf £ Hcrr j^/i^ -fKS'l^Ja^ ^ulv^eb -r* \y 

r«er -oiooc pju _^ ^ p ^ r ^ 

0$ 6°V5M. tJ6TK(^T£v t^oftrrH^ oCUJfl-$S>. 



• • • 



2- 



. .3, 



hereby swear or affirjn Jrjgt trje irjformgtion.(;ontajnedjp,this ^ate/pent is the truth to the 



best of my knowledge. 

("Signed 



••••• • ••• ••••••••• 

• • • • • • ••• • ••• •• 

•• ••• • ••• • • •• •• • • • ••• 



Printed 



Address" 



Subscribed and sworn to before me on this 
^Sl?CS 20 6T , 



_day of 



("Signed 




Printed 



6^ - 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printei 




Address 




ess / ~" 



Pag<S_ 



_^P5ges' 



'© 
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Sworn Statement 



Date :# . :## • 


• • • ••• • • • 

• • • t Time. • • 2 • • • • • 
• ••• » 1 4"'lrm •« * • •••••• 


Location 









who 



.hereby make the following statement voluntarily to 
has been identified to me as a Special Agent of the 
U.S. Department of State, Diplomatic Security Service. 

1. 







f- 





^° Ss /feres RW^I TTfe UJtffO. POS./TIV/0, 



• • • 4 


►Page 4 


> ft ^ Of • J<M 


» • •Bages* 


• • 4 

• • • 4 


» • • 4 
1 • • • 4 


» • • • • • 4 
»••• • 4 


• • • • • 
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lo frv Q /oo ,/voue/££ TO foL0u) 



7 



by o 



u 



.•: ••: gage; ."ot.; T^g^g 



I hereby swear or affirm that the information cpntajne.d Jp.thjs # sjaterjient is the truth to the 
best of my kno wledge. ;* 



• ••• • •• • • 

• • • ••• • • • • •• 



Signfed 



|~Printed 



| Addres's 



\o~7C 



Subscribed and sworn to before me on this day of 

cX^j 20 . 



Signed 



Printed - 



SPECIAL AGENT, UNrTED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printerf 




Address 











IPacje ! «!t* •** of! "V' 
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Sworn Statement 



wit 



Date 



Location 



.hereby make the following statement voluntarily to 



, who has been identified to me as a Special Agent of the 



e 1- 



U.S. Department of State, Diplomatic Security Service. 



i 



WM|76 ^"tf P/At^ 77fc^.*, 



/cms 



lo6 



At That Ti.'^e j L-oeK£& )/Jtv W«i \Z)&^ M,£jZ~c>AL- 

i c- tvw j 'U\ Ue\ #y * • pTt-2x\Tr: " "i? : A'^ j i 




I06 



1 5^ 




u 



|V« 




I hereby swear or affjmi tf^t tf],e information ppntajn§d jQ.th.is sfotejrjent is the truth to the 
best of my knowledge. I I \ '» I I. I I. I I 



Signer 




Printed 



1 



r 



Address 



Subscribed and sworn to before me on this 

"^Yv a t-7 , 20 Q~? . 



Oi XXL 



_day of 



r Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 




Address 



;ss 



teg . 



4-v 
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U 

Sworn Statement 








Location 









000^5" 



J?6 



.hereby make the following statement voluntarily to 



, who has been identified to me. as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 

ft/ft A CC.^-'j ~" fri&rt&CftDr C'te'-' 



p ^ cAil out /\ wa^ L ^ mm ^ Pm&ho^t- b7C 

H -ocoa Mt*>& L <" c » £c m ^ ■ x foaco S,5£ 1U£ 

-0 
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of 
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# Pages # 
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T^ 6 - P-^G-MT CP PoAO Fh^A Tu<2,%U) 0<vJ 

(Ww PaM WcA -w-^t • lW 

l^>imuA fiiiVri^-C- ^WaTC. 

1 , ~n r-r^ 

k'^f too.* pt-^ce ; j w 

foci ^vi^l^GS oGC£>-L'£b TO fU£ Dil^f^ OP -tWE 
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I hereby swear or affirm that the information contained in this statement is the truth to the 
best of my knowledge. : 



Signed"— • 



••••• • ••• •• • •• • • 

»-» ■ _» •—•At. . *_• 



i r 

Printed 



W7£ 



Address 



Subscribed and sworn to before me on this [ day of 



! Signed 



Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printed 





Address 



/W/W ff. S TofFZs- /7?lA. /} /£*c{ D,7v,;/ },*Je* 



••: ;Pagc ; /• .•» aft »^ "C a g fe S 
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Cole-Pasquale, Danielle N 



CM 

VK 

lo-7C 



From: 

Sent: 

To: 

Subject: 



Gayhart James W 

Tuesday, January 2ST2O0W*2 Pft/f. 
Cole-PasqualeJ CferSSIIe M . I :.| 
RE: b0061 b00S2 * 



• • • • • • • 



[)0OU 



Danielle 
Translation : 
Incident Report 

Date of Report: Monday July, 9 
Location: Basra, REO, Iraq 
Day of Incident: Monday July, 9 
Time of Incident: 19:40 
Guard ' s Name : , 



Location of Incident: 
Type of weapon used: 



j 



Number of shots fired: 4 shots 

Direction and distance: 310 Degrees approximately 400 meters 
Where did the shots go: To the ground 

Situation before firing: None, I saw the threat and began firing immediately. 



Incidents: I found my self in service in the! area. At approximately 1340 hours I 

saw the exit of an RPG from 310 degree, 400 meters approximately. I made use of my 
rifle firing four shots where I saw the RPG. They were direct shots. ' 

Report of injuries: None 

General Report of anything else: After the shots the RPG round landed. 



Guard information/Number: 
(signed) 

2nd Report 

Incident Report 

Date of Report: Monday July, 9 
Location: Basra, REO, Iraq 
Day of Incident: Monday July, 9 
Time of Incident: 19:40 



lot 



Guard's Name: 



• • • • • • 



Location of Incident:^ 
Type of weapon used: r 



Sty 



1 



Number of shots fired: 10 

Direction and distance: 310 Degrees at 300 meters 

Where did the shots go: At the point the RPG was fired 

•• ••• • ~ ~ 

Situation before firing: 1 dis n2>tji£?e.! , 



Incidents:I hear and explosion at 220 distance, 250 meters simultaneouslysaw the firing of 
two RPG rounds. Grade 310 distance 3 00 meters to this pointof the firing from' ,. 

' hit- 

Report of injuries: None 

General Report of anything else: After the shots ceased the shots from the RPG 



Guard information/Number: 
( signed) 

End translation 
Regards , 



James W. Gayhart 
Supervisory Special Agent 
DS/ICI/CI 

Phone ( 571) 345-7516 

Secure (o^C- 

FAX: (571) 345-7657 



Original Message 

From: Cole-Pasquale, Danielle N 
Sent: Monday, January 28, 2008 4:30 PM 
To: Gayhart James W 
Subject: FW: b0061 b0062 



Thank you so much for your tranlation services. They are really appreciated. I have two 
more that need to tranlated. I think, this will be the last. 



Thank you, 
Danielle 



Fecha del Reporte: L0i>£5 3?t jyuo 



<Tfi 

U 



Locaiizacion: Basrah KEOjfracj. ; • ; I ! V w ^wajsasmfl^^ 



Dia del incidenie: tU<V£- = 



Mora del Incldente: ^ 
Nornbre del Guardia: f"" 



Lo,ca!izaci6n del Ineidente (Tango, Lima u Oiros): 
Tipo de Armamento usado: J 



3 



Cantidad 1 de,.dl§paK>s 6fectuadQs:,-. £W PfSfW<0$> 



PrDCsditnlentesaetes-rfel dlsjja-ro- (sites, bengalas} 



HO H'J&D 

...... w,,.^,.,.-. CO^To^i- 



Dia delineidente: £&:&$J 0^ 4^y^/< i^ 0W#Q ^ g 

U 



Horn del Inctdsnte: 

Norobre del Guardia: ~\ W?<~. 



1 



Localization delfncidente (Tango, Lima u Ottos): \ 
Tipo de Armsmento usado; |" ^ 
Canlidad die disparos ^fecluad^ - 

Proeedimlemos antes del dfsparo (alios, bengaJas) 
^« If * * 



'%£ &fkeJ^O MS^r ^'" ' , , 

• FJeporfe-'sabre beridos? 1 - • ' 

H^prte ^enemi ^dreto.au . ' >-r -•- -...^^wM-fnw^.- - 

fas <iz fS. 



Oalos del Guard ta: 



Firma 



U6 



re) 



ENGAGEMENT REPORT ^ £ 

U 



••• • • • •• •< 

• •• ••• ••• • 



Date of Report- :.• :.. •.• : . .1 ©-Jbil^. ©7. . • 

Location: Basrah REO, Iraq 

Original Report Translated by: Mac 



Date of Incident: BjayOl 

Time of Incident: jj^ 

Nam^ofI!€M guard. fayolYed-: " «A. 

Petai! Location -.off Iiicident/Post: ■ _ 

Weapon ICIsfid; !. ' ^ 

Estimated nnmber of shots fired: 4 

BirecManiPislance from position: 3;l:0 Degrees 400 meters 

Target: Zone/Area WG Launch Point 

Prior Coarse of Action: WA 

Incident ^piopsis:: ^ While on post at towerf^I visualized tw o 

launches from an RPG at towerP I immedMy fired 4 rounds fromm^ s at the • 

possible launch point. (These Relaunches were directed at TowerP. 



Injuries if /applicable.: N/A 
Personnel Noified of Incident: Control, CoC 
Additional Reports Generated:: WA 



• • • • • • • • • • •• • • 



ENGAGEMENT REPORT 



Bate of Report: 
Location: 



• • • • • < 

• • • • 

• • • • • 

• • • • 



• • • ••• • 

• • • • • 

• r** 9 * •• • 



Original Report Translated by: Mac 



Basrah REQ, Iraq 



(?) 

\sT?C 

\J0050 



©ate of Incident: ;3*.iily 7 

Time of incident: 1§|# , 

Blame tifTCN guard Involved: ^ ZZZ] 

Detail Location of Mti&mtf&ost: ! ( , ^, 



m iisett: \ J 

Estiittj3tefi:mumb.er of sjtoots&ed: ' 1-0 
Mm^a^i^msM&m^m&fm 3 10. degrees 300 meters 
Target: I«Jie/Apea f£P<3 Launch Point 

Prior Coiirse of Action: 



Incident Sptopsis: I heard aia explosion at 280_ 

25 meters away. -I visualized =two launches 4rom an WQ .at towerl I iiiimi 
fired 4 rounds from my* ~]at the possible launch point 



1*^ 



Inj.uri.es if appMcabSe: 
iersoimel Notiied of Incident: 
Additional Reports Generated: 



Control, CoC 



• • • • • • • • • • • • 



••• • ••• • 



INCIDENT REPORT - 

This report may be in addition to DS SPOT reporting. 



Date of Re port: 11 Jul 07 
Location: 



• • • • 



• • • • 



Task Order: 6 

Person Releasing Report: Anthony Sanganetti 

Title of Person Releasing Report: RSO TOC Commander 



Date of Incident: 11 Jul 07 
Time of Incident: 0843 

Contractor Involved: Blackwater_ 

Detail Location of In cident: IVO 1 j b 7 ^ I f 

Personnel Involved: ' 

tf^= 

Incident Synopsis: On 11 July 2007, at 0843, jn, Advance Team in-route to the 

Ministry of Labor and Social Affairs, was in the vicinity of 1 traveling north when they were 

stopped due to heavy traffic in the intersection. While the motorcade was stopped a sedan ] 
aggressively approached the motorcade from the rear. The driver of the sedan failed to obey I 
several verbal and visual warnings to stop and in an escalation of force the Well PSS of the j/ 

follow vehicle fired three (3) P. rounds from his P _i nt o the hood of the vehicle. The 

vehicle continued closing on the motorcade and the Right Rear PSS fired five (5) rounds ' 

from his [ ^ rifle. The vehicle continued its forward movement to wards the motorcade 

resulting in the Well PSS firing an additional three (3) r "rounds from his ,into the hood 

causing the sedan to immediately stop. There were no injuries to COM personnel and no damage 
to any COM assets or vehicles. The team continued to their venue without further incident. 



Outline injuries if applicable: None 



Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report. 



• • •• • •• • • • • • • • • • 

• •••• ••••••• •• • • • . ••• •• 



[J005X 



Cp) 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



Date of Re port: 1 1 Jul 07 
Location: 



••• • < 



Task Order: 6 

Person Releasing Report: Anthony Sanganetti 
Title of Person Releasing Report: Operations Chief 



Date of Incident: 11 Jul 07 
Time of Incident: 1004 
Contractor Involved: Blackwater„ 
Detail Location of In cident: IVO|_ 
Personnel Involved: I 



Incident Synopsis: On 11 July 2007, at 1004,j a Tactical Support Team (TST) on 

return to the IZ from a staging area was in the vicinity o f) jtraveling south when they slowed 
for traffic in the intersection. While the motorcade was in the intersection a sedan aggressively 
maneuvered around stopped traffic and approached the motorcade from the side. The driver of 
the sedan failed to obey several verbal and visual war nings to stop and in a n esc alation of force 

the front turret PSS of the follow vehicle fired two (2) J rounds from his/ "into the grill of 

the vehicle. The vehicle continued closing on the motorcade and the front turret PSS fired an 



i g on t 



additional three (3) \ rounds from his i rifle into the hood of the vehicle causing the 

vehicle to immediately stop. There were no injuries to COM personnel and no damage to any 
COM assets or vehicles. The team continued to their venue without further incident. 



V 



Outline injuries if applicable: None 



Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, B W SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 



INCIDENT KJKrOKl 

T report may be in addition to DS SPO\ .porting. 



(?) 



Date of Report: 11 July 07 

Location: Basrah ^EO^Iraq. / . 

TaskOrderi:*30©7 \\ \ \.\\°\\\° \\* \\ IjCDOj 
Person Retfasirig'Re'poVf: ^Sfffey'HuSe! : l " 
Title of Person Releasing Report: Project Manager 



Date of Incident: 1 1 July 2007 

Time of Incident: Approx. 1545 hours 

Contractor Involved: Triple Canopy, Inc. 

Detail Location of Incident: U.S. Embassy Compound 

Incident Synopsis: On 1 1 July 2007, at approximately 1545 hrs, the Basra Embassy began 
receiving indirect fire. The compound warning system was then activated and Duck and Cover 
was sounded. Accountability of all personnel was taken. Four launches were detected. Two 
round s impa cted behind Riverwatch in the River. Two rounds, no impacts. 100% accountability 
was at/ 'hrs. 

During this incident sequence,^ ' personnel identified an individual on a rooftop with a 
cell phone and were observing the Palace Compound. After each volley, the IDF rounds 
improved their accuracy and the same individual continued to remain of the roof top with cell 
phone and observing the compound, this was reported to the RSO and gave permission to fire 
well aimed warning shots. This was not done due to incoming IDF. 

Between the 1 st and 2nd volley a red vehicle approached the gate against the traffic flow and 
stopped approximately 200 meters to the front. 

A second volley w as fired at 1556hrs. Two rounds impacted vicinity of j along with a 

RPG being fired at) j , believed to have come from occupants of the red vehicle 

The individual remained on the roof top during this second volley with his attention to the 
compound. At this time the RSO gave permission to engage this individual. 

A third volley was fired at 1559hrs. Two rounds impacted vicinity) . 

At this time TCN engaged individual with a short burst from hisl 1 

It is believed that he 

did hit him. Shortly after wards a crowd started gathering in the vicinity of the building. 
British were notified of incident. 



Clearing operauons aianea at ; j nrs.'^ .cieaj-ice was cuinpieieu ai( -nrs. 

fMthough we didn't be^ mpacts occurred on the US comp, md, we conducted a 
precautionary search of this area. v ' 

The all clear was sounded atj^^J lr S- 



• ••• • *• 



Outline injuries if applicable* ftk> Casualties* J \ • •• • {• • • 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: None 

Personnel Notified of Incident: Regional Security Officer, Triple Canopy Project Manager 

Supervisor synopsis of local impact of incident: None 

Additional Reports Generated: None 



INCIDENT REPORT 
ThisT^orttmytoeinadditipn.t&DpSPpZT&pQrtlJlg. I*. 

|j I:. ;.. ••• .:• .:• : v : . v.. ;. : 

Date of Report: 
Location: 
Task Order: 

Person Releasing Report- 
Title of Person Releasing Report: 

Date of Incident: 
Time of Incident: 
Contractor Involved: 
Detail Location of Incident: 



Incident Synopsis:: At approximately 1550 I observed a.red Bronco-type SUV 

idling in the road 250 meters out from] j The windows :pf the yehicj&were 

blacked out, but I was under the impression they were observing the/ area. I 

engaged the vehicle with afj round out of the . The vehicle left then scene. 
About 5 minutes later the base received an IDF attack which impacted near the 
(" While we were still under duck and cover',. ~_ t reported an observer on 

the left side .of the road, I entered^ } at this time. They said the man was on a 
rooftop with a cell phone observing the base. I was unable to see the man with the 
cell phone because as soon as I went to look at him we received accurate IDF fire 
at) j I took cover in the tower and reported the observer and the IDF. I was 
instructed to engage the observer if he was still observing. Went there was a lull in | 
the IDF TCN,- used binoculars to observe that the observer was still 

actively observing the base and.tdking on his cellphone,. I toldthe TCN to engage 
the man. He engaged with approximately 1 5-20 rounds out the' . He claims 
to have neutralized the threat. 

Outline inj uries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: 

Remain vigilant 

Personnel Notified of Incident: RSO and entirexhain of command. 

Supervisor synopsis of local impact of incident: N/A 

Additional Reports Generated: TCN incident/engagement report. 



r - - — y (£> 
I >~ti_ 

Fixed Site Supervisor 



;7/ll/07 



Hp 



(?) 

ENGAGEMENT REPORT ^ 

• •••• • ••• ••••••«•• w^^^'KAJn 

• • • • • • ••• • ••• •• • • " 

• • • • • 

Date of Report: 
Location: 

Original Report Translated by: 



• ••• •••••••• • ••• •• 



1 1 July 07 




Basrah REO, Iraq 
Mac 



Date of Incident: 



Time of Incident: 
Name of TCN guard Involved: 
Detail Location of Incident/Tost: 
Weapon Used: 

Estimated number of shots fired: 
Direction/Distance from position: 
Target: Zone/Area 
Prior Cou rse of Action: 

Incident Synopsis: 



mm 



) 

40 

340 Degrees,, 3.00 meters 
Roof top second story building 
Notified CoC ofsusnicious activity 



I observed an Iraqi, male on the roof top of a 
second story home talking, on a cell phone. during and after receiving IDF into the 
compound, I reported to control and was given permission to engage if suspicious 
male continued to talkand observe during the IDF attack within the compound. 



Injuries if applicable: N/A 

Personnel Notified of Incident: FSS control. & c 

Additional Reports Generated: See GSS incident report. 



•• • •• • • • •• • • ••• • ••• 

• • •• ••• • ••• • • • • • • 

••••••••• ••• • ••••• 



• • • ••• •• 



INCIDENT REPORT A 



This report may be in addition to DS SPOT reporting. 



Date of Report: 11 July 07 

• J • • v • •••••••••••• 

Location::lbs)cah REQ, li&fi *. # II, I j. j 
Task Order": 007*** ••• • • • • • ••• •• 

Person Releasing Report: Jeffrey Huber 

Title of Person Releasing Report: Project Manager 



Date of Incident: MtiMjpSlI 
Time, of Incident: Approx. 2k0$kms 
Contractor Involved: Triple Canopy, Inc. 
DetaU Location of Incident: U.S . Embassy Compound 

Incident . Synopsis: On 11 July 2007, at approximately 2 144 hrs, the Basra Embassy began 
recei ving indirect fire. The compound wamingsystem was then activated and Duck and Cover 
was sounded, Accojantabijlity of all personnel was taken. Six launches were detected. Four 
rounds impacted in . Two rounds unknown.. 100% accountability was af^hrs. W 

At 2 145 hrs jfeed approx. 20 rounds o f? ,at suspected launch site. 



Clearing operations Started at^~~]^s. Routej^from the DFAC up to the fence on the British 
side clearance was completed at/ ^ j hrs. 

The all clear was sounded at^ ~3rrs. 

#dlfce injuries if applicable: No Casualties 

'lSliper^6T.Acti:QijBS.:to Mitigate Adverse Actions or Preclude Re-occurre None 
Personnel Notified of Incident: Regional Security Officer, Triple Canopy Project Manager 
Supervisor synopsis of local impact of incident: None 
Additional Reports Generated: None 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



Date of Rtnpcfc , i3' July 07*. .;• .;• : :•• : :\ 

Location:^sj^f^Olj(rajj: • •* : •/ 

Task Order: 007 

Person Releasing Report: Jeffrey Huber 

Title of Person Releasing Report: Project Manager 



(JOO'57 



Date of Incident: |#gjiafy 2007' 

Time of Incident: Approx. ®§gShrs 

Con tractor Involved: Triple Canopy, Inc ; 

Detail Location of Incident: U.S. Embassy Compound 

Incident Synapsis: On 13 July 2007, at approximately 0952, the Basra Embassy began 

receiving indirect fire. The compound warning system was then activated and Duck. and Cover 

was sounded. Accountability of all personnel was taken. Twelve rounds were detected. Five f 

rounds imp acted W Three rounds impacted in the vicinity ofTower^ One round 

impacted in , Two rounds impacied:in j One round impacted in the River. 100% 

accountability was at 1001 hrs. 



Fires broke out in) \ and the 1 st row of the ^ i as a result of impacts. 

During the period of this incident individuals, not collocated were observed watching the camp 
while using a cell phone and one with binoculars. This info was passed to RSO which gave 
peimission to engage individuals if their observations continued with cellphone and binoculars. 

At 1020 hrs one shot was fired at the individual with the cell phone from the roof of Bunker 10. 

At 1024 one shot was fired at the same target ;fromthe roof of EOB, 

At 1035 hrs personnel told to secure gear from hooch's in the ' due to the fires from 

IDF rounds; 



. \—i 

Clearing operations in and the area -in the vicinity of Tower 1 started at 1046 hrs. 



Clearing operations were completed around Tower^at 1054 hr s J was cleared at 

hrs. 

The all clear was -sounded atf 1 hrs. 

Outline injuries if applicable: No Casualties 

• ••••• •• • • ••••••• • ••■ •• 

••••••••• ••• • ••••• 

Supervisor Actions to J\5t!igafc ^dwi«e»j^c^oiis* ©V PTOcWde«Re*-occurrence: None 



V 



00 

INCIDENT REPORT U 

This reporiimayibe in addition to US SPOT. rSpbrLn^ ' I'. \, 7 o 

••• • • • • • • • •• •• i \ 

Date of Report: 13 July 07 V7OOS8 

Location: Basrah REO, Iraq 

Task Order: J 

Person Releasing Reports _J ^n<- f 

Title of Person Releasing Report: PSS/PSD 1 Team Shift Leader ' 



Date of Incident: 13 July 07 
Time of Incident: Approx: 1010 
Contractor Involved: Triple Canopy 

Detail Location of Incident: U.S. Embassy Compound, Basra, Iraq 

In cident Synopsis: On this date multiple rounds of indirect fire were fired into the compound striking 
thel jivin g area and into the alphabet rows. I was immediately advised by Triple [ o6 

Canopy PSS/DDM member 1 ^" JJ (employee 1 that he was secure and inside bunker ten. He ^-?c 
then advised that he had seen an Iraqi male subject on the roof top looking south into the compound 
towards the impact site and holding what appeared to be a cellular telephone to his ear. 

I then moved to this location and also observed the individual who had now sought shelter inside a 
cinder-block small building on the roof. While monitoring this location I observed the same subject exit 
the building several times looking back into the compound and towards the impact site. I then observed 
a second subject exit the building at which time he also began looking at the impact site and pointing. At 
this time I observed the first subject lift what appeared to be a cellular telephone to his ear. 

This information was passed to the RSO via the tactical operations command center and the subject was 
viewed as an active observer for further JDF and he was deemed a clear threat to the safety of the first 
responders on the compound and the personnel fighting the fire within the housing area. ^ 

I fired one single round from my issuedl life at which time I observed the subjects form drop straight 
down towards the ground. This was confirmed by^ ~ ) who also advised that it appeared the subject 
went down and did not run to a position of cover. 

While observing the movement on the roof I observed the second subject exit the concrete building and 
again look towards the compound and our position. The subject then . went back into the building. I then 
moved our position to a slightly elevated position on top of bunker ten whe re I .set up his issued 
' ] that he was carrying. The second subject then exited the building and 1 ~~~engaged him with a h -, c 
three round burst. The subject ran back into the building and a m oment later he exited again and 

appeared to be getting to the area of the downed subject^ jagain engaged with a second three round 

burst and the subject either dropped to the ground or was able to crawl back into the building. The 
subject was never seen 3gaifT I I 11." ." l.l "I ••; 



• • • 



, 1 - ^4 

During this time, , Team shift leader! _ _ i had es tablished an elevated position on the roof ^ 

top of the EOB along with PSfcS .detail rnen^ber,^. .••liEjnplflyje 1 M±_J I advised ~l that i 

there was a second subject in5ide Ifie doncrhte building anUitlappeasedthaShe was trying to exit the J- 
j ••• • • •••••• i _ 

structure and render aid to the subject no longer in view or that he may be able to low-crawl out of the 
structure. 

)then advised that he had a third subject on the roof of a different building approximately four ^£<- 



hundred meters north of the first engaged location and that he was looking back into the compound with 
a set of binoculars. Bowe 
immediately out of view. 



a set of binoculars. Bowers fired one round from his issued 1 jrifle at which time the subject was 



The second subject who had been concealed in the concrete building was never seen exiting and his 
whereabouts were not confirmed. 

The defensive positions were held for approximately thirty minutes to support the K9 clearing teams and 
once an all clear was given all positions broke down with no further action being taken. 

r . \=>£ 

\. _ , U7C 

PSD/ j Team Shift Leader 

i*- — * 

Triple Canopy 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: 



Personnel Notified of Incident: TOC at EOB, Detail Leader and RSO 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: N/A 



mamm .report 

Tki&repqft 'm^y'be^in a<£i%ioi\ to D£ Sf(%fc reputing: \ 



Date of Report: 13 July 07 
Location: Basrah REO, Iraq 

Task Order: i ^ 

Person Releasing Report: j tc^c 

Title of Person Releasing Report: PSS Detail Member 

Date of Incident: $2%BW®%> 
Time of Incident: Apptox:^0&:- 
Contractor Involved: Triple Canopy 

Detail Location of Incident: U.S. Embassy Compound, Basra, Iraq 

Incident Synopsis: 

________ b ' 7C 

Oii: this .date I, ' J was at my assigned duty station at the River-Watch post. From 

this location .1 observed a; 20Tfoot long boat with three adult males enter my immediate 
field of view. They were comin g from the south traveling north upstream and once they I it 

traveled east into the ) ( occupied by the British forces they apparently turned left 

traveling directly toward our defensive position. 



_7<_- 

he 



Once they became visible again the boat was approximately 40 yards from my defensive 
position and traveling slowly, observing niy position. The two males seated in the center 
and front of the boat were leaning forward, looking at me, with their hands down out of 
view. There was no fishing paraphernalia visible. I immediately began motioning with 
my arms and yelling for them to move out of my defensive sector. 

Due to the extremely close proximity of the boat and the fact that I would be unable to 
react in a timely manner to a weapons.threat, I immediately assumed aprone firing 
position behind cover. I pointed my irifle towards their position. Tnis.did not deter v '*> 
them. Due to their refusal to comply and leave the area, I fired two warning shots 
approximately 5 feet in front of their boat. The three males immediately crouched lower 
in the boat. The driver ofthe boat proceeded to turn directly away from our position and 
accelerate rapidly. After the boat was .approximately 1 50 yards out from the. River- Watch 
position, it turned upstream and continuediat a rapid rate of travel out.of the'area. 

I immediately notified the TOC of the incident, then my shift leader. 



be 
\>~>c 



Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse. Actions or Preclude Re-occurrence: 

PereonnelNotified of Incident: 

Supervisor synopsis of local impactof incident: N/A 

Additional Reports Generated: N/A 

••• • • • •• • • • ••• 

• • •• »•• • ••• • • • • • • 

••••••••• ■•• • ••••• 



• • • ••• •• 



INCIDENT REPORT 

Tin. . eport may be in addition to DS SPOT . orting. tfZ&J&fty ^ 

Date of Repwt^ J3 Jiily.07^ . ... . ... ..^ 

Location: B&sra$TRfcO,iirac|.: "•. 

Task Order: 007 \J0O.{p0 

Person Releasing Report: Jeffrey Huber 

Title of Person Releasing Report: Project Manager 



Date of Incident: 1 3 July 2007 

Time of Incident: Approx. 1904 his 

Contractor Involved: Triple Canopy, Inc. 

Detail Location of Incident: U.S. Embassy Compound 

Incident Synopsis: On 13 July 2007, at approximately 1904 hrs, the Basra Embassy began 
receiving indirect fire. The compound warning system was then activated and Duck and Cover 
was sounded. Accountability of all personnel was taken. Six rounds were detected. Six rounds 
impacted outside in the River. 100% accountability was atTj^hrs. 1,7 f / 

Launch site was detected by Riverwatch at approximately 110 degrees at 3000 meters. 3 
Vehicles were at the site and remained after the launches. RSO was informed along with the 
British Javelin team. RSO gave permission to engage site with C .1 

A boat with 3 personnel circled the area twice and then moved up River at slow speed with eyes 
on. Verbal and hand and arm warnings were given. The RSO was advised and gave permission 
to fire 2 rounds in front of the Bow as additional warning. There was no response from the 
occupants of the boat. Permission was then given to fire 3 well aimed rounds at the boat 
avoiding occupants. The boat then moved off out of AO. 

No clearing operations. 

, 

The all clear was sounded at|____jhrs. 
Outline injuries if applicable: No Casualties 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: None 
Personnel Notified of Incident: Regional Security Officer, Triple Canopy Project Manager 



Supervisor synopsis of lbcSal itnj)act df lncitlenJ!iNofle* : .: : 

•• ••• • ••• • .. .. . . . ... 

Additional Reports Generated: None 



(ft 



INCIDENT REPORT 

Date of Report" *1 3 July 07 * 

Location: Basrah REO, Iraq 

Task Order: . 

t — ■ i^t 

Person Releasing Report: ' i^c 

Title of Person Releasing Report: PSS Detail Member 

Date of Incident: ®Ste%t0^ 
Time of Incident: Approx: ,:t ; M-0f: • 
Contractor Involved: Triple Canopy 

Detail Location of incident: U. S. Embassy Compound, Basra, Iraq 
Incident Synopsis; 

■ u 

On this date I, 1 was at my assigned duty station at the River-Watch post. At h^c 

approximately 1910hrs the compound was. under Indirect Fire Attack (IDE). At approximately 1912hrs 
observed a.20-foot long boat with three adult males enter my immediate field of view. They were 
coming from the south traveling north upstream traveling at a slow rate of speed with two of the. males 
observing the compound. At this time 1 notified the Regional Security Officer (RSO) of the situation 
and the fact, that they occupants of the boat appeared to he probing our defensive positions during and 
following an IDF attack. The boat was veering west towards our position from the center of the river. 
The RSO then instructed that I shoot tracer rounds at the bow of the boat. I then fired two tracerround. 
across the bow as ordered. Immediately the three subjects in the boat ducked down and increased their 
speed and proceeded out of the area. 

During this incident, ^ arrived at River-Watch in order to assist with the situation and ^ c 

observation. ' , went to the British Observation Post to gain a situation report on the attack. The 

British advised that they observed the enemy forces launch several mortar rounds at the compound. 

They told f the description, distance, and direction to the firing point. ' | advised the RSO 

of the firing point and that the mortar team was still in position and was clearly seen engaging the 
compound along with pur defensive position. At this time the RSO gave clearance to engage the mortal 
position with the' j I then fired approximately six burst of six to nine round at the enemy mortar WO 
position. 

' Vand Tthen observed the previous boat with the three same subjects fravel south on the river ^ c 
again passing our defensive_position observing the compound. The boat then 'traveled past our position 
and down towards Tower) where it turned aroundin the river and headed back north. The boat again l, 7£. 
fraveled.north ups the river past our defensive position and the occupants were observing our position 
and lopking:towards the compound. 

At this time I ad vised the RSO of the situation and he gave clearance to fire tracer rounds across the bo 
of the boat. I.then fired 2 rounds of tracer across the bow and they irnmediately decreased their speed, 
advised the RSO. this and he then advised to put rounds in the boat. 1 then fired three rounds into the 
rear of the boat and they quickly proceeded north up the river. 



• • • • • 



I immediately notified tlje y§e«of.*h.e ijicidqst, f|je« my shjftjfeadfjr. ; • • ; • , 
••••• • ••• ••••••••• 

JU • • ••• • ••• • • •• •• • • • 
b~>c 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: Personnel Notified c 
Incident: 

Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: N/A 



ENGAGEMENT REPORT 

:\ :•• ,\ : .•• .•• : :•• : :•• :e«yts^5^> 

• •••• • • • • ••••••• r ~ 



Date of Report: 1 5 July 07 

Location: Basrah REO, Iraq 

Original Report Translated by: Billy Warden 



D ate of Inciden t; 

Time of Incident: 

Name of TCN guard Involved: 

Detail Location of Incident/Post: 

Weapon Used: 

Estimated number of shots fired : 
Direction/Distance: 
Target zone/area 
Prior Course of Action: 




03 

340 degrees, 300 meters 

Main Avenue, origin of enemy fire. 

None 



Incident Synopsis: ^ Approximately 00:08, 2 Local 

Nationals with AE 47s fired on[ jhitting:sandbags in front of the position with 

20 rounds. 



Injuries if applicable: 
Personnel Notified of Incident: 
Additional Reports Generated: 
bakery. 



None 
Control 

The gunfire originated near the 



ENGAGEMENT REPORT 



• • • • • 




Date of Report: 
Location: 



► • • * 
• • • 



• • • 



15 July. 07 
Basrah REO, Iraq 



Original Report Translated by: Warden.Billy 



lob 

'00^3 



Date of Incident: 

Time of Incident: 

Name of TCN guard Involved: 

Detail Location of Incident/Post: 

Weapon Used: 

Estimated number of shots fired: 

Direction/Distance: 

Target zone/area 

gunfire originated. 

Prior Course of Action: 



July 07 



P 



lot 

1-7C 

Wis 



30 

340 degrees 300meters 

Main Avenue m front ofj^j where the 



None 



Incident Synopsis: Approximately Q0 :08 hours, 15 July 07,| r took effective 

gunfire wife hits on the sandbags in front oi| j Proceeded to engage threat by 

firing at the origin of the gunfire to repel the attack. 



Injuries if applicable: 
Personnel Notified of Incident: 
Additional Reports Generated: 

main avenue 



None 
Control 

The gunfire originated off the left of the 



• • • i 



• • • • 
» • • • 

• • • 




Spot Report - 071507-07 



Subject: REO Basrah Security Fires on Suspicious Boat. 
Reporting Office: RSO Basrah 

Summary: On 07/15/07, at approximately 0750, U.S. REO Security Forces 
observed one boat occupied by three unknown individuals traveling south on 
the Shatt-Al-Arab River. REO Security Forces did not observe any. of the 
occupants with cell phones or cameras. However, the boat came within 
approximately twenty meters of the outer perimeter of the Basrah Palace 
compound, heading directly towards the REO security posts. In addition, 
the REO Compound received five rounds of indirect fire (IDF) launched 
against it approximately one hour prior to this incident. REO Security Force 
personnel fired two, well-aimed shots from a " across the bow of \q! £. 

the boat and into the river. Upon doing so, the boat increased its speed, 
turned away from the Basrah Palace compound and continued traveling 
south. 

RSO Action: RSO investigated the incident, received written reports from 
those involved and notified British Forces of the incident. RSO's 
assessment is that this incident could have been a probe of the Basrah Palace 
shore line perimeter. Normally, all boat traffic in the area maintains a 
constant speed upand^Qwn.the rjyer.pii tb.ejar ^ide^nd.away from the REO 
Compound. It is] ujicominon apd^ighlyjsispippujs fry fcqats to come this 
close to the REO Compound. 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



DRAFTED BY: Josh G6dlftfs, : A/RSqBasfah.;* 
CLEARED BY: Bryanb : acaa^riHrl,:RSbSakah• 

APPROVED BY: Ricardo Colon, DRSO Baghdad 



• • • • • • 

> • • • 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



BUREAU O&MHU^ 



... <?V 




U.S. Embassy - Baghdad 

July 15, 2007 




Spot Report -071507-09 



Subject: COM PSD Advance Team Fires on an Aggressive Vehicle 

Reporting Office: RSO, Baghdad 

Ti ^ ?007 at 1000 a ' vehicle COM Advance Team, 
Summary: On July 15, 20 ^^-^ e vehide . The Advance Team 
while at their venue, encountered an W^ve vc 

4Fthe~drivers and hand and arm signals. 

The convoy was in a static V^^^^S^^ 
provide security when the right security ' standmg au* ng 

vehicle observed a blue ^^" fc ^SS^towanto the 

convoy. The ieit secur ny ui c Pru ritv fired a pen flare at 

spotlight at theag, = e approach and at 

approximate yU meters, ine tax wel i-ai m ed. _round 



SENSITIVE BUT UNCLASSIFIED^ 



: 4w*p no : C*)M ptindpsas p&e convoy, 
the COM Advance Team.^here WS^^^y^p^fett^- 

All signals and warnings were used as time and utgency P 

u ^Wfed and written statements forthcoming 
RSO Action: PSD members debriefed ana wnuc 

Notified DS/CC. 

Location: Red Zone, Baghdad, Iraq 

DRAFTED BY: Roque Salas, Watch Officer Baghdad, Iraq 
^O^D BY: Ricardo Colon, DRSO Baghdad 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 

Date of Report: 15 Jul 07 

Location: > » • • • ^ • •• •• • ••• • ••• •• / \r\r\ I f 

Task Order: 6 :!:*:!! !.! \ II* I I' ! I yJOUip^ 

Person Releasing Report: tfnthib'ify ?ang3i!efti * ' " ' 
Title of Person Releasing Report: RSO TOC Commander 

Date of Incident: 15 Jul 07 
Time of Incident: 1000 
Contractor Involved: Blackwater 
Detail Location of In ciden t: Arab Palace Hotel 

Personnel Involved:! ^ > 

Incident Synopsis: On 15 July 2007, at 1000, r ] a Technical Site Survey (TSS) Team ]y 
was on venue at the Arab Palace Hotel conducting a site survey. Due to venue being on the 
roadway, the team blocked traffic in an effort to provide proper security. While other traffic was 
stopped a sedan aggressively maneuvered around the stopped traffic and approached the follow 
vehicle from the rear. The driver of the sedan failed to obey several verbal and visual warnings 
to stop and in an escalation of force a dismounted PSS fired one (1) I jround from his .into 
the grill of the vehicle causing it to immediately stop. There were no injuries to COM personnel 
and no damage to any COM assets or vehicles. The team concluded their TSS without further 
incident. 



Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 



UNCLASSIFIED 
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UNITED STJAIES 
PLoIaTBC 

REPORT OF INVESTIGATION 



DIPLOMATIC SECURITY SERVICE 




TITLE 



1 5 JUL2007f~ ' Escalation of Force 



TRUE NAME 



15JUL2007 



Escalation of Force 



POST 

US Embassy Baghdad 



DATE REPORTED > 

15JUL2007 



DS CASE NUMBER / REPORT NUMBER 



CASE TYPE 



Escalation of Force 



DATES INVESTIGATED 

15JUL2007 



REPORTING AGENT 

Farrington 



(?) 



U 



SYNOPSIS 

On July 15, 2007, Blackwater Personal Security Detail f was conducting a Technical Site Survey in the 

Baghdad Red Zone when a blue taxi approached the stationary motorcade at a high rate of speed. The taxi 

driver refused to obey commands to stop.j Therefore, aj team member fired one 1- ground into the grill 

of the taxi. The taxi driver immediately drove away from the scene. There was no principal with) , and 

there were no injuries. j 

DETAILS 



This report is based on statements that teajn members from Blackwater Personal Security Detail r , made 

to Assistant Regional Security Officer David Farrington in an interview that took place between 121 and 1235 
on the day of the incident described below. All times are approximate. 



was tasked with conducting a Technical Site Survey (TSS) of the Arab Palace Hotel, 

The hotel is on the west side of a north- 



On July 15, 2007,^ 

which is located in the Baghdad Red Zond at! 4 

south main road that has two lanes flowing in each direction. A median separates the north and southbound 
anes. 



The I team members oft left the US Embassy Baghdad Annex in a' j vehicle motorcade with no 

principal at 0930 and arrived at venue between 0945 and 0950. There was no room on venue property to stage 
the motorcade. Therefore, the team established a defensive perimeter immediately upon arrival by blocking all 
southbound traffic in the two lane road in front of the hotel. The vehicles were canted to give the team visibility 
of the traffic, and the motorcade vehicles have placards with English and Arabic text that warns drivers to stay 
00 meters back. Shift leader' ]and an interpreter went in the venue and began the TSS. 



COPIES REFERRED 



REVIEWED BY AGENT SUPERVISOR 



(Initials) 



(Date) 



v 



50249-101 

•GPO : 1981 - 341-526(6549) 



OPTIONAL FORM 249 
(FORMERLY DS-838) 
JULY 1996 
DEPT. OF STATE 



• * I EJcemflt rr^'AtfarrTjuft BtConfrpl ©5; Sjatpte 

COtJTEj^T NHJSiyjorEjE DfSfLglSED TOJJNAUJHOREEf) PERSONS 



• • • • • • 4 



UNCLASSIFIED 



CASE NUMBER: 



Southbound traffic stayed 100-12(5 meters* away from the'motorcad e and began 'togeVbacked up. Most drivers 
used a median break to turn around and drive north. Team member! occasionally used a 

powerful spotlight to warn off drivers who came within 100 meters of the motorcadeT 1 



At 1000, a blue four door taxi with a male driver and no passengers broke through the stopped traffic and 

approached' at a high rate of speed. used the spotlight to warn off the driver, and team ^° ^ 

member 1 ^ used hand and arm signals for the same purpose. However, the driver did not slow 

down or change course. - - - - - ^theh fired a pen flare over the vehicle. The driver continued to drive . 
toward the motorcade at aliigh rate of spped. 

i 

Fearing for his life and for his teammates] fired one^ ground into the grill of the taxi when it was 1 ^ 

approximatelyP^rneters from the motorcade. The driver brought the taxi to a screeching halt, put the vehicle ^ c 
in reverse, and used the median break to turn around and leave the scene. ^ 



completed the TSS and returned io the Embassy Baghdad Annex. No one was injured in this incident. 



• « • ■ ••• ••• 

*■ :*¥NCL^s§iFifei> : 

• •• • • • 




— Data/Time ot Statement 

^.i Y ,isgQ07 1300 Hrs, 



Name. 



location Ol incident (Grid oMenanFeaiurgl 

Arab Palace Hotei -j 



• • • « 
» i * 



Incident Type 

Slhoofc to DtsaMe 

" incident SmS" if. 



If. 



Incident Date 
5, 20§7 



OOfeg 



ln ciden. Report BW 071507 (1)W 9 kp 0n DisctergeBa 9 hdad ^ 

nn 15 Julv'007, at approximately 0900 hours, '.. — ^^^^K^ssd * 80 ™ 1 *" 6 ? 
WPPS Camp The mission brief began with the of operation. The Chief 

E of Vehicle Borne "mp«^ - ^Xj^H^ f ,he Department of State u 
of Mission rules of engagement and escalatw, of force proceou ^ for ^ dgy was (0 ^ 

SffiSS^ (TSp o^Arab Palace Hote,^ 



At app roximately 0930j]O_uia4 
located at gricr_ 



^ ed the international ^j^X^^ 

The motojc^diLCjio^^ tvehjciesu ( 

, locatea ax 91 iu _ — . . — . . -> __ — — .■ 

^ehicle'configuration for the ^ ss ^wl^^^ 00 
"—vehicles in the motorcade have Warn '^^f equipped with rear emergencvstrobe: 
both English and Arabic. In addit.cn, ^approximately 0940 hoursj— ^, 

flashers which were activated at the lime of ™e inciaen • £ ^ standoff from the 

Sed on venue. The venue is T-walls ( Hesco 

street. Additionally, there are no significant ^^J^^ tne str eet. The street is div.ded by 
barters) that provides protection from ^ nMl ° r ™^ Abound lanes. After arrival the team 
fconSte median with two north bound .f during the 

Lt up exterior security/defensive positions in order tobest£rovi_ ^ f rom ^ 

TSS process. The southbound traffic was . diverted a ^ ^ ^ towards l_! 

venue and the northbound traffic was stopped ana aive « _ ^ venue jsPOC 

°~ , Afte r establis hing exterior sec urrty — approxi mately f . meters 

to the south along with ^^^^^^m^ manned^tatic positions ,n front of 
Well PSS to control traffic from the south. 

At approximately 1000 hours, a blue four door « a -gam* JJ-^S 2^ that 
proceeded around stopped traffic to f southjhe vehicle or ^ to the ^ tlon of 

had been set by the exterior securjpamres jng e ^ i0 r security 

♦hp Follow vehicle. In addition, PSSI , . — JJ ™*» qq , flashed the issued spot 

aSaSK) Follow vehicle. Upon ^rv»ng^hK^P^ ^ pss , 
Sfat the driver in an attempt to warn the ^7^?^a\Ss and hand and arm signals. The 
afempted to signal the driver through the use of verbal command^ana^ ^ ^ 
veS did not stop or slow down. At jthis time PSSr _£«^ g ven r c , e . The driver of the 

••• • ••• • • • •••••• ' • ~ 




" — person giving statement 



Page __V — of — 2 — 



TM 



u 

l,-7C 
/ 



Ok 



._ Date/Time of Statement _ 
Ju|yJ52007_J300_E^''S 



■Location"oTlncident (Grid orjerraEflSBSIBi 

Arab Palace HoteD -_, ._ 



Incident Type 

Shoot to DBsable 



• • • • • •••• f * d » , # »-«-« — " 



~ , •• doc,' — ' believed that the vehicle was a 

actions of the driver in the approaching vehicle PSSi*£ J® hjs , ife and the safety of his b 1f ^ 

VBED and an imminent deadly threat to him and h s team. F ea ^ of state |ssUed| jnto ^ 

teammates, PSS" ^ne6 «"<J^^ ^controlled stop, immediately • *~ 



• • ••• • • • • • ••• • ••• 




WPPS Camp. Baghdad Iraq 



, hereby make the following statement at the request of 



D£1 ^_F^^i^ iwho has been identified to me as a Special Agent of the 

U.S. Department of Stat;, Diploic Secun* ^j^ffSSZ ^ " t 

furtherance of an official * dmin1 ^ 'Sa^S^uding djsmissal from the Departments 
performance of official ^.^ c *^ffi^b?undertekBn if I refuse to prov.de this 
Worldwide Personnel Protective ^^^^^Z^d that neither my statements nor 
statement or fail to do so fully and trmh uHy. \ fart can be used against me m a 
any information or evidence gamed by reason false statements or informat.on, I 

Genera! Experience Milrtary/Civiliah: _ 



ipT TWas employed by biacKWdusi u instruction on 



\ 



Protection couTsVW.hile attend.ng tram.ng ^f'fXLe" and extraction, evasive / defensive 
motorcade operations, attacks o^tSSSe continuum, defensiy^actics^ 

driving, threat identificat.on, use of ^'^^S^^r training centerL 

and shootingfrom^^ , , completedWPPS II train.ng. 



Jncident: ■ - An 

■ " conducted a pre-mission brief inside 




• ••• Sworn Statement 
Shift Leader 



H0,el ' a, app—y 0930 ^^S^mmim^^^^X 

Palace HoteM^ _JJocatedatgnd_ _ ^ A|| Vehicles have "Warning, v 

day was| — The w arning is in both English and Arabic and 

stay back 100 meters" sieved on * e J^^™ ^ At approximately 0940 hours, Team 
the Fighting Follow also has rear emergency ^^^J^L^^ so the team deployed 

team's presence and dir edhon- ; f d taxj broke fro m stopped traffic and began 
At approximately 1 000 hours, ? blue tour aoor w ^ gtopped 

heading north directly towards ^.P^'^^^^^ vehicle's position. The 
vehicles that were holding approximately W?^*?™^ « kifr and use d hand and arm 
suspect vehicle was occupied by a ^-^^l^S^i no t stop or slow down. At that 
signals in an attempt to signal the vehicle to hal . J^ y ^Xre^ over the approaching 
point I heard the deployment of a pen flare art [^^^g^ the signage on the rear of 
vehicle's hood and roof. The vehicle; continued to travel ™J^^ f * re> , continue d to 
the Follow vehicle, its ac tivated rear Rashers, ^^^^^f^te at the 
shout verbal commands as pointed ; my U J; ^ t0 ^ atternpt s to de-escalate the 
approaching vehicle. The driver of the vehicle fa, ^ tojopond to a. v ^ ^ 

station. At that time the vehicle was fW™^j^^ S my teammates. I fired one 
vehicle was a VBIED and an 'moment threat to my I '^g^^ tne vehicle. The driver . 
round to the grill of the vehicle in an ff^^^^^jtJ^er then reversed his 
of the vehicle responded by » m ^^ m ^^° Te oWof the vehicle did not appear to 
vehicle before turning around and departing tne scene. 

be injured. : ., t- — - — " t u p m i ss ion and returned to the US 

I continued to hold security unlAi^Z- — PO^P'^^in 8 ^^^1^^ and nof '.vehicles 



• • • • > • 



••• • • • • • • 

• • • • •• • • 
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• • 
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I hereby swear or affirm that the infoj-mation 
my knowledge. 



SW00T8 St 

contained in this statement is the truth to the best of 




AdareSS 

WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 1 fith day of July, 2007. 




Printed 



Daniel 1 



SPECIAL AGENT, UNITED 



STATES DEPARTMENT OF STATb, DIPLO MATIC SECUHI I V bfcH WUE 



Witness Signature A 



Printed 



Address 



1 



* « 



, * * 



* * * 
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Sworm Statement 



Date 

15 July 2007 



Tims 

Approx. 1400 hours 



Location 

WPPS Camp Baghdad, Iraq 



U 



\t c , h 8reby make the following statement at the request of 



(>,„> / T^^-h^ ,iwho has been identified to me as a Special Agent of the 

n q npnartment of State Diplomatic Security Service. I understand that this statement is made in 
^^Toi^l^ inquiring potentia, "f^^Xaitmerirs 
performance of official duties and that disciplinary action includ.ng ^^^^^ 

mav be criminally prosecuted for that action under 1 8 United Siates Code, bection i uui . «y. 
StS statements I furnish and any information or evidence resulting there from may be used in 
to ££5%$^ proceedings, which could result in disciplinary action, including dism.ssal. 



General SVJilitary/CiviHiain Experience: 



TH] [TFuccessfuliy completed the WPPSlrafning with' Bfackwater 05K 




force, P tlZon oi force, force continuum, defensive tactics and shooting from vehicles. While at 
the Blackwater training center^ . _ 




Enciden6: 

On 1 5 July 2007 atap^mately 0900 hours 1 "ZiPre mission brief was conducted by U 

the Shift Leader f ) and the Tactical Commander ' „- T ^ r -. )■ JS™ 8810 " ^ 

brief included the routes, updated intelligence regarding an increased risk of Vehicle Borne 

Improvised Explosive Devices (VBIEDs) and small arms fire along the route. The rules of t ' * \ 

enqaqement per the mission firearms policy and escalation of force were reiterated. 

On July 1 5, 2007 at app roximate ly 0930 hours.r ^departed the International Zone 
from Checkpointf^traveling tol ""the Arab Palace Hotel. The m6torcad ^ f ^^°e ™ * ^ 

traveling with the veh icle emergency; lights and sirens activatedTn an attempt to warnjrafficpf the 
motorcade's presence. The motorcade was traveling with the flow of traffic using i 
,■ ' " " AH f , vehicles have "Warning, stay back 100 

' mete/s's tindie^ therear doors. The warning is in both English and Arabic and the fighting 
follow also had its rear emergency strobe-flashers activated. 

Upon arrival the motorcade stopped in front of the venue because there was no space tor 
parking inside the venue's compound. Due to the venue's layout, the Shift Leader deployed extra 
personnel for exterior security. While! setting up the exterior security positions the driver of the 
Follow vehicle positioned the vehicle! at an angle in order to control approaching traffic from the 
south and so approaching traffic couid to see the warning lights and warning stencils Traffic to the 
south was holding approximately 120 meters away from the Follow vehicle. I then observed a blue 
four door sedan, which appeared to be a taxi, drive through the stopped traffic and approach my 
position at a high rate speed. The vehicle was to our south and drove right through the stopped 
traffic 1 20 meters to the rear of the Follow vehicle's position. I observed a single male driver, who 
looked to be approximately 25-30 years old, operating the vehicle. Once the suspect vehicle 
approached to within 1 00 meters I attempted to signal the driver with a 2 million candlepower spot 
light I directed the light beam at the front windshield vehicle. The suspect vehicle continued 
toward the Follow vehicle with no deviation from its path or speed. Seeing that the vehicle was not 
stopping, I deployed one pen flare inian attempt to gain the driver's attention. The pen flare went 
directly over the front windshield and; the vehicle's roof. Despite the deployment of the pen flare the 
driver continued on a path toward the follow vehicle without slowing. It appeared that the driver 
was focused on our vehicle. His deaf disregard of the warnings given led me to believe that Lhe 

vehicle was a VBIED. . 

At this point I was in fear for rhy life and the lives of my teammates. I immediately began to ^ F 
transition to my _ |to fire disabling shots but PSS' . who was posted on the right rear ^ 
quarter panel acted first, firing 1 round from his) .into the grill of the blue sedan, I observed. the w , t 
round impacting, the grill and reassessed the threat, the vehicle came to a immediate halt 
approximately meters from the motorcade and the driver put the car in reverse and left the 
venue area. The driver appeared to be uninjured. The TC J notified my Shift Leader tha one 
disabling shot had been fired. We continued with our mission at the Arab Palace Hotel without 
further incident. ///END/// 



• • • • • 
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; :* • J»woriri Statement 
hereby swear or affirm that the infofmation contained in this statement is the truth to the best of 



my knowledge.^^^____ 




Signed 




PrinteeH — ■= 1" — ' 

r 


Address 




,WPPS Camp Baghdad, Iraq 



W7C 



Subscribed and sworn to before me on this 1 6th day of Juiv. 2007. 



Signed 



Printed 



it* 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



7 



Printed 



Address 
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Spot Report 071607-07 



Subject: COM PSD Team Fires on Aggressive Vehicle 
Reporting Office: RSO TOC - Kirkuk 

Summary: On 16 July 2007, at approximately 0851, a REO Kirkuk, ] 

vehicle motorcade (RSO) , while en-route from Kirkuk to Erbil/Camp Zaytun 
encountered an aggressive red colored SUV with one military age male 
occupant. 

The fighting-follow vehicle was running with hazard lights on and the well 
gunner had his window open to alert vehicles approaching with hand signals 
and a flashlight to stay back. The well gunner noticed a red SUV traveling 
at a high rate of speed, closing in on the motorcade and passing the slower 
moving traffic located approximately 100 meters behind the motorcade. 
The well gunner informed everyone in the vehicle of an aggressive SUV 
approaching the motorcade. The right and left rear gunners opened their 
doors and signaled the suspect-vehicle of the motorcades presence. The red 
SUV continued traveling towards the motorcade ignoring the signals given 
from the PSD members as well as the "Stay back 100 meters" (In Arabic) 
written on the rear of the follow vehicle. 

The rear gunners then muzzled their weapons at the driver attempting to 
slow the vehicle. dawn. At appi;Qxiniat^[7j m^ter^from the follow vehicle, 
the well guiirier right rear firpcj cjne lfounji m$ojt$e grill of the SUV. The 
SUV then accelerated wards 'the left si'de of trie motorcade and the left 



SENSITIVE BUT UNCLASSIFIED 



V 



SENSITIVE BUT UNCLASSIFIED 



gunner fired 2 more rounds into the grill of the vehicle. The sedan swerved 
to the right and the wal^gunnei feed one raore,iound jntafte. grill when the 
vehicle stopped and pftltednp the Sidejohjmrcftd.: the Jojr qc£upant 
appeared to be uninjured after he got out and inspected rnVve'Kicle. The 
motorcade continued on with its mission. 

At 0920, the COM PSD Team reported they were being detained at a check 
point (local name- Mahkmour Checkpoint) southwest of Erbil by Peshmerga 
Forces. RSO Erbil contacted the Director of Asaish (Erbil Province) relative 
to the detention of the motorcade and after further discussion, an agreement 
was made to release the motorcade and allow them to continue on with their 
mission. 

Three COM personnel were in the motorcade; no COM were injured during 
these incidents. 

RSO Action: PSD members are pending debriefing and written statements 
are forthcoming. RSO will complete a ROI and provide documentation to 
the RSCC upon completion. 

Location: Kirkuk, Iraq 

DRAFTED BY: John Hislop, RSO Kirkuk, Iraq 
APPROVED BY: Ricardo Colon, DRSO Baghdad 
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Report #: 
24-07 


Incident-Casualty Report 
WPPS 


Report Date/Time: 
16 Jul 07/2012 






17 Jul 07/0851 


• • JMOIDENr LOC*"HOri' fete* 3 500<ncfersiNo«lh of • i ] 


TOTAL # PERSONNEL: 


KIA:0 


WIA:0 



INCIDENT DESCRIPTION: Escalation of Force 



REPORTED BY:| ] 




METHOD: / ^011^ > 




POINT OF CONTACT* I 




TEL#: 
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NAME (LAST, FIRST Ml): 


SSN: 


DOB: 


NATIONALITY: 


M/F: 


PASSPORT: 


ISSUED/EXP: 


NATIONALITY: 


BLOOD TYPE: 


INJURIES: 


STATUS: 


PROGNOSIS: 


HOME OF RECORD: | 


NEXT OF KIN: 
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CODE: | DESCRIPTION: I 


VALUE: 


I CURRENT LOCATION: 








[eported an escalation of force 500 meters north of; on route 2 



At 0851 on July 17th 2007,1 



heading towards Irbil. A total of fives shot were fired at an aggressive driving vehicle. The left rear, right 
rear, and well postion in the last vehicle fired at red SUV. The driver pulled over, stepped out of his car, 
and inspected the damag e. He di d not appear to be injured. There were no injuries to COM personel. At 

the following checkpoint, ' jwas detained by local authorities for approxamately seventy minutes. 

The RSO for Irbil arranged for their release and the continued on mission. 
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NATIONALITY: 


M/F 




PASSPORT: 
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NATIONALITY: 


BLOOD TYPE 




INJURIES: 


STATUS: 


PROGNOSIS: 


HOME OF RECORD: 


NEXT OF KIN: 
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SSN: 
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NATIONALITY: 


M/F 




PASSPORT: 
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NATIONALITY: 


BLOOD TYPE: 





INJURIES: 



STATUS: 



PROGNOSISi » 
HOME OF RECORD^ I 
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Case Summary 

This document was generated on a system classified for up to and including SBU information. 

RS-2007-00299: 20070716 EOF, Irbil PRT 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00090 
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Impact: 
Status: CLOSED 



Required Case Info 



Case Title: 20070716 EOF, Irbil PRT 

Status: CLOSED 

Case Type: CRIMINAL 

Program Type: REGIONAL SECURITY 

Categories: 

■ CRIME / INCIDENT 

Preliminary Inquiry: PQ-2007-04992 

Optional Case Info 
Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 

Case Origin/Source 

Source Organization: RSO Baghdad 

Name: Hammond 

Phone: 

Source Comments: 



Synopsis 



On July 16th, 2007, members of an RSO Irbil PSD were involved in an 
Escalation of Force Incident. 



Primary Subjects 



Case Reports 

Date 

09/03/2007 

Attachments 
Title 



Snippet 

Attached are documents prov... 



20070716| 
20070716' 



(EOF statem... 

jEOF writte... 

20070716 EOF in Erbil - Upd... 
20070716 Email on EOF and f... 

Related Cases 



Type 

Adobe PDF 
Adobe PDF 
HTML 

Adobe PDF 



Size 



2,655 kB 
1,604 kB 
3 kB 
1,231 kB 



Outstanding Warrants 



Status History 



09/03/2007 
09/03/2007 
09/03/2007 



OPEN 
OPEN 
CLOSED 



Personnel Assignment 

Hammond, Kory H ARSO BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 
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Sworn Statement 



Date J 

July 16, 2007 ' 
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Location 

Kirkuk REO, Iraq 





u 



.hereby make the following statement voluntarily to 



who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



V 



On the 1 6 th of July at approximately 0900 hours I witnessed the below actions. \,7£, P 

I was in a/ car motorcade trave ling from th REO, Kirkuk to Camp Zaytun, Irbi l I was in the 
position of the Shift Leader in the/ vehicle. When my vehicle commander of thei ^vehicle 

, jwhich was our CAT vehicle informed me that shots had been fired. I asked 1 i hi,hc 

vehicle commander of the CAT vehicle for a immediate situation report. I was then told that they 
had engaged a red SUV that was failing to yield to their EOF/warnings. I was given a locationof 

500 meters North off heading Northbound, I then later received a rough grid location of 

l _ | Additionally I was informed that a total of five (5) rounds had been fired and that 

the vehicle had pulled over and that the driver had exited the vehicle and moved around to the 

front of the vehicle. After being given this informatin my vehicle contacted Base and 

informed them of the situation, adding that we had no casualties and were continuing on with the 
mission,; /Base Erbil Operations was notified as well. 

Prior to our departure from Kirkuk all members of the team were briefed on the Rules of 
Engagment and the Escalation of Force. The use of water bottles, opening of doors, hand and 
arms signals, verbal communications as well as visual warnings with lights and pen flares was 
addressed. 
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I hereby swear or affirm that the information contained in this statement is the truth to the 
best of my knowledge. ..^ ... . .. .. . ... . ... ..^ 

— • » m i «' ^ a ■ • • — •-• 1 — •-• • — • 



Signed, 



Printed, 
( 



Address' 



si , — 



-=0 //: n:i<a^ 



Subscribed and sworn to before me on this 



rK-L 



20 '37- 



_day of 



Signed 



Printed ' 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



"Printed 



Address 



Page. 



of 



Pages 
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Sworn Statement 



Date • • •• • 

July 16, 200?.* • 


i — » « » «, » -• » » » — ■ ■ — ■ 

• •; time* • ••• ••• 

• ••• • ; S"'2» •• •••••• 


Location 




Kirkuk/REO 





.hereby make the following statement voluntarily to 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



Approximately at 0900 heading north on route 2 500 meters north of in the' £ and^ , 

vehicle in the motorcade the well position . J identified afast moving red suv 

approximately 150 meters behind our convoy. Two red trucks/suv ' s were on our bolo list. At that 

timef began using his flashlight to get the attention of the driver. As it came closer (100M) I 

could see it was a single occupant vehicle. The vehicle had already past 2 other vehicles we were 
holding b ack. When it had reached approximately 100M to our convoy myself (Left Rear) and 1 " 
' __J(Right Rear) opened our doors and I began using hand and arm signals to get the driver 
to stopwhile yelling " stop " in the process. The driver continued at a very fast pace towards our 

convoy. When the vehicle was approximately J . meters away and closing fast I continued to 

use hand and arm signals and yelling to get the driver ' s at tention andLtried to get him to stop with 

no success. I immediately raised my rifle. That's wherf and' jfired one round into 

the grill to disable the vehicle. The red suv continued at a fast pace to our convoy and moved left 
to get to the center of the road. I then fired 2 rounds into the grill to disable. The vehicle continued 
towards our convoy. .then fired the 5th and final round. The vehicle then pulled to the side 

of the road. I saw the driver get out of the vehicle and appeared to be o.k. while assesing the 
damage of his vehicle. I believed this vehicle to be an immediate threat and I was concerned for 
the safety of the detail members and principals in our convoy. This is the reason for my esculation 
of force. 



I hereby swear or affirm that the information contained in this statement is the truth to the 
best of my knowledge. 
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Address 

REO/Ktrkuk FOB Warrior apo ae 09338 



Subscribed and sworn to before me on this _ 
July , 20 07. 



16th 



day of 



Signed 



Printed 



SPECIAL AGENT , UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



/ <■> 



Printed 



Address 
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July 16, 2007;. • •.• 
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Location 






Kirkuk REO, Iraq 







t,6 



.hereby make the following statement voluntarily to 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



During ^mission to Camp Zaytun I was in the well position in 

the last vehicle___of_ the motorcade. The EOF took place approximately 500 
meters north of . 1 going Northbound on Route 2. 

I identified a vehicle that matched the description of a bolo VBIED, the 
vehcile was a red SUV with a single occupant. The Red SUV approached 
our motorcade at a very high rate of speed, actually having to pass two 
other vehicles that we gave visual, hand and arm signals to stay back. 
I called out t o my other team menders which was 

r and / that a fast moving suspicous vehicle 

was approaching the motorcade. 

I then used a flash light and hands to visually warn the red SUV to stay 
back. The red SUV failed to yield to all of my visual, verbal, hand and 
arm signals. The red SUV got_to about 100 meters from my vehicle when 

I heard the rears/ 'and ~ open their doors and began their 

visual, verbal, hand and arm signals as part of the EOF. 
Once the red S UV continued to advance on our motorcade to a distance of 
meters I felt that the red SUV's intent was to cause 



roughly > 

serious harm, destruction or kill myself or someone in my motorcade. 
I then fired one round into the red SUV's grille to disable the vehicle, 
I ZZTj then fi^ed one round as v,'ell into the vehicles grille. The 
vehicle continued to speed up to our motorcade and began driving in the 
center of the road and appeared to speed up even more. As the red SUV 
continued to advance on our position then fired two rounds into 

the grille, I fired one more round into the red SUV where it finally 
pulled off the road. I then witnessed the driver which was the only 
person in the red SUV get out of the vehicle and begin to asses the 
damage done to his vehicle. 

During all of this I was calling out what the vehicle was doing so that 
my other team members would know what was happening. 
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I hereby swear or al p age 
best of my knowledge^ 
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statement is the truth to the 



Address 



Kirkuk REO 



Subscribed and sworn to before me on this 

,20 



_day of 



L>6 



Signed 



- ~ » * ' i «Ui m ■ • • • — • 



Printed 



S PECIAL AGENT, UNITED 5t/StB6 *DEPAR>MSNT 06 S^ATE? BIPLOMAIICSHCUglT?-SERl'lc£ 



Witness Signature 




Printed . 



Address 
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Location 






U.S. REO Kirkuk, 


:<-' rkuk Iraa 



.hereby make the following statement voluntarily to 



who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



I was the driver of the) i and) vehicle in the motorcade drivin g north on Route 2 from Kirkuk 

to Erbil. At approximately 0900'16 July 2007 in the vicinity of _,who was in the 

rear of the vehicle, called out "fast mover from the rear". I recall looking in the rearview mirror and 
seeing a red SUV / truck moving at a high rate of speed approaching our vehicle approximately 

I \ away while passing two vehicles. At the same time, ibegan signaling the red 

vehlcleusTng hajid & arm signals and his high intensity flashlight. Due to the fact our vehicle was 
aproximatelyf, meters from the next vehicle i n our m otorcade, I increased the speed in an 
attempt to give the red vehicle more time to seei" [ signaling him, hoping that he would slow 
down and distance himself from our vehicle. 

Asf ^.continued to visually warn the red vehicle (flashlight and hand & arm signals), both 



lupBiieu men uuuio . Jrf ..u.^.w.s jOn the right) 

and began yelling out at the vehicle to stop. Due to the fact both rear doors were open, I could not 



land 



opened their doors * jDn the left, 



see to the rear by using the side mirrors but looked over my right shoulder and witnessed! 

using hand & arm signals in an attempt to back the vehicle off. At this point I could hear all three 
team members yelling out for the vehicle to stop. I once again looked back at the rearview mirror 
and noticed the red vehicle had gained considerable distance to our vehicle, the vehicle was now 
within i " meters and increasing speed. Approximately two seconds later, one shot was fired. 
I once againlooked in the rearview mirror and noticed the red vehicle had not backed off and was 
maintaining the same speed if not increasing it's speed. 
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At this point I was extremely concerned for the safety of our vehicle. I then heard_another shot as 

called out "he is no* baokiag off'.. I believe toe sepo/)4 sboj qarae.fjom 1 rifle. I 

lookecfback at the rearview^mjrrj* arjd orfce acaVwoticed tfteJueh^ivaS Maintaining the same 
distance but had shifted front rigtfrto left.- At this point hheard«not?ier^h9^ followed by two more 

shots I believe the third shot was from'_ , rifle and the forth and fifth shots from . — {rifle. 

After the last shot, almost simutanuisly, I heard from all three team members that the vehicle was 

pulling over. No more than twenty seconds later I heard^ , call out that the driver had exited 

the vehicle. 

As the driver, I had the hazard lights on and honked the horn several times in an attempt to do 
anything and' everything I could to warn the driver of the red vehicle. The vehicle I was driving has 
STAY BACK 100 METERS in both English and Arabic stenciled on the back. 
Prior to the mission, during our intelligence brief, we had been briefed that two red SUV/ trucks had 
been added to the BOLO list and that these vehicles had been moved to the Kirkuk area to be 
used as VBIEDs. 
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I hereby swear or affirm that the information contained in this statement is the truth to the 
best of my knowledge. 



Subscribed and sworn to before me on this 



( C A. day of 
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Address 








U.S. REO 


Kirkuk - 


Kirkuk, Iraq 





Signed 

"7) .. ^ 



Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 


— ■ i 

i 






PrintecT " ' 








Address 



Page 3 of 3 Pages 



(1 



Sworn Statement 

£>7£,f 



Date « 

16 July 2007 < 
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Location 








Kirkuk RSO 









l_ ' ] U"^- .hereby make the following statement voluntarily to 

dfhtx i-h L -kv , who has been identified to me as a Special Agent of the 

U.S. Department of State, Diplomatic Security Service. 



I was seated in the right rear of the last vehiclejn the motorcade. Enroute to Erbil, 1,6 

approximately 500 meters north of check point__. called out; "fast mover". I looked back i^<s 

and saw a red/maroon SUV (Isuzu make) quickly approaching at approximately 1 50 meters. Once 
the red SUV approached within 5 1 meters, I cracked my door, leaned out of the vehicle and made 
arm and hand signals indicatingthat the driver neededto stop and stay back from the motorcade 

The vehicle continued closing range at a fast pace, .said; "he is not responding to my light . 

At this point I leaned further out of the vehicle and showed my weapon. At approximately) J * 
meters the vehicle was center line in the road, demonstrating its intention to pass, — .called 
ouf "fast mover trying to pass on our left". By the time the red SUV was with m [meters I sensed 
that we were in ahjgh threat situation, that this SUV could be one of the red trucEs from the bolo 
list At this time! fired a shot at the grill of the red SUV and I also fired a well aimed shot at 

the qrill of the red SUV, intending to disable the vehicle and eliminate the threat. Even after 2 
disabling shots were fired at the vehicle, the red SUV did not slow down, continued to move further 
into the left lane attempting to pass. At this pomtthe red SUV was moving out of my view and into 
a blind spot, so I pulled back into our vehilce. fired 2 shots at the grill of the red SUV and 

fired one more disabling shot into the grill. After the 5 ,h and final shot was fired, the red 

SUV finally slowed down and quickly pulled over to the right hand shoulder of the road and 
stopped The driver quickly exited his vehicle and proceeded to walk towards the front of the red 
SUV and checked for damage. At this time the details of the incident were reported up to higher. 
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I hereby swear or affirm that the information contained in this statement is the truth to the 
best of my knowledge. 



Signed 
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SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 
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affirm thai the information contained in this statement is the truth to the 
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TITLE 

COM PSD (Kirkuk) Fires on Aggressive Vehicle 


DS CASE NUMBER / REPORT NUMBER 

7/16/XJ07- Kirkuk 


TRUE NAME 

N/A 


CASE TYPE 

Use of Force 



■• — « — r 

UNITED St^T^DERARf M^Nt £>F:S-t£T£ 
DIPLOMATIC SECURITY SERVICE 
REPORT OF INVESTIGATION 



POST 

Kirkuk 



DATE REPORTED 
07/17/2007 



07/16/2007-07/17/2007 



RSO Hislop 



SYNOPSIS 

Summary On July 16, 2007, at approximately 0851 his, a Kirkuk RSO^ vehicle PSD motorcade, ~J 
^ ! enmute from the Kirkuk REO to Erbil/Camp Zaytun compound fired on a veh.de after determining** 
thTvdiiele posed a threat to their motorcade. This use of force was appropriate and within the parameter of 
DS use-of-force policy. Injuries to the lone occupant in the threat vehicle were not observed but late, 
determined to be of a minor nature. End Summary. 

The following chain of events is derived jmm the statements and intervie ws o f ^^J™^^^^^^ 

shootino who were witness to the event: was enroute from the Kirkuk RbO to Camp Zaytun located 

mS when they encountered an aggressive red four door SUV (possibly Isuzu model) with one o* dnv«r 
approaching them at a rapid speed from the rear. The area of the motorcade was between the c t es of Knkuk 
S I approximately tl km north of Kirkuk and 40 km south of Erbil. The red SU V with i one one 
occupant was traveling in the same direction as the motorcade at a high rate of speed, passing all the olbu 
vehicles that were maintaining their distance, 1 00 meters behind the motorcade. 

As the SUV approached the last vehicle in the motorcade (CAT), the well gunner of the CAT vehicle signaled 
the driver to slow down by flashing his flashlight on and off and giving hand and arm signals to stay back 
through his drop down window. As the vehicle wasn't adhering to his commands and continued appioachmg 
the motorcade, both the left and right rear of the CAT vehicle opened their doors in an ailemp to warn off Ac 
driver by using hand and arm signals. Statements made by all three rear gunners stated the vehicle appioached 
in such a rapid manner only hand and arms signals prior to muzzling their weapons in the direction of the 
vehicle in attempt to waive the driver off. 
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Al approximately' ^_J^\\\ the rear of the CAT vehicle, the well gunner fired one round 

into the grill of the SUV. Almost immediately at the same time the well gunner fired, the right rear of the CAT 
vehicle fired one round into the grill of the SUV. The aggressive SUV then swerved to the left ol the road and 
continued accelerating in an attempt to pass the motorcade. At this time the left rear gunner fired two rounds 
into the grill of the SUV and shortly followed by one more round by the well gunner. The SUV pulled over to 
the rittht shoulder and came to a complete stop. The occupant appeared to be uninjured as he exited the vehicle 
seconds after pulling over and stared to inspect his vehicle. The motorcade continued on with its mission. I he 
Shift leader of the RSO Motorcade immediately notified Erbil TOC of the EOF, which notified the RhO and 
RSO Baghdad. 

At approximately 0920 1 " (the same COM PSD Team) reported they were being detained at the 

Mahkmour checkpoint which is southwest of Erbil by the Peshmerga Forces. Initially the Peshmcrga stated to 
the Shift Leader (through our translator) the team was being detained for a shooting that occurred at a nearby 
villa'-c (Qush Tappa) 2kilometers west of where the before mentioned EOF occurred, injuring and killing 
multiple individuals. Statements by the Shift Leader made thru the interpreter to the Peshmerga acknowledged • 
the PSD had recently shot a vehicle between Kirkuk and Erbil but not where the officials were claiming. I fie 
Shin Leader relayed this information through the TOC's on what was occurring at the checkpoint. RSO Erbil 
contacted the Director of the Kurdish Asaish (Erbil Province) relative to the detention oi the motorcade. Alter 
further discussion with the Director, an agreement was made to release the motorcade and allow them to 
continue on with their mission. 

A Tactical Support Team (TST) was launched from Erbil to support the team, however after a determination 
was made that the team was not in harms way, this team was ordered to return to base and placed on standby. 

Durin« the detention of the COM motorcade, the senior guard at the checkpoint asked the shift leader if he 
could take his picture which was denied. The same guard also stated that our motorcade could continue on but 
one vehicle would have to accompany them to the Asaish headquarters which was also promptly denied Due 
to the amount of time the motorcade was at the check point, the motorcade was asked to move to the side which 
they obliged and cooperated with. At one time the Shift Leader requested to depart the checkpoint but was 
denied by the guard. 

At approximately 1030. a Ashish official arrived at the scene and after a few minutes informed the translator the 
motorcade could depart. The team departed the checkpoint and continued on to Camp Zaytun with out further 
incident. 

Three COM personnel were in the motorcade and no one was injured during the incident. Written statements 
were immediately written by all members of the CAT vehicle and the Shift Leader which were later interviewed 
by RSO Kirkuk. 

On July 17 ,h Erbil RSO met with the Kurdish Director of the Asaish in Erbil to discuss the events that occurred 

on the 16 ,h . During the meeting, RSO Ziltle determined and was convinced that on the 16" of July > ^16,? 



UNCLASSIFIED 
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4 was transported to a emergency 



while supporting three COM employees shot and injured 

civilian affairs judge for the Kalar court. After being shot, I 

room with a minor bullet w ound to the leg and later released from the hospital. RR r staff members will be 
visitingl ^on 18 July. 
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Date 

17-07-07 



Time 
13:11 



Location 

REO/KIRKUK 




U " ' 
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i, r- 
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.hereby make the following statement voluntarily to 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. 



On July 16 ,h , 2007 at approx. 0930 hrs. during our mission to Zaytun Camp, lrbil ^ foNowing 
incident occurred. Wh ile traveling to lrbil we w ere moving in a)_Jcar motorcade and entenng the 

MAKMUR checkpoint d IZZ J was in the Shift Leaders posj^h^h ,s n he 

' vehicle when our motorcade was stopped. My Tactical Commander, 

vehlde made initial contact with the checkpoint guards, informed me that we had a problem, . 
at this time I exited my vehicle after calling for the interpreter io accompany me. Initially my 
hereto ^and eFf, addressed the problem with three gentlemen of which two (2) were ,n unrfbrm. 
Through my interpreter, I learned that we were being detained because of a shooting. I asked 
where the shooting had occurred and was told initially that the report had come from the v llage o, 
Qus Tappa tha was 2 Kilometers west of our route. Additionally one of our Kurdish counterparts 
formed me that there were multiple injuries and possibly dead. I secured a map from my tactical 
TZtXlo had identified the' village and presented that to our Kurdish checkpomt guards, 
thev were unable or did not want to identify the village. . 

(explained to them that we had a escalation of force earlier that morning while i coming from 
Kirkuk P but that is was not in that area. During the above incident I was .nformed by what appeared 
to be the senior Kurdish officer that we were being detained unti. *e Probtem oou " he 
Earlier I had informed the Kurdish contingent that we were carrying Department of State personnel, 
iwas nformed that they had someone from the Kurdish asaish on the way out and that we could 

ot m ve At thistime "had my driver notify! Base, lrbil and give them a 

reported that' base was sending another team to our location which was equally turned 

Sun! i Durin^this time two small pick-ups with Peshmerga arrived and deployed. Pnor to this my 
team had already assumed 360 degree security around the motorcade. 
ForThe better part of a hour, two of the checkpoint guards that we were dealing with were on the 
phone with various sources. They infold me that the Asaish Offic-a.s vjbtb ■ on ttor «yout to 
our location I was then contacted by , Base Operations in Erbil and told that a PSD team was 
on their way out to link up with us. At thlslime the senior Checkpoint guard asked if he could take 
my picture and I stated^. L w*s sor<y by] that. w.as. against policy. About this time the senior 



guard informed me that our mcjtojcige ^wlrfconfnjje.ButoTfe JeMCIe.Wd to accompany 
them to the Asaish Headquatete1n£ii)ll?.Mq|d - hipihrf^i»i3dyiot iojfiatend that we still had 
another American contingent on its way to our location. About this time [was informed that the 

PSD team froml - , Base had turned around and was heading back tot Base. The senior 

guard then askeTme if I could move my motorcade to another lane so that traffic could resume 
through the checkpoint. We cooperated with the guards and moved the motorcade over to the tar 
right lane At this time I asked if they knew when the Asaish would be arriving at the checkpoint 
and then was told that they were still on their way to our location. I asked the guard if we could 
back out of the checkpoint and return to the Kirkuk REO and let our senior US Officials, help to 
resolve this issue. He informed me that we were not to leave the checkpoint, after about one hour 
and ten minutes the Asaish Official arrived. He was there for about two minutes and he did not 
speak to me at all. My Translator informed me that we could now leave, and at that time we 
loaded the other members of my team back into their vehicles and continued on to Camp Zaytun 
with no further incidents. I also want to point out that during this incident our DOS principals were 
kept aware of the situation as it was developing. 
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I hereby swear or affirnHfratfre information contained i? tfiTs* slafeWefi? is the truth to the 
best of my knowledge. !.* *.* I'l ..* I I I !.* 
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AdBress 
REO/KIRKUK 









Subscribed and sworn to before me on this /ff-^t 
J-^, _, 20 *1r . 



day of 



Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printed 



Address 
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From: Hislop, John T (Kirkuk) <t / &1?Q®&£m \ { ~ 

Sent: Tuesday, July 17, 2007 10:17 PM 

To: Colon, Ricardo (Baghdad); Zittle, Zachariah (IRAQ/ERBIL/RSO)(APO) 

Cc: Miller, Earl R (Baghdad); Rowe, Jjane? AJ (Kirkuk);.Swoy«r, # Edwafid i (Baghdad); Backstrom, Paul M 
(Baghdad); Hammond, Kory M (Baghjafl):^ I . : #> ... \ \ \ I' I V I '. 

Subject: EOF in Erbil - Update 7/17 

Attachme nts: RO I 071707PSD EOF KIRKUK.pdf; SL check point statement 071707.pdf; Email on EOF and findings 
71707.pdf;f . EOF written statements 16 July 07.pdf; '.___£OF typed statements 16 July 07.pdf 

Gentlemen, , , _ 

Attached are all the current documents available from REO Kirkuk's EOF on 7/16/07. please save as needed. The ROI 
and case is still pending based on the meeting Zach will be having with the Judge tomorrow morning and any 
information he may learn during the meeting. Thanks again Zach for all your help and support on this one. 

John 



••• ••• • • •• • • 
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Hislop, John T {Kirkuk) Q{%&®&F&*® C 

From: Zittle, Zachariah (IRAQ/ERBIL/RSO) [zzittle@usaid.gov] ( ) O 8* ^ 

Sent: Tuesday, July 17, 20(j7 3:26 (?M* I I : *. *. I I, I I. I I ^ ^ 

To: Hislop, John T (KirROk); hbfon, *fic£M8 (BaShcfcJti*; Miller, tarl R (Sag*«(a<3)»kowe. James AJ 
(Kirkuk) 

Subject: RE: EOF in Erbil - UPDATE 

Well gentlemen - 1 met_with the Director this morning; as such, I am convinced that we shot the red-colored SUV ^ 
driven by 1 a civilian affairs judge in kalar court, who was transported to the emergency room ^ ^ 

with a minor bullet wound to the leg. 

I certainly am not questioning the judgment of the PSD members involved in this incident; in fact, the contrary. 
Based on my review of the reports, like John, the PSD members did exactly what they should have done and we 
should hope they react similarly if presented with the same scenario in the future. 

There's certainly no way for us to differentiate between barf guys and friendly government officials who simply 
drive in a reckless fashion without regard for their personal safety; as such, we do what we must to stay safe by- 
taking the appropriate action. 

With that said, we find ourselves in a negatively unique situation regarding future relationships when we shoot at 
government officials without taking some type of foilow-on action - this is the second one in the past few months. 
It's very important for me/us to maintain the relationships we've worked hard to develop if we v/ant to find 
continued success in this region - we have many VIP visits and travel routinely around the region with much 
support from all levels of the regional government from the MOI himself to the local police chief. 

Without apologizing, I will meet with the Judge tomorrow morning to express our sympathy regarding the 
incident. The Erbil Director of Asaish recommended we offer restitution for the medical expenses and vehicular 
damage - in the past, this bureaucratic process has taken as long as four months - is there a mechanism in place 
to gain immediate access to funds so we can make peace with the locals? According to the Director of Asaish, 
we can probably make this incident go away without further review if we show up tomorrow with S1000 when we 
meet the judge. We have funds on hand at the RRT I could probably dip into immediately to cover the restitution; 
we could then have someone carry up cash to replenish the fund the next time a visitor arrives. 

Moving forward - 1 set off with two major goals this morning; one, to find out if we were responsible for this 

incident; secondly, I wanted tc discuss the way ahead. The director and I reached what I believe to be a fair 

compromise. I will create placards for each vehicle that will read in both English and Kurdish: "This vehicle and its 

occupants are currently involved in a United States diplomatic mission. By order of the Director of Asaish, the 

occupants of this vehicle should never be detained, even if a law has been broken; moreover, you should assist 

the occupants of this vehicle in every way possible. The Security Attache for the U.S. Mission to Erbil/Kjrkuk_will , 

discuss the details of all incidents with KRG Officials at the earliest opportunity.' _ '.as b U> 

a last resort only: Director' , (any feedback would be appreciated - this is the 

rough language I worked out with the director). 

In short - The director stated that if we carry placards as described herein that he will ensure we are not detained 
in the future. He justified his reaction yesterday by stating that he usually lets us proceed without delay, but that, 
considering the victims official status, he would have upset a lot of people in his cabinet and on his staff if he 
didn't take some action. He agreed that he should have handled the situation differently and that he will ensure it 
doesn't happen again in the future if we simply provide the placard as described. The director furthered by stating 
that there are several private security firms operating in the region and he needs to ensurg_we have more than 
words to identify ourselves, that the placard will resolve future problems - Directo r^ x wil: brief his staff of 6 (a 
the new initiative. 

John and I will, with your concurrence, brief our respective teams on the new policy and ensure it is followed - I 
don i feel PSDs should be required to give personal names (if asked, they can provide my name so as not to 
belabor the brief encounter with local security); If asked any questions about particulars, I'm comfortable with the 
men giving a quick description of the subject vehicle, the reckless action and the subsequent PSD reaction. If 



stopped for more than five minutes, call RSO Kirkuk or Erbil and/or the numbers listed on the placard for further 
guidance - shouldn't be an issue. 

Note: we carry diplomatic placards in the vehicles now, but apparently they're not official - the new ones will be 
blessed and stamped by Asa iah* • • # » # # »» # »» j ••• j ••• j» # 

• • • • • • • • • • • • 

I feel today's meeting has streagtfiesed bus relStians&rpSwitb tha KftGS tyhenjirfopefofts. please advise on 
restitution matter - I'm meeting the judge at 1000. 

Please contact me for clarification on any ambiguous information. 

Thanks for your patience, 

Zach 



From: Hislop, John T.(Kirkuk)(Kirkuk) 
Sent: Tuesday, July 17, 2007 8:55 AM 

To: Colon, Ricardo (Baghdad )( Baghdad); Zittle, Zachariah (IRAQ/ERBIL/RSO) 
Subject: RE: EOF in Erbil - UPDATE 



Rick. 

All statements and interviews were completed at approximately 2230 last night. All ol the three 
shooters involved in the EOF (five shots fired in total) used the minimal force to stop this potential 
threat. Three oflhe occupants 'stated they had never seen such an aggressive driver and were in fear tor 
their life and that oflhe COM motorcade. Two oflhe shooters have been with DynCorp for almost three 
years without a previous EOF. Statements from the PSD members staled the individual pulled over and 
he immediately exited the vehicle with NO apparent injur)' to his person. 

As Zach staled, we my have been in the wrong place, time and told the truth at the Pcshmerga 
checkpoint. ..thai we just had a escalation of force between Erbil and Ki rkuk. T he Pe_shmema in turn 
look this information as we were the "shooters* 5 they were looking for. 1 .(S/I . on the ^ 

scene) handled the situation flawlessly at the checkpoint until Zach's contact with Asaish was able to 
release the motorcade. We will be standing by for Zach's portion later today. 



John 



From: Colon, Ricardo (Baghdad) 

Sent: Monday, July 16, 2007 7:54 PM 

To: Zittle, Zachariah (IRAQ/ERBIL/RSO)(APO) 

Cc: Miller, Earl R (Baghdad); Hislop, John T (Kirkuk) 

Subject: RE: EOF in Erbil - UPDATE 



Thanks Zach 



Rick Colon, 

DepuTy RSO Baghdad 

GSM: 914-360-1519 / DSN: 239-5907 

Email: ColonR@state.gov / ClassNet: ColonR@.state.,sgov,goY 

From: Zittle, Zachariah (IRAQ/ERBIL/RSO) [mailto:zzittle@usaid.gov] 

Sent: Monday, July 16, 2007 7:15 PM 

To: Colon, Ricardo (Baghdad); Miller, Earl R (Baghdad) 

Cc: Hislop, John T (Kirkuk); Backstrom, Paul M (Baghdad) 

Subject: RE: EOF in Erbil - UPDATE 

••• • • • • ••• • ••• • • 

••• • ••• • • • • • • 

••••••••• ••• • ••••• 



7/17/2007 



1'iiiic 3 of" ?> 



Gentlemen - all necessary contacts have been made with KRG security officials regarding this event. 

Allegedly, there was a U.S. Military EOF incident that occurred at about thesame location and time as ours - | will 
don formal attire in the morning ^n*feT wi t Vef urity.^e^ US 
whether we fired the wounding sQo$ a}* tojdiscijss the a.m.«at.on.of wtu» Peshrjncrga.djtent.ons regard ng US 
COM personnel. I will explain tha^u'seFVlicfewrc'&sign'eAt.-priv 3e a dfetal aWd.sc.pl.ned approach 
to addressing vehicles that our teams perceive to be a threat to our motorcades. 

I have read PSD reports of today's incident - there is a possibility that we did not injure the ind.vidual Peshmerga 
claims we did - I will work hard to find the truth. 

If I can partake in the APD affair, I will; if not, I have made all necessary arrangement to ensure it's properly 
covered. 



Thanks, 
Zach 



From: Colon, Ricardo (Baghdad)(Baghdad) 
Sent: Monday, July 16, 2007 12:17 PM 

£ B^gSSSS&S* Z.*a f i.h (1RAQ/ER8IL/RSO); Backs.rom, Pau, M (BagHdadX^hdad) 
Subject: EOF in Erbil - UPDATE 

Earl, compilation of reporting from John and Zach: 

At approximately 0951, an RSO PSD team traveling from Kirkuk to Camp Zaytun in Iribil with three 
COM'personnel had an EOF incident approximately half way between Klrl^k and Irt,,. ^ waiting 
on actual grid from the team). According to reports, five shots were fired on a Red SUV with a lone 
male occupant reportedly resulting in minor injuries to the vehicle driver. 

However upon entering into Irbil, the team was detained at Macmore checkpoint by the Peshmerga 
for this EOF and demanded to give over the shooters to the Asaish for further myest.gat.on. Zach 
Zittle was able to contact Chief of Asaish for the Peshmerga to have the team released from the 
checkpoint, and after some back and forth they acquiesced. Zach intends to have a follow up 
meeting with his contacts tomorrow in an effort to avoid this type of reaction by the Peshmerga in 
the future. 

Statements and investigation will follow by our agents on the ground. 

Steve Valdez.took upon himself to notify the front office while we were still collecting and assessing 
reporting from the team on the ground. I received a call from Damon Wilson from the DCM staff 
on an unrelated issue and I gave him a quick brief on the incident. 

Rick Colon 

Deputy Regional Security Officer 
U.S. embassy Baghdad - Iraq 
GSM: (911) 360-4549 / DSN: 239-5907 
Email: Co.onRtii'Staie.gov 
C.assNet: ColonR@stalo. sgov.gov 



7/17/2007 



Kurdistan Region Judges Union 



July 18, 2007 



□ 



Statement 

The day before yesterday a coalition troop fired , ^ 

jWho is a judge in Kalar.on Kirkuk-Erbil road near Qushtapa 
when he was going to Erbil to do his private job. 
It is worth mentioning that he was wounded and his car got hit, we as 
Kurdistan Judges union protest this awful accident and we consider 
this accident as an aggressive act against people life and their possession 
and it is violence against human rights in general and against innocent 
citizens in particular. 

We would like to inform the coalition and the American troops that we 
deal with such accidents very carefully and with special attention. 
Moreover we would like to express our very deep concern and we 
emphasis that no one should be fired for no reason and the life, 
possession and security of our people in the region should be preserved 
and not exposed to dangerous while the situation in Kurdistan is secure 
and very safe. 

Finally we request for compensation for this judge please. 



Very best regards 



Rizgar JYluhamad Amin 



r V 
r « 



Chief of Kurdistan Judges Union 



ir- 



Dear Sirj^eter^, 



• • • 



(0 



We would like to inform you that yes terday July 16, 2007 
before noon an American troop fired ' 
who is a judge in KALAR. " 
His car got hit by some bullets but fortunately he was not 
wounded badly. 

We would like to protest this illegal accident and we 
request for clarification and for an official apology for this 
accident, moreover we request for compensation for the 
wounded judge. 



We expect your reply please. 




Yours truly 



Faruoq jamil 
Minister of Justice 




UNCLASSIFIED 

United States Embassy Baghdad 

Regional Security Office 

Investigations Section 
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MEMORANDUM 



Date : July 19, 2007 

To: Members, Iraq Claims & Condolences Committee 

From : Edward Swoyer, ARSO 

Re: Claim filed by ) ^ 



On July 16, 2007, a Chief of Mission (COM) Personnel Security Detail (PSD) team providing 
security services for the US Regional Embassy Office (REO) Kirkuk was involved in an 
Escalation of Force incident. The PSD team was traveling from the Kirkuk REO to Erbil when a 
vehicle approached the motorcade from the rear at a high rate of speed. The members of the PSD 
believed that the vehicle was a threat to the motorcade and tried to signal the driver to.maintain a 
safe distance. The PSD: 

• Flashed a high powered spotlight in the driver's eyes 

• Gave hand and arm signals to tell the driver to slow down while yelling at him to stop 

• Opened their doors and pointed their rifles at him 

When these efforts failed, the PSD fired several rounds into the engine of the oncoming vehicle 
in an attempt to disable it. The vehicle then pulled to the side of the road, where the driver got 
out and looked at the damage to the vehicle. 

Kirkuk RSO conducted an investigation and determined that the PSD's actions listed were within 
the established Department of State policy for Escalation of Force. 

The claimant is requesting a total claim of $1550 for damage to his vehicle. 
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Claims Form 



I 



(J0D<?7 



I 



TO: Department of-Siaic 



Today's Dale: . 



FROM: Name:. 



_> 



^V 1 :i> 



Circle one: Claimant Attorney /^ulhorized representative) Parent Brother/Sister Son/Daughter. 
-> [Anyone other than claimant MUST attach proot orTuthorization or proof of familial relationship.] 



Other . 



ADDRESS of person filing claim: 



(English): 5^u\^.^^'v<-K — Ve^Afr'T - QoUrA' VmV 

(a) 1, the above named claimam/alloniey/reprcscmaiivc. certify that 1 (or the person on whose behalf I am 
making this claim) am a resident of. , _ ■ 

vliJl lii fiS! ^ ill i^aiill J) ^ 'Ji ■ »3W M ju&J uijU JM / i^- » / v*'^ j u •'' 

V— uAar *" 

(b) I hereby make a claim against the UNITED STATES GOVERNMENT for damages, injuries or death 
caused by the Department of State or its contractors. 

.-.a<a>j J , cAjL-=I j\ ■ ! JjJA 0=- i**^ Vjtjfi Ui. lii >-h=.>u {iJ ,v 
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(c) The property damaged is owned by: 



........ jas ,i i, i«aJ o^iu .j 

(d) The name of Die person injured or killed is: . -* " v . 

,^^<^rsv^ /_' / ^6 



"T 



(e) TUeincidentl.ppenodon^^^.^A -QA^ V^N ^ 

(City/to^vn/neighborhood/highway name irnumbcr) 



(Date) 



(fj The facts of the incident are as follows: 



L 



4 



[Use back orshcet if needed. Be sure to include any photographs, statements from witnesses, documents 
proving ownership of damaged or destroyed property, death ecrtiHca.es, medical bills and repai, esiimmcs.] 
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Claims Form 

^j^ujaiB '.'^ *_jl i"ui-j 



(g) The names and addresses or other contact inrormation of any witnesses: 



(h) If the claim is for dcalli, please provide a detailed description of decedent's employment, family 
information, degree of support provided to family by decedent, itemized medical bills and burial 
expenses and any other information that would have a bearing on the damages claimed 

U. jjj . Olilt if ^jL, jk^j . (Jac if "X^t fj^S ^jj t Slij if LXuyL® .Ji U .£ 



t 

u 

t[- 



_c- > ^a TOTAL 



I 



(i) If the claim is for personal injury, please provide a detailed description of the nature of the injury, as 
well as any doctor's reports, medical bills, prognosis for fiuurc treatment, evidence of lost income, or 
any other evidence or information that would have a bearing on the damages claimed. 



^4^„e.^o,) rfftiW. . g.-z. b<^ >fr 



f»^ ""7 " ' u j L 
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United States Department of State 
Claims FonM 



£.>^Jl TOTAL 



(j) If the claim is for damage lo properly, please provide a detailed list of what was damaged or destroyed 
and the estimates for repair, if damaged, or replacement, if destroyed: 



PRICE (jxJ) 



C^"=ur" ^OwAjtJJ^-^ ITEM 
Pyiywi r-^^y > ciOQ >5> 

<S, Pt y vq^a ^ * 

fi'nnTlV' ^rrAf^ V^rKMO, XSSI 4 

W^^A^s iUnA ■r a V^ i ? 

TOTA L ( l J ^&^^^ loo 



W Htadinsuranceforthc^ ^ 



My insurer paid me die following amount for tho injuriesfdamage: 

- J j ObUoVI l> US' 15 " .IJ 
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Claims Form 



PS: 



To the best of my knowledge, nnolhcr claim (tins/ has not) been filed relating to the incident described 



NOTE - BY SIGNING BELOW, YOU ARE SWEARING THAT THE INFORMAT10K PROVIDED IK 
THIS CLAIM IS ACCURATE AND TRUTHFUL. ANYONE WHO ATTEMPTS TO FILE, OR 
CONSPIRES TO FILE, A DUPLICATE OR FRAUDULENT CLAIM AGAINST THE UNITED STATES 
GOVERNMENT WILL FACE CRIMINAL PROSECUTION. 

.SAjto-jiidJ^ lit, i-di^i^i^ liUjUJI & ^ * j&'Ui fr* 5 ^ 




The claimant was assisted in completing this claim form by: 



(Signature of Claimant) 




fNainc)(fVI) 



(Contact information: e-mail, address, phonTetc-X-ij •>-!**• u>> ■ ^JJ^ :*f J 1 ^ 1 



W^ 1 i.e.;'.-.- 
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United Slates Regional Reconstruction Team- Erbil 

Regional Security Office 



MEMORANDUM 



Re: 



To: 



From : 



Date: 




On July 30, 2007, members of the Erbil, Iraq Regional Reconstruction Team (RRT) met with 

for lunch. We discussed the incident, but also issues concerning 
the rule of law and independence of the judiciary. At the conclusion of lunch, RRT Leader Jess 
Baily presented $2,500.00 to the Judge. 

The Judge was extremely appreciative of the manner in which the incident was resolved; in fact, 
the Judge said that the way we had handled the matter made compensation unnecessary and 
stated ^friendships made were worth more than anything. In the end, the Judge accepted the 
currency; pictures were taken, receipts were signed then later forwarded to Natalie Cropper. 

iRRT'Erbil considers this case closed. 



UNCLASSIFIED 



to W 

SENSITIVE BUT UNCLASSIF.ED ChWW^^ 

— — *'W7*,P 

BUREAU OF DIPLOMATIC SECURITY \JCO %°l 




Spot Report -071707-02 



Subject: COM PSD Counter Assault Team (CAT) Fires on an Aggressive 
Vehicle 

Reporting Office: RSO, Baghdad 

Summary: On July 1 7, 2007 at 0945/""^ Vehicle COM CAT, while k ' 
conducting area support for COM PSD teams, encountered an aggressive 
vehicle. The CAT was traveling north on a 2-lane road towards a major 
intersection, with a feeder road on the east, that merged towards the same 
intersection. 

The convoy had sirens blaring and lights flashing as it slowly approached 
stopped traffic at the intersection. The middle vehicle turret gunner 
observed two military aged male occupants in a red 4-door sedan weaving in 
and out of the feeder road traffic rapidly moving towards the convoy. At 
approximat ely? ,j meters, the gunner established eye contact, raised and 
directed hisl \rifle at the driver and raised his left hand to warn him to stop 
or slow down. The driver did not heed the signals but rather continued its 
aggressive approach; at approximatelyQmeters the middle turret gunner 
fired a pen flare but it misfired. The red sedan continued its approach and at 
approximatelyQmeters, the middle turret gunner fired two well aimed 
rounds into the grill of the aggressive vehicle. The vehicle came to a 
complete stop. The two occupants were observed looking over the front end 
of their sedan ah<j duj itot^f etff ttSerhpurcd? 'Tneie^re no injuries or 
damage in the COM* CAT". * There were -no doW principals in the motorcade. 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



RSO Action: PSD n&SCTSjdfljiefKahd ^ttfei|*yetoenJstforthcoming. 
Notified DS/CC. 

Location: Red Zone, Baghdad, Iraq 

DRAFTED BY: Roque Salas, Watch Officer, Baghdad, Iraq 
APPROVED BY: Ricardo Colon, DRSO Baghdad 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 

Date of Re port: 17 Jul 07 ^ 
Location: i 1 ' 



—n ... ■ • 



Task Order: 6 III. I ' I 11'. '. II. II. II ( )(')( r )Cff) 

Person Releasing Report: ISWUBruggAnarftf: :!..:.• ,1/ 



•• •••••• 



Title of Person Releasing Report: RSO TOC Commander 

Date of Incident: 17 Jul 07 
Time of Incident: 0945 

Contractor Involved: Blackwater V? ?i ^ 

Detail Location of Incident: 50 mete rs south of T__- . I 

Personnel Involved: Fast CAT „ — , \|/ 

Incident Synopsis: On 17 July 2007, at 0945, r " ! a Counter Assault Team was 

conducting area support for COM PSD teams. While approaching the intersection at [, a 

red sedan aggressively approached the motorcade from the right side. The driver of the red 
sedan failed t o obe y several verbal and visual warnings to stop. In an escalation of force, a PSS 
fired two (2) f , rounds from his ' _,into the grill of the vehicle causing it to immediately 
stop. There wereno injuries to COM personnel and no damage to any COM assets or vehicles. 
The team continued with their Counter Assault mission in support of COM PSD teams. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 



Case Summary ^ 
This document was generated on a system classified for up to and includin g SBU i information. 

i^RS-2007^00393r 2007^71 7, UODFI, BAGHDAD, ! - J U.Q.0BJ'. i 



i REGIONAL SECURITY 
| BAGHDAD #: BAGHDAD-2007-00134 

Required Case Info 

Case Title: 20070717, UODFI, BAGHDAD, 



Status: OPEN 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ CRIME / INCIDENT 

Preliminary Inquiry: PQ-2007-03659 
Optional Case Info 
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Impact: 
Status: OPEN 



Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

■ IRAQ 

■ UNITED STATES 
Violations: 
Nexus: 

TECS Lookout: No 

Case Origin/Source 

Source Organization: RSO Baghdad 

Name: ARSO David Farrington 

Phone: (914) 360-1980 

Source Comments: 



was 



Synopsis 

OrTjulyT7, 2007, Blackwater Personal Security Detail . 
operating in the Baghdad Red Zone on a major route near'. 

\ Team members in the lead vehicle ordered merging traffic to stop, 

and most drivers complied. However, the driver of a red four-door Opel 
brought his vehicle around the stopped traffic and drove toward the 
motorcade. The turret gunner from the middle vehicle made eye 

contact with the Opel driver and motioned repeatedly for the driver to stop. 
The driver refused to stop. Fearing for his life and for his teammates, the 
turret gunner aimed for, shot at, and hit the grill of the Opel. The vehicle 
came to a stop, the driver and passenger got out to inspect the damage, and 

i .continued the mission. There was no principal with ) , and 

there were no injuries. 

Primary Subjects _ 



Case Reports 
Date 

07/17/2007 
10/24/2007 
10/25/2007 

Attachments 



Snippet 

This report summarizes stat... 
This report summarizes stat... 
This report summarizes stat... 



Title 



Type 



Size 



AAR - 17JUL2007 Escalation ... 

r Statement - 17JUL2... 

Statement - 17JUL2... 

Spot Report: Escalation of ... 



Adobe PDF 
Adobe PDF 
Adobe PDF 
MS Word 



1,463 kB 
2,920 kB 
2,798 kB 
269 kB 



Related Cases _ 

RS~2007-00425TrSO USE OF FORCE INVESTIGATIONS 
Comment: 

Outstanding Warrants 



Personnel Assignment 

Carpenter, Theodore ASAC BAGHDAD 

Farrington, David S SA BAGHDAD 



Status History 

07/17/2007 



OPEN 

OPEN - PENDING PQ APPROVAL 
10/24/2007 OPEN^ 
This document was geLr'atel on4 JysVe^ drifted f«rIipCto ^d^luding SBU information. 
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httD://dsu200w2ka42.ds.state.gov/ims/servlet/case?caseId=89765&sourceName=CASE_DATA&sourceI... 11 



aW enforcement sensitive 



Ir^K Diplomatic Security Service 
/ ; Baghdad 



REPORT of investigation 



DS Case Number 



RS-2007-00393 



Case Type 



ADMfNISTRATVE 



Case Impact 



• • • • • • 

» » « ».. 



Case Title 

20070717, UODF5 E^<5HD£D. : 



• • • • • • < 



• • • 



• • < 



sa&e rhcrsRiM 



Program 



REGIONAL SECURITY 



Case Status 



OPEN 



17-JUL-07 



Dates Investigated 



17-JUL-07 



Open/CloseCase Dates 



24-OCT-07 



lleft US Embassy Baghdad and followed another Blackwater PSD at a distance in support 
AF0945 I jAMlhbound on a major route just south of a major mtersect.on w.th a 
The motorcade had sirens blaring and lights flashing, and it 



described below. All times, speeds and distances are approximate. 

At 0930 on July 17, 2007, f __ 
of the other team's missioa 

feeder road. The intersection is at^___ 

approached the intersection at fixe miles per hour . 

around the stopped traffic toward ^ , ^^^^ 

Nm^top H^thlOpeldnir^sed to slow down or change course. When they were' melers apart I W< 

£ * *r?a pen ,areo*r the Ope,, but the .a* \^ ^^^^^JZTS^lam^^ 

jifle at the grill of the Opel and fired two rounds. The rounds hit the gnll of the Opel wnen n was; , 

motorcade, and the Opel came to a stop 



the radiator. 

The Shift Leader ordered the motorcade to maintain course and increase speed, andTZU «™P leted the mission - ^ f 



J saw k, t 



Reporting Official: 
Farrington, David S 
SA 



kiT-X7-6YoJ>:0& 



Distribution: 



Approving Orncial(s): « 
Carpenter, Theodore- APPROVED 



• • • • • 



• • • 



ASAG 



Aug-29-07 04:08 



This report is ,hc property of .he U.S. Department of State. Dip.omatie Seeurity Serviee. Neither the report nor its «"» c " ls 
„ be diselosed to unauthorized persons without the expressed permission of the D.ploma.te Scanty Service. 
LAW ENFORCEMENT SENSITIVE 
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Blackwater USA 



After Action Report (AAR) 



iw 



Name 



\t>C 



Team 



Location/Venue 

50 meters south of 



Situation 



Date/Time of Statement 
17 July 2007 / 1400 fors 



Shooti to disable 



Time Occurred 
0945 hrs 



Date Occurred 
17 Ju6y 2007 



U>6 



Incident Report BW 07-17-07 ff) W%6pomS D5&Raf g«? BSufchdWa 



• • • • 

• • • • • 



On 17 July 2007 at approximately 0845 hours, J conducted a pre-mission brief at the 



staging 

area 'The brief started with an intelligence reportjrornjhe embedded Intelligence Analyst forf Detail The 
brief further included a detailed list of the teams /would be directly supporting, the venues they would be 
visiting, and any direct threats to their routes and venues. The Department of State mission firearms policy and 
escalation of force was also covered by the' .(Shift Leader f , 



At approximately 0930 hours, ' 



departed the International Zone in direct support off 
J,. The vehicle configuration for the day was) 



'move to WZt 1 ^ 



w arnings on the rear of the whicleslhatstate "Warning, stay back 100 meters" in b oth English and Arabic, 
[was traveling north from',, towards 1 



Th e | j Counter Assault Team vehicles in the motorcade have clearly stenciled 



|s motorcade was utilizing lights and sirens during the entire movement. 
1 was traveling approximately 50 meters to the south ofj~~_ 



^ The roadway has 2 lanes for no rth 
bound traffic and 2 lanes for south bound traffic divided by a median. As' j approached^ ; traffic 

came to a near standstill. As) \ slowed for the heavy traffic, the motorcade passed a one lane feeder road 

on the right side. Several Local National (LN) vehicles were traveling on the feeder road and moving towards 

1 The lead HMMWV's turret PSS motioned for the vehicles to stop at which time they complied and 

yielded to our motorcade. Once the lead HMMWV had passed the feeder road, the Emergency Response Vehicle 
(ERV) was approaching this same roadway when the turret PSS of the ERV noticed a red four door opal at 
approximately 60 meters weaving through traffic attempting to reach the motorcade. The ERV's turret PSS 

r } began to yell Kiff (meaning stpp in Arabic) several times at the driver of the suspect vehicle and 

made eye contact with him. .also used hand and arm signals for the suspect driver to stop but these 

warnings were also ignored. The suspect vehicle continued to weave through traffic on a collision course with 

f _J motorcade. The driver ofjhe suspe ct vehicle l ooked directly at' jand disregarded all 

w^runglto stop. At approximately*^ meters, 1 ' ^attempted to fire a pen flare to give one last warning to 
the suspect vehicle to stop. The pen flare misfired and the suspect vehicle continued to approach themotorcade 

despite more verbal and visual attempts by' )to wam the fast approaching vehicle to stop. _J was 

in fear for his life and that of his teammates and was certain that the suspect vehicle was a Vehicle Borne 

Improvised Explosive Device. With all other means of warning the suspect vehicle to stop exhausted, 

made the decision to fire two well aimed shots into the suspect vehicle's eng ine block in an attempt to disable the 

threat. The suspect vehicle came to an immediate stop, at v/hich point the f I 

ordered the lead HMMWV to push through traffic an d move ou t of the threat area. Immediately following the 

shoot to disable, the LN traffic direcdy to the front of 1 [began to clear. As continued forward, 

the rear HMMWV passed by the suspect vehicle and thel | saw that the driver and the passenger of the 

suspect vehicle were unharmed and had exited the vehicle to inspect the damage. As>_ ' drove out of the 

immediate area, thel ^notified the RSO Tactical Operations Center of the shoot to disable and 



U.6 



V 



continued on with the mission without further incident. No members of 
^vehicles damaged during the incident.///END/// 



. were injured nor were any 



. II 111 1 » — • •• • • ••• 5 ST? • • 
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.*. : .** .** J :** J ;** ".Sworn Statement 
. i * ? T t i I II I I' I U 



• • 



Date 

17 July 2007 



Time 

Approximately 1330 hours 



Location 



WPPS Camp Baghdad, Iraq 



1^6 



hereby make the following statement at the request 
' of 

, who has been identified to me as a Special Agent of the 
U S Department of Stefte, Diplomatic Security Service. I understand that this statement is made 
in furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the . 
Department's Worldwide Personnel Protective Services contract, may be undertaken if I re.use to 
provide this statement or fail to do so fully and truthfully. I further understand that neither rr y 
statements nor any information or evidence gained by reason of my statements can be us&d 
against me in a criminal proceeding, except that if I knowingly and willfully provide false 
statements or information, I may be criminally prosecuted for that action under 1 8 United States 
Code Section 1 001. I agree that the statements I furnish and any information or evidence 
resulting there from may be used in the course of disciplinary proceedings, which could result in 
disciplinary action, including dismissal. 

General Military/Civilian Experience: 



CO 

b<£> 

Vnc 



Jl was hired by Blackwater USA in 



i attended the 



wyppg wotting rmirsR whaiSTreceiv ed training in operating as a member of a protective detail, 

shooting from a mobile platform, the) shoot/no shoot scenanos 

the use of force, and the rules of engagement. I deployed to Baghdad, Iraq in direct support of the Vl*i 
U.S. Department of State Mission in Iraq. I am currently assigned to the Counter Assault Team, 



• • »i • • • < 
• • • « 



• • • • • 



Incident: ••••• • ••• ••••••••• v/l^-i 

also reiterated by our Shift Leader. 

Approximately 0930 hours, we departed the ^^ r ^ f ^^l u ^ qf - am 

• on the rear with 'Warning-Stay bacWTdo miters" in both English and Arabic. Additionally. ^1 
vehicle ^had emergency lights and sirens activated to alert traffic of the motorcades movement. I 
was riding in the' jvehicle as the turret PSS. 

At rouahlv 0945 hours approximately 50 meters south of the intersection commonly known as 
At roughly ^^^^^ * edan going around stopped traffic and weaving in between 
le^SS SeedeTroad to mj rignt. All other Local National Pt»ed 
on the side street when the lead turret PSS had given directions for the LN traffic to hold. The 
Side was a fed fouTdoor Opal occupied by one male driver and one male passenger. Boih 

vehicle and begin inspecting it for damage. There were no signs of in|ury to either .nd.vidual. 
, advised my Vehicle Commander of the shoot to disable, and he notifi ShW l^er ofttp 

completed our mission and returned to the IZ without further ' mciden . No personnel from! 

were injured and none of our team vehicles were damaged.///END/// 



V 



••• • 
• • • • 
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1 hereby swear or affirm thatthe ?tarrrat«»cAttit»<3 ia^isfet&terrferKs tte'truth to the best of 
my knowledge. 


Signed — - — I 

r H 




Primed - * — y i ^ 




r . J — 

Address 




WPPS Camp Baghdad, Iraq 





U6 

1*7 C 



Subscribed and sworn to before me on this i« m riav of Julv. 2007. 



Signed 



Printed 

n 



SPECIAL AGENT, UNITED STAT ES DEPARTMENT OF STATE. DIPLOMATIC SECURITY SERVICE 




Printed 



Address 



•• •• • • ••• • ••• • 

I • ••• • • • • • 



0) 



» • • • • • • 



lob 
W1C 



III* 1*1 I I *. • !• II* jsfworn Statement 



Date 

17 July 2007 



Time 

Approximately 1330 hours 



Location 



WPPS Camp Baghdad, Iraq 



^ ofSfl 



.hereby make the following statement at the request 

who has been identified to me as a Special Agent ot the 
U.S. Depart ment of Sfete, Diplomat Security Service. I understand that this to made 

in furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissa, from the 
Department Worldwide Personnel Protective Services contract, may be undertaken if I refuse to 
provS this statement or fail to do so fully and truthfully. I further understand hat nether my 
statements nor any information or evidence gained by reason of my ^ f ments can be used 
against me in a criminal proceeding, except that if I knowingly and willful y prov de false 
statements or information, I may be criminally prosecuted for that action under 1 BJJgJSta* 88 
Code Section1001. I agree that the statements I fumish and any information or evidence 
Sng there from may be used in the course of disciplinary proceedings, wh.ch could result .n 
disciplinary action, including dismissal. 



General Military/Civilliain Experience: 



In ' I attended the WPPS vetting at Blackwater USA. I received training in operating 

as'a^ember of Lamotecfiyejfijail, shooting from a moving platform; shoot/no shoot scenarios 
as amemoeroTdg ua. ^ ^ ^ ^ ^ ^ Qf engagement , then deployed to 

BagHdad, Ira ^ in direct su PP ort of the U - S "- De Pa, rtment of State Mission in Iraq. I am currently 
assigned to the Counter Assault Team, ^ j 



lie 



• • •, • • • 



Incident: 



4?^ 



On 1 7 July 2007 at approximately 0845 hours/ .Shift Leader . ■ ) °° nd " cted ^ c 

a pre-mission brief at^HiStaging area. The brief began with updated intelligence on the 
routes we would be traveling. The brief detailed that wewere to support! ^mission to the ^ ? 

Ministry of Electricity, by shadowing their chosen route. chose ^y ^ ^an 

intelligence report of a possible Vehicle Borne Improvised Explosive Device (VBIED) threat on their ^ 

i; " f oute. Shift Leader' plso reiterated the rules of engagement and use of force 

policy per the mission firearms policy. 

At approxi mately 093 hours, we departed the International Zone (IZ) throughCP: , in direct \#<if 

support of ' movement. Our vehicle configuration for the day wasl \ 

~ All vehicles have "Warning-Stay back 10O meters" stenciled on 

WbaTkJrTboth English and Arabic. Additionally, all vehicles had emergency lights and sirens \/ 
activated to alert traffic of our motorcades movement. 

At approximately 094-5 hours, we were passing througri^_'traveling north. We were almost 
stopped due to heavy traffic ahead. The turret PSS in the lead Humvee had stopped all the Local 
National (LN) traffic that was attempting to merge from our right. My vehicle, the Bearcat, was the 
Vehicle in the motorcade. We! were moving very slowly through the intersection and I was 
using the horn, sirens and lights to alert traffic that we were in the intersection From my position in 
the right front seat, I observed that the traffic on the feeder road to our righ had stopped. I 
oteerVed a red four door sedan passing the stopped traffic at aJSotLfite of speed while weaving ^ ^ 
through the stopped vehicles. I heard my vehicle's turret PSS, — — ? reDeaI< r a| y ^ <- 
shouting "Kir (Arabic for stop). I observed the male driver of the red suspect vehicle looking 
directly at our vehicle, and he continued towards us without slowing down. I then heard PSS 
22EJL -,fire his Department of State issued |twice and witnessed the roundsjmpact the gn I 
area of the red sedan. At this time, the suspect vehicle stopped approximately' peters to the 
right of our vehicle. I also observed radiator fluid draining out onto the ground in front of the 
suspect vehicle. I observed the driver of the suspect vehicle as he got out of the car and looked at 
the front of his vehicle. He did not appear to be injured. 

I then asked PSS »~ if he was okay to_which he replied "yes". I advis ed our S^ruft Leader bl^ 

' "'that PSS' jhad fired his! orderto disable a suspected VBIED threat. I * ^ 

provided a description of the"vehicle, location, and advised that there were no injuries. Our Shift 
Leader advised the RSO TacticaLQperation Center of the vehicles ^^ and f . d '^?; We IfKf 
continued in direct support ofT^jand arrived at the Ministry of Electncity without further 

incident. No personnel from * Jwere injured and none of our team vehicles were 

damaged.///END/// 



I hereby swear or affirm thatSh* iitomfetfoj corftanie'c* in ihis Stc&emijnte ttfe Jruth to the best of 
my knowledge. : «" : *' : * : 



Signed ^ — — ' A ^^ 




( 




Prinlgd . ■ . 

1 \ 


Address 




WPPS Camp Baghdad, Iraq 





Subscribed and sworn to before me on this 18 th davof July. 2007. 



Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printed 
Address 





•• ••• • • • •• •• • • ••• • ••• • 
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INCIDENT REPORT 

This report rnaybe in ^ac^ditiq/t toJ$S £P6>£ r\pt)i%ri^. ' 

> ••• »•••••• 
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Date of Report: July 18 2007 

Location: " J 

Task Order: fixed site security Basra 
Person Releasing Report: ZZZ___ 
Title of Person Releasing Report: 



We 



Date of Incident: July 1 8 2007 

Time of Incident: 0705 

Contractor Involved: ^ _j y>~' c 

Detail Location of Incident: 250m in front to the right side of the road, behind 
the tin shack with lean to roof. 



Incident Synopsis: IDF w£sjhdtting r at approx 0700, l_ opened fire at 

approx 0704, followed by t and [ | When observing impacts of TCN's fire 

at tin building 1 individual was spotted ducking in and out of building appeared to 
be spotting incoming IDF, I opened fire in support of TCN's on the corner of the 
tin building when spotter was seen ducking behind the corner. 



Outline injuries if applicable: NA 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: 
Personnel Notified of Incident: Fixed site office 
Supervisor synopsis of local impact of incident: 
Additional Reports Generated: 



Date of Report: 
Location: 



ENGAGEMENT REPORT 



GO 



• • • 



• •« • • 



• • • « 
I • • • • • 



July 18 2007 



Basrah REO, Iraq 



Date of Incident: July 18 2007 

Time of Incident: 0705 

_ 

Name of contractor Involved: i _ y i^c 

Detail Location of Incident/Post: ~~ j ' approx 250m on the right ^ 

hand side of road, at the ti n building with lean to roof. 

Weapon Used: \ _ ] 

Estimated number of shots fired: 30rds 

Direction/Distance: 360 degrees, 250 meters 

Target zone/area past|^ " " "approx 125m 

Prior Course of Action: was taking IDF at the time, TCN' s opened 

the engagement. 

Incident Synopsis: ID F was hit ting' iat approx 0700, '~ ] 

_ opened fire at approx 0704, followed by '' _ J and' ' When observing 
impacts of TCN' s fire at tin building 1 individual was spotted ducking in and out 
of building appeared to be spotting incoming IDF, I opened fire in support of 
TCN's on the corner of the tin building when spotter was seen ducking behind the 
corner. 



Injuries if applicable: N/A 
Personnel Notified of Incident: 
Additional Reports Generated: 



Fixed Site Office 
FSS incident report 




Spot Report -072307-08 



SUBJECT: Indirect Fire against the Basrah Palace 
REPORTING OFFICE: RSO Basrah, Iraq 

SUMMARY: On 07/23/07 at 2325, two mortar rounds were launched against the 
Basrah Palace Compound. Both rounds impacted near the front gate of the REO. 
RSO security force guards were able to see the Mortar launch point and fired 6-8 
well aimed ! ! rounds on the launch point. There were no casualties or 

damage. 

RSO ACTION: ^~ "~ (prior to the first ^» h 

IDF impact. The "Duck and Cover" was announced; all personnel donned 
Personal Protective Equipment (PPE) and were restricted to hardcover 
bunkers/buildings. The RSO TOC sounded the "All Clear" atf~7. The RSO 
continues to coordinate with coalition forces regarding the numerous daily attacks. 
All personnel are required to wear PPE while outdoors and stay under hard cover 
whenever possible. 

LOCATION: Basrah, Iraq 



DRAFTED BY: Murjan Ali, RSO TOC Watch Officer 

APPROVED BY: Ricardo Co # lon, # DRSp Baghdad 

• • •• ••• • ••• • • • • • 

• •••••••• ••• • •••• 

• • • ••• ••• •• 

••• • ••• • •• •• • • • ••• • 



SENSITIVE BUT UNCLASSIFIED 



(?) 

INCIDENT REPORT ^ %]P , 
This report may be in addition to DS SPOT reporting. q ^ u 

Date of Report: 25 Jul 0?_ __^__^_ 

Location: IVO ^ — \ \ \ • **• **• 

Task Order: 6 

Person Releasing Report: Scott Bruggemann 
Title of Person Releasing Report: RSO TOC Commander 




Date of Incident: 25 Jul 07 
Time of Incident: 1050 
Contractor Involved: Blackwater 
Detail Location of Incident:jyO. 



Personnel Involved: ' (TST) tfie,* 

Incident Synopsis: On 25 July 2007 at 1050, LZIL-J a Tactical Su PP ort Team (TSJiwas 

conducting area support for COM PSD teams. While approaching the intersection at) [, a 

red sedan aggressively approached the motorcade. The driver of the red sedan failed to obey 

several verbal and visual warnings to stop. In an escalation of force, a PSS fired two (2)\ 

rounds from his T Into the grill of the vehicle causing it to immediately stop. There were no 
injuries to COM personnel and no damage to any COM assets or vehicles. The team continued 
with their mission in support of COM PSD teams. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/ A 



Additional Reports Generated: DOS Spot Report. 



SENSITIVE BUT UNCLASSIFIED 



a) 



BUREAU OFX.IBLOMATJC. SECURITY 

••• ••• • •• •• • * 

... 

• a . ... ... • ... .« •• 

I.* ... . • • 



[J0\b0 




U.S. Embassy - Baghdad 

25 July, 2007 




Spot Report - 072507-03 



Subject: COM Tactical Support Team (TST) Fires on an Aggressive 
Vehicles 



Reporting Office: RSO TOC - Baghdad 



Summary: On July 25, 2007 at 1050, a] ^vehicle COM TST motorcade, 

while returning to the International Zone from a venue, encountered 
aggressive vehicles and used an escalation of force (EOF) to stop them. The 
motorcade was stopped in the outer lane of a traffic circle while Iraqi Police 
(IP) were clearing traffic ahead and holding traffic behind the motorcade. A 
burgundy Volkswagen followed by a white sedan bypassed traffic that had 
been stopped by IP's and were quickly approaching the rear of the TST 
convoy. The Volkswagen had a lone, male driver and the white sedan had 
multiple passengers. The turret gunner in the follow vehicle monitored the 
aggressive approach and used all attention generating methods in attempt to 
slow or halt the approaching vehicles which had closed to I , j neters; the 
IP's also were attempting to stop the vehicles. The Volkswagen ignored the 
lights, sirens, and hand signals] of the motorcade, and approached within 
meters. The turret gunner fired a pen flare at the rapidly approaching 

vehicles but the vehicles failed 1 to yield to the pen flare signal. At) / 

meters, the turret gunner fired 2 well aimedp^j rounds into the grill. The 
Volkswagen came to' an immediate halt; the white sedan also came to a halt, 
since it had no room jnaijetivectoww<l*ewpterc^er-|^exWver of the 
Volkswagen did not appe^to beiirfiu^indVas pulled, ftonjjthe vehicle by 
IP's. There were no injuries to COM personnel and no COM principals 



V 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



were in the motorcade. The COM motorcade continued movement toward 
the International Zone. ^n.sfgnals«aifd waFnirJgs-y/eiejjse^ £§*tiji)p and 



urgency permitted. !•* "•" •'• ••' ••" • • 



RSO Action: PSD members debriefed and written statements forthcoming. 
Notified DS/CC. 

Location: Red Zone, Baghdad, Iraq 

DRAFTED BY: Marty Lyman, Watch Officer, Baghdad, Iraq 
APPROVED BY: Ricardo Colon, DRSO Baghdad 



•• • • 



SENSITIVE BUT UNCLASSIFIED 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 
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Location: IVO 
Task Order: 6 

Person Releasing Report: Scott Bruggemann 
Title of Person Releasing Report: RSO TOC Commander 

Date of Incident: 01 Aug 07 
Time of Incident: 1310 
Contractor Involved: Blackwater______^ 

Detail Location of IncidenfeJVO ! 

Personnel Involved: u |(TST) 

Incident Synopsis: On 01 Aug 07 at 1310', J> Tactical [Support Tearr » GST^ 

conducting area support for COM PSD teams. While approaching the intersection , at -—-^ * 
white and orange taxi aggressively approached the motorcade. The driver of the white and 
™Ke?axi3to obey several verbal and visual warnings to stop. In an escalation of force a 
PSS Kwf(2^ounds from his _into the grill of the veh.cle causing it to immediately 
ftop Therl were nolnjunes to COM personnel and no damage to any COM assets or vehicles. 
The team continued with their mission in support of COM PSD teams. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



Uofoi 



Additional Reports Generated: DOS Spot Report. 



UO) P^- 
Case Summary 1 ° f 2 



This document was generated on a system classified for up to and including SBU information. 



RS-2007-0021 3: 20070801 , ppDFl; .BAGHDAD \ * 


••• ••• •• 

..n...it i • * •-•» — * — — ' 


REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00053 


Impact: NOT SPECIFIED 
Status: OPEN 



^ ^ujr^^|e?ll^^^^^^igg|^^^p. ■l^^^^^^^ r €^S^^^^^^^^^^I^^^^^^^^ 
Case Title: 20070801, UODFI, BAGHDAD See attached statements and incident report regarding Escalation of force by 

BW teamf" " \ on 01 August 2007. kltf 



Status: OPEN 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 
■ GENERAL 

Preliminary Inquiry: PQ-2007-04402 



Principal Judicial District: 

Due Date: 08/01/2007 

Countries Impacted: 
■ IRAQ 

Violations: 
Nexus: 

TECS Lookout: No 



"Case Reports * * ' 




Date Snippet 

08/16/2007 See attached IR and Stateme... 

Attachments^ s , 1 1 






IR and Statements Adobe PDF 
IR and Statements Adobe PDF 


8,119 kB 
8,119 kB 


RS-2007-00425: RSO USE OF FORCE INVESTIGATIONS 
Comment: 




Outstanding Warrants 







tm^8mm^^miM»§$mmm^m open 

Source Organization: RSO Baghdad "~ 08/16/2007 OPEN 



Name: SA Sadler 
Phone: 

Source Comments: 



IPersipmie^ 

Carpenter, Theodore DUTY AGENT BAGHDAD 
SCOLLAN, MICHAEL T ARSO BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 
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\jo\o3 £j$m>mi* 



Bfackwater'USA 



-AfterActi;on-Report-(AAR.)- 



15TAuiUsr2007/T700"STiirs 



bit 



I .-ration/Venue . 



_1J 



Team 



\ 



Situation . 

Shoot! of imminent threat/suspect 

• • • ••• • ••• ^gj|£[J 

Date Occurred 



• lime O&urie'd 



OH August 2007 



£1- 



W4 



incideni Report BW 08-01 -07 <1 ) Weapons Discharge Baghdad ^ ^ 

UjA* The rules of enga^ajd "* ' he ^^Tel^^oe 

firearms-policy^was_brte.fejiiiyLthe' _^.nm Leaaer ^ A 7RrF mikrE^plosive-Formed 

At approximately 1300 hours \ 
COM PSD elements, specifi cally. 



b.7* 



V 



i?6 



"Ujeearted The Ministry of Electricity (MOB )JnBJp£Oit_of 

The vehicle configuration for the day was! . — _.l 

"j The motorcade vehicles were traveling with their 

emerp^^^ ^^^^TTI^SS^^^ 

the motorcade have 'Warning siaybehk 100 meters" stenciled on i fte backofeach ^.c^ne 
warning is writtenifiboth Eng.ish and^rabic. At approximate^ 13l0hrs, ( ^«*™2c 

bound on Route' at'. . — - ^-ttT ' 

circle with a tunnel running through it from north-south traffic, 
traffic from the access road above, and to the right. 



The tunnel ascends and merges with 



with the ERV still at a slightly elevated posit.cn. The lead vetale rear turre i Pbb, ^ 

a pen flare at the vehi* |f ing the ron, ol . , = e ,n the ^ ^^gjj^ pen flare 
Sta S^pSWiiinaiB^SSSf*. dashboard. The suspect vehicle 
SeeaedpasUheES^^ 

H^SeSc meters from the Iea4 vehicle and was attempting to merge mo' _, 

motorcade. J 

The suspect drives actions and disregard of all the -«™^^ J 



V7 ( 



»l HI « ■«» * * * 



Person giving statement 
Page_1 of — 2 — 



TO) 



-BlackwaterUSA- 



-Aftep-AettePi-Rsp0rt-(AAR-)- 



Name 



••• • 

• • •! • • 

-a ■ * 



Location/Venue 



• • •■ 
T •« 



Team 



• • • 

• — • 1 

• • • 

• • • • • < 



Date/Time of Statement 
"01 August 2007/1 7QQ~t1fs~ 



Situation 

Shoot of imminent ttoireaft/suspect 
~ 7-' ? • #ftEP 



Time Oocu.fed 



Date Occurred 

01 August 2007 



Shift Leader " \ notified the 1 RSO TOC of the sho ot to stop the threat and advisedjhe »*. 

location and disposition of the suspect vehicle. No i /personnel injured and no] ^ f 4 , 

vehicles were damaged in the incident. 



let 



/ 



/ 



Person giving statement 
Page_1 of_2 



TSfl 




>••••• • •••• 

• • ••• ••• • 

• • ••• • 
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•• • • • • 

• • 

• • • • 



Date 

1 August 2007 




— . ■ ■ — 

Tims 

ADDroxirnatelv 1 800 hours 


Location 

• 






WPPS Camp Baahdad, Iraq 





.hereby make the following statement at the request of 



I, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomat Security Service. I understand that this e tetemerrt .is made in 
furtherance of an official administrative inquiry regarding potential misconduct oi ,m P[°Pf 
performance of official duties and t at disciplinary action including ^^^^^ 5 
Worldwide Personnel Protective SeWices contract, may be undertaken if I refuse to provide tnis 
swSw «3to do so fully and truthfully. I further understand that neither my statements nor any 

o ev Sence gained by Reason of my statements can be used against me in a t cnm.nal 
proceTd ng, except that if I knowingly and willfully provide false statements or info rmat on, I may be 
criminally prosecuted for that action under 1 8 United States Code, Section 1 001 . agree hat the 
sfetements" I furnish and any information or evidence resultmg there ^^ed .n the course 

of disciplinary proceedings, which couid resuit in disciplinary action, including dismissal. 

General ^Siiiary/CiviBian Experience: _____ 



■\)\D 

bit- 



i 

„ I was hired by Blackxtater USA and completed the ^ P ^^^ 



in i | was h red bv B acKwater uaa ana uumpieieu u . c »» . . ~ ^ ... . s - 

J&iaWngon tactiea JrMn$, P^f^^f^^^.^^ *> 

• ••• ••• ••• 

_. _. m m * * m mm mm • • • • • • • • 
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v :.. :•: : : : » 



Sworm Statement 

firea weaoon from a movingvehjcle. We also received training on shoot/ no shoot scenarios, the v> 7 £ t P 

^e of force ^ 1 the rules of engagement and PSD operations. I deployed o 

the Baghdadnrioln^ire^u^of the US Department of State Mission in Iraq. I am currently 
assigned to f Tactical Support Team as a turret PSS. 

tociident: 

On Aug 1 , 2007 at approximately 0800 hours.L conducted a ^re-mission I brief The bnef 

included any changes to previously briefed information, escalation of force, and the rules ot 
engagement per the Department of State Mission Firearms Policy. Routes and ^vj^s 
we?e briefed by the Tactical Commander. The intelligence report was briefed and the threat of 
S arms fire Vehicle Borne Improvised Explosive Devices (VBIED's), and I Explosive Formed 
Projectiles (EFP's), were considered high for the area we would be moving through. 

Our mission was to support the Chiif of Mission PSD teams ^"Bj"^^.^^ 
Interior^ and Ministry of Electricity . I was assigned to the rear. PSS Ujn^tj^nJheJ 

vehicle (wh^rmor^^ traveljng w , h 

W^ra^acM^^ local t^y^P^^^^^^i" 

motorcade has 'Warning-Stay Back jl 00 Meiers" stenciled on the back. The warning is in both 

English and Arabic. . j 



At aDDroximatelv 1 31 hours our motorcade was traveling south from j__ 

— P ^- As our motorcade approached a merge where traffic exits from a tunned I observed 



Irafficlo'teTmusually heavy. I made several attempts to stop traffic utilizing visual and verbal 

Ail aSempVto stop traffic failed, I then deployed a red smoke *e raihng into 

the path of the oncoming traffic, and; continued to use hand signals in an attempt to stop rauic.1 
Llso'yeSed loud verbal warnings, shouting "Kiff, Kiff, Arabic for stop. All traffic appeareo to stop 
As our motorcade proceeded to merge, a four door sedan, white in color with orange trirr emerged 
from th™unnel. The vehicle was occupied by single male subject. The suspect driver .gnored all 
motorcade signals to stop. 

As our lead vehicle merged onto the main roadway, the suspect vehicle drove '^ugh thesmote 
cloud and continued toward our mof cade. The vehicle drove around topped vehicles that had 
already complied with our signals to W At this time I fired a pen flare m an attempt to geMhe 
driver of the vehicle to stop. The flare struck the front of the vehicle and I gave another hand 
siqnal to stop The ERV I 1 vehicle in the motorcade) was parallel to the suspect veh.cle, and u 
the front turret PSS : J also fired a pen flare at the suspect veh.cle. 

The suspect driver ignored the pen flares and accelerated rapidly toward the rear of the Lead 
vehicle Al "this time I was in fear for my life and the lives of my teammates as I recognized tne 
susptct d^s actions as tactics u Jed by suicide bombers to drive VBIEDs into motorcades. 1 was 
Sioning from the pen flare back to myF "and was about to shoot to stop the threat when 

^ d two lds from hiir^fie>rough the rear window of the suspect veh.cle m an ^ 
aSpt to s^p T imminent threat to the Motorcade. 1 saw the suspect vehicle ^^te^oome »~c 
to a stop on the left side of our moto cade. I continued to monitor the veh.cteas the rest of our 
motorcade drove past the suspe.ct vehicle. I did not observe any injuries to the suspect driver. 

«• ••• • • • • •. • • 



» • 
« • 



• • • 
• • • • • 
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• • • • 

• • • • • 
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• ••• • 


• •• • 


• • • 


• • 


• • • • 


• • • 


• • • 


• • 


• • • 


• •• • 



Our Shift Leader \ I notified the RSO Tactical Operations Center of the incidentWe. 
continued with our mission back to the Inter national Zone without further incident. No| WW 
personnel were injured and none of 



vehicles were damaged. ///END/// 



I hereby swear or^ajfjniLthaH^ contained in this statement is the truth to the best of 

my knowledge, 




u 



Subscribed and sworn to before me on this 3 rd dav of August, 2007 



Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SSCUKI < Y smtflCE 







Witness Signature 


■v 

'Ipt^ _ 


Printed j 


Address { 



• • • • • • < 

• ••• « 

• • • < 
• » • < 

• • • « 
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Date . 

1 August 2007 



Location 



• • • 

» • • • 



Time 

Approx. 1800 hours 



WPPS Camp Baghdad, Iraq 



I, 



,hereby make the following statement at the request of 



| who has been identified to me as a Special Agent of fat 



U.S. Department of State, Diploma ic Security Service. I understand that this statement is made .n 
furtherance of an official administrate inquiry regarding potential ^^^^^.^^ 
performance of official duties and that disciplinary action .nclud.ng ^f^^^^ 1 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to ^provide .this 
statement or fail to do so fully and ruthfully. I further understand that neither my ' s^arnente nor 
. . • ■ _t — . . ^tnmanic ran hp i spn ana nst me in a 



any information or evidence gained 
criminal proceeding, except that if ' 



by reason of my statements can be used against me in a 
cr.rn.na. pro^u.ny, ^ u ■* J knowingly and willfully provide ^^^^^ 
may be criminally prosecuted for that action under 18 United States Code, Sect.on 1001. agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
S? clrSof dfsc p n^ proceedings, which could result in disciplinary action, mclud.ng d.sm.ssal. 



Genera! Military/Civo!ian Experience: 



h7C 



— attended vettjn L and qualification at Blackwater USA in Moyock NC. I 

re ceived training in' weapons handlifg, marksmanship, shoot no / ^^^^^ 
mobile platform, use of force, and th|e rules of engagement. I also received training on Principal 
Recovery and Extraction, and operating as a member of a Protege , 
graduation, I deployed to Bagi«, raq in direct support o -the US Department of State M.ssion. 
am currently assigned tofjactical Support Team (TST) as a turret PSS. 



• • • • • 



Incident: 



• • • 
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i 



On Aug 1 2007 at approximately 0800 hours /" C onducted a ^re-mission I brief The brief x * 

Eluded anv chanqes to previously briefed infoTSolT, escalation of force, and the rules of ■ 
enTagemen per he Department of State Mission Firearms Policy. Routes ^JevanM«« 
debriefed by the Tactical Commander. The intelligence report was brie e I and the threat d 
small arms fire (SAF) Vehicle Bourne Improvised Explosive Device s (VBIED s), and bxpiosiveiy \j 
"ftm^^(EFP8), was considered high for the area we were to be .moving trough. 
EaS In T thTday and prior to our 1300 move ment, it was repoj^ viajadho^cast that an EFP 
had detonated a few hundred meters south of I — - 

On Aug 1 20071 (was tasked with supporting [ Jon its return from the Mmistry of 

h?erior 9 (MOI) to thlHnlefnational ZoSe (IZ). The following is a summary of a shoot tostopjhe 
threat incident that occurred on the south side of the intersection known as [ — — s a ^ 
^oS^tunr-l intersecting it from north to south. ^^^J^^ J 
meraes with southbound traffic from inside the tunnel into one lane on the south side ot tne 
JSn The merge «ane gradually descends from an elevated position above, white he traffic 
ane froS both eventually merging into one lane at afreet level. 

I^SIe^d^^rrlvehicle also known as the emergency response veh.cle 
(ERV). 

While traveling south through! Vqf our vehicles ^..^^^&S^^ 
and sirens Additionally the rear of i ^vehicles are stenciled with Warning, stay BacK iuu 
S^SfiS^ The Wis in both English and Arabic, ^motorcade egan , 
descending toward the merge and trie lead vehicle's rear turret PSS, I 

nXote grenade down into the tunnel to warn traffic of ~r rm^esapproaoh *eree^« . 
nth P r attempts to stop traffic had failed. As we continued to descend I noticed all of the vehicle* ^ 
SgTKS we?e obeying our f^and/arm, visual and verbal signals to stop then observedan 
oranae ^ wWteS^door sedan with one occupant drive past the stopped veh.c es and exit the 

verbal signals to alert the vehicle's driver to our merging motorcade and to attempt Jo get tne 
vehicle tostop By this time the Lead vehicle was already. entering the mam roadway and the ERV 
wa C Ira..e! to the" vehicle but still slightly elevated on the ^ J^J^^^ pen 

Erosive Device (VB ED) and in fea 1 r for the lives of my teammates, I fired two rounds from my W6 < 
m 9 Dpnartment of State Issued I Jrffle through the rear window at the driver in an attempt to 
io Sat The vehic le came i0 L immediate stop in the middle of the road, I continued to ^ 
attXSSll^ departed the area southbound untt ft 

my vantage point I could not determine if there were any mjunes to the vehicle occi^ntL ' 
con2nued 9 its mission to iz^thot fu^" W c 1^^! t ^ t0 St ° P ' 



• • • 
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scarf* 



u 



Sworn Statement 



was made to SlJ ////END//// 

I hereby swear or affirm that the in 
my knowledge. 



iormation contained in this statement is the truth to the best of 




1*7 ( 



Subscribed and sworn to before me on this 3 rg day of August, 2007 , 



Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATS SECURITY SERVICE 



Witness Signature 



, 0<C _^jL. 



Printed 



Dfl u- )' J S ■ F*i'rr \r, Cj-ioi 



Address 
O 



• • • • • • 

• • • • 
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S E NSITIVE B UT U N C L AS S I Fl ED 



BUREAU Cil? PlPlpMATW^^IT 




Spot Report -080707-01 



Subject: COM PSD Team uses EOF on Aggressive Vehicle 
Reporting Office: RSO TOC - Kirkuk 

Summary: On 6 August 200 7, at app roximately 1 33 8, a Kirkuk \^} 

vehicle COM PSD motorcade ( ^ J en-route from the Erbil USAID 

compound to the Kirkuk Regional Embassy Office (REO) encountered an 
aggressive white Toyota Land Cruiser. 

The motorcade was traveling south on Route 2 in an areabetween the cities 
of Kirkuk and Erbil, when they approached checkpoint^ an Iraqi Army 
checkpoint. This checkpoint is 4kms from the Kirkuk REO. While stopped 
and in a bubble formation, all vehicles to the rear of the motorcade had come 
to a complete stop, approximately 100 meters out. At this time, a white 
Toyota Land Cruiser with tinted windows passed all stopped vehicles and 
was heading straight towards the rear of the motorcade. 

The left rear gunner who had moved to the gunner's hatch through the roof 
of the vehicle began giving hand and arms signals to the driver to stop. The 
right rear gunner, who had his door open, attempted to stop the driver by 
using the spotlight. The vehicle did not stop and the right rear gunner then 
pointed his HTat the approaching vehicle while using left hand signals, 
attempted to stop the,v£lfitfe: Tie:a^sS§i|e:verad%continijsd to close in 
on the rear of the motorcaHe • distegaoiing'as.well; rhi ",Stay.l3ack 100 
meters" sign written in English and Arabic on the rear of the follow car. 



SENSITIVE BUT UNCLASSIFIED 



-SENSITIVE- BUT- UNCLASSIFIED. 



At approximately^ peters out pom thefpUow vehiclcj to^fj rear gunner 

fired one pen flare rountfai #. a|)^riacKi«feV®hi? le : t 5 L 4lIli5 8ster mark ' 
the vehicle came to a complete stop and then pulled to the shoulder of the 
road. Both gunners noted the vehicle had all tinted windows and could not 
determine who was in the vehicle. 

The motorcade continued to the Kirkuk REO compound with no further 
incidents. 

RSO note: On August 1, 2007 PSD personnel had been briefed to be on the 
look out for a white Toyota Land Cruiser VBIED. In addition, on MayJJ, 
2007 } ^ reported that men working on a billboard at checkpoint 
had noted that one male took photos of the passing motorcade. 

RSO Action: PSD members will be debriefed and written statements have 
been received. RSO will complete a ROI and provide documentation to the 
RSCC upon completion. 

Location: Approximately 4 km north of the Kirkuk REO 

DRAFTED BY: James "Chance" Rowe, RSO Kirkuk, Iraq 
APPROVED BY: Earl Miller, SRSO Baghdad 
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UNITED STATES bQ?A : RTi/IENl! $F'S:tATC 
DIPLOMATIC SECURITY SERVICE 
REPORT OF INVESTIGATION 




TITLE 



COM PSD (Kirkuk) Fires Pen Flair on Aggressive Vehicle 



TRUE NAME 

N/A 



POST 

Kirkuk 



DS CASE NUMBER / REPORT NUMBER 

8/6/2007 - Kirkuk 



CASE TYPE 

Escalation of Force 



DATE REPORTED 

08-06-2007 



DATES INVESTIGATED 

08/06/2007-08/07/2007 



REPORTING AGENT 

RSO Rowe 



Summary: On August 6, 2007, at approximately 1338 hrs, a Kirkuk □vehicle COM PSD motorcade, (f . 

1 ~ 1 enroute from the Erbil USAID compound to the.Kirkuk REO fired a pen flair on a vehicle after 

tetermining that the vehicle posed an immediate threat to their motorcade. This escalation of force was^ 
appropriate and within the parameters of DS use-of-force policy. No injuries to the occupant(s) were observed. 
End Summary. 

The following chain of events is derived from the statements provided by the team members involved in the 
shooting, ^ ^ ^ yj r bil USAID Compound to the Kirkuk REO when they encountered an 



aggressive white Toyota Land Cruiser 
the cities of Erbil and Kirkuk. ' 



"] was traveling south on Route 2 in an area between 

_ came To a stop at checkpoint} ; an Iraqi military checkpoint. 

The checkpoint is 4kms from the Kirkuk~REO. L ! was sto PP ed at the checkpoint in a bubble 

formation and holding. The follow vehicle had red lettering (warning) on the rear of the vehicle as well 
as the right rear gunner having his door propped open and the left rear gunner positioned up m the roof 
hatch. 

All vehicles to the rear of the motorcade had come to a complete stop; approximately 100 meters out. 
At this time, a White Land Cruiser with tinted windows passed all stopped vehicles and headed straight 
towards the motorcade. The gunner in the hatch began giving hand and arm signals for the vehicle to 
stop The right rear gunner used his spotlight, attempting to stop the vehicle. The vehicle continued, the 
right rear gunner pointed his I , while usingjeft hand signals, attempted to stop the vehicle. At; J 
meters the hatch gunner fired a pen flair. At| meters, the vehicle came to a stop and pulled to the 
shoulder of the road. Both gunners noted the vehicles windows were all tinted and could not determine 
who was in.the vehicle 
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REVIEWED BY AGENT SUPERVISOR 
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50249-101 

•GPO : 1981 - 341-526(6549) 
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OPTIONAL FORM 249 
(FORMERLY DS-838) 
JULY 1996 
DEPT. OF STATE 



Exempt From Automatic Decontrol By Statute 

CONTENT MUST NOT BE DISCLOSED TO UNAUTHORIZED PERSONS 



SENSITIVE BUT UNCLASSIFIED 
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The motorcade continued on to the Kirkuk REO compound with no further incidents. RSO note: On 
August 1, 2007 PSD personnel had been briefed to be on the look out for a white Toyota Land Cruiser 

VBIED. Inaddition, on May 1 1 , 2007\ ^reported that men working on a billboard next to ^ 

checkpoint^ noted one male taking photos of the passing motorcade. Case closed. 
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SENSITIVE BUT UNCLASSIFIED 

-2-' 



UNCLASSIFIED 



- 1 



SENSITIVE BUT UNCLASSIFIED 



UNITED SJ.ATES. DEPARTMENT Oh b 1 A . c 
*W' DIPLOBlitTfc:3ECl3RiTY.g6R\{l?>E:: «J 
% J8«/ RFPORT OF INVESTIGATION 

^TCC ft ^ . 1 — 


TITLE 

COM PSD (Erbil) Fires Pen Flair on Aggressive Vehicle 


DS CASE NUMBER / REPORT NUMotK 

08/09/2007 - Erbil 


TRUE NAME 

N/A 


CASE TYPE 

Escalation 


of Force 


POST 

Erbil 


DATE REPORTED 

08-09-2007 


DATES INVESTIGATED 

08/09/2007 


REPORTING AGENT 

RSO Erbil 

hi 



a a imict o ?nfV7 at annroximatelv 1400 ~ vehicle COM PSD motorcade traveling irom mc 

mTorist A pen fla r was fired in front of the vehicle after it was determined that the vehicle posed an 

LtZfZ^ motorcade. This escalation of force was W^^^*^ ^ 
DS use-of-force policy. Neither injuries to the occupant nor damages were observed. End Summary. 

The following chain of events is derived from statements provided by team members involved in the shooting: 

1 A -vehicle.COM PSD motorcade traveling from the Ankawa RRT ^^^^^ ^ 

entered a white-colored Toyota Hilux driven by an aggressive motorist. The mrt was 
traveling eastbound on 1 00 Meter road in the Southwest quadrant of Erbil when a white Hilux 

motorcade at a high-rate of speed. The Uirr et gunner ■ * . the fighlmg ° 
sain the driver's attention by using hand and arms signals; the vehicle did not stop. The turret gunner 
Sn pointed Hs ^at the approaching vehicle. The driver of the Hilux made eye-contact with the 
m^et ™ and subsequently created distance between his vehicle and the motorcade. Approximately 
Z JZ:^t^r approached the motorcade again at a high rate of speed; the turret gunner 
went through the EOF measures once more until the Hilux backed oil. 

2 After another few minutes, the driver of the Hilux rushed the motorcade a third time, but ignored all 
warnings to stlTha^ When the Hilux was approximatelyf meters away from the follow vehicle, the 
7Z^ f^ ol pen flare about two car lengths in front of the subject vehicle. The : vdude came 
to a complete stop. The'pen flare caused no damage or injuries and was last observed resting on the 
road. . . 
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OPTIONAL FORM 24S 
(FORMERLY DS-836) 
.JULY 19&5 
DEPT. OF STATE 



"Exempt From Automatic TDecofitrcfl By Statute 

CONTENT MUST NOT BE DISCLOSED TO UNAUTHORIZED PERSONS 



SENSITIVE BUT UNCLASSIFIED 



The motorcade continued to thf gh^t* H*! UW Wide fa thj Askajv c ^^^^ 
incidents The emergency hazard lrgnts on *HhftffP8D vehicles we^eacti^ed, the Stay back 100 
2 written in English and Arabic was affixed to the rear of the follow car; a vehic e matchmg 
h descrip^on of the subject vehicle was recently added to the BOLO fast. Th>s case ,s closed. 
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Report #: 
28 07 


Incident-Casualty Report 
WPPS 


nepon Uai&i i 1 me. 
August 9, 2007 1500 


m$m$mmm& 






INCIDENT DATE/TIME: August 9, 2007 1 500 


• • • • E«1 Erbfl, Iraq •• • • ••• ••• •• 


TOTAL # PERSONNEL: 1 


KIA: N/A 


WIA: N/A 



REPORTED BY: [ 



POINT OF CONTACT: , 



Q^etail Leader 


METHOD: TeleDhone 


J Deputy Project Manager 


TELtf 


mmmmmmmmmmmmmm 
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SSN: None 


DOB 


None 


NATIONALITY: None 


M/F 


None 


PASSPORT: None 


ISSUED/EXP 


None 


NATIONALITY: None 


BLOOD TYPE 


None 



INJURIES: None 



STATUS: EOF cleared as within policy by RSO Zach Zittle 



PROGNOSIS: None 



HOME OF RECORD: None 



NEXT OF KIN: None 



On Augusi 9, 2007. at approximately 1400. at vehicle COM PSD motorcade traveling trom the Ankawa RRT compound to the Sheraton Hotel encountered a white-colored Toyota Hilux driven by an aggressive 
motorist. A pen nair was lired in Iront ol the vehicle after It was determined that the vehicle posed an immediate threat to their motorcade. This escalation of force was appropriate end within the parameters of the 
DS use-ol-fotce policy. Neither injuries to the occupant nor damages were observed. End Summaty. 

The following chain of events is derived Irom statements provided by team members involved In the shooting: 

a' /rehicle COM PSD motorcade traveling from the Ankawa RRT compound to the Sheraton Hotel encountered a white-colored Toyota Hilux driven by an aggressive motorist. The motorcade was traveling 
aast£5und on 1 00 Meter road in the Southwest quadrant of Ertjtl when a white Hilux approached the motorcade at a high-rate of speed. The turret gunner in the lighting lollow attempted to gain the driver's attention 
by using hand and arms signals: the vBhtcte did not stop. The turret gunner then pointed hlsP ^t the approaching vehicle. The driver of the Hitux made eye-contact with the turret gunner and subsequently createi 

After another few minutes, Ihe driver ol the Hilux rushed the motorcade a third lime, but ignored all warnings to slay back. When the Hilux was approximatel/ .meters away Irom the lollow vehicle, the turret gun 

The motorcade continued to the Sheraton hotel then back to the Ankawa compound with no further incidents. The emergency hazard lights on all three PSD vehicles were activated: the "Stay back 1 00 meters" sit 
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DOB 




NATIONALITY: 


M/F 




PASSPORT: 


ISSUED/EXP 




NATIONALITY: 


BLOOD TYPE 




INJURIES: 


STATUS: 


PROGNOSIS: 


HOME OF RECORD: 


NEXT OF KIN: 




NAME (LAST, FIRST Ml): 


SSN: 


DOB 




NATIONALITY: 


M/F 




PASSPORT: 


ISSUED/EXP 




NATIONALITY: 


BLOOD TYPE 





INJURIES: 
STATUS: 



PROGNOSIS: 
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HOME OF RECORD: 
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VOMO 

INCIDENT REPORT b ~K r F 

This report may be in addition to DS SPOT reporting. 



Date of Report : 11 Aug 07 j" .*. \ .** 

Location: F" ~] j* # • # « ; ># ••; 

Task Order: 6 

Person Releasing Report: Scott Bruggemann 

Title of Person Releasing Report: RSO TOC Commander 



Date of Incident: 1 1 Aug 07 
Time of Incident: 1607 
Contractor Involved: Blackwater 

Detail Location of Incident: IVO burned out red building on Route j____J 
Personnel Involved: ^ _^ 

Incident Synopsis: On 1 1 Aug 07 at 1607 hours / \ Tactical Support Team (TST) was 

enroute to the I Z from B IAP when multiple rounds of Small Ar ms Fire (SAF) were directed at 

the motorcade. |_ .was traveling east and in the vicinity of | J when multiple shooters 

engaged the lead vehi cle of the motorcade with SAF from a burned out red building on the 
south-side of the road. , returned fire and continued to the IZ without further incident. 

There were no injuries to CoM personnel. There was minor damage to several of the vehicles in 
the motorcade. 



Outline injuries if applicable: None 



Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 



Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 
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Date of Report: 15 Aug 07 ;*. .•. : .•• .•• ; ;~ \ :«• 

— • • • v • • ••• ••••••••• 

Location: ;.• ;. 4 •.• ;•• ..• ..• j ; ; j. # j.« 

Task Order: 6 
Person Releasing Report: Scott Bruggemann 
Title of Person Releasing Report: RSO TOC Commander 

Date of Incident: 1 5 Aug 07 
Time of Incident: 1008 

Contractor Involved: Blackwater t 

Detail Location of In cidentq VOL 1 intersection 

Personnel Involved: f . | 

r • i / c „•„. nn amp 07 at 1008 T> 1 a Tactical Site Survey Team (TSS) was 
" Zpi^ToTLr site survey of the Izdihar Compoun^ 

WhTe approaching the intersection at I t a white 4-door sedan aggressively approached the 

motorcade The driver of the white 4-door sedan failed to obey several verbal and visual 
wl ngs to stop In an escalation of force, one PSS fired three (3) r Jiounds from his I 
Sln^ PSS fired two (2~ >unds from his ! into the grill of the vehicle. The vehicle 
L to an immedTa e stop. There were no injuries to COM personnel, and no damage to any 
COM assets or vehicles. The team continued to the International Zone without further incident. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report. 
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REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00059 


Impact: 

Status: CLOSED .' 




jReq'upreXCaise^ ^Synopsis 







Case Title: 20070815 EOF, RSO Baghdad 

Status: CLOSED 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ INFORMATION 

Preliminary Inquiry: PQ-2007-04667 

[opljon ^ 
Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 

Case Origin/Source^ - ~ 
Source Organization: RSO Baghdad 

Name: Hammond 

Phone: 

Source Comments: 



On August 15th, 2007, members of an RSO Baghdad PSD were involved in 
an escalation of force incident. 



j Primary Subjects? 



Case Reports 






Date 


Snippet 




08/15/2007 On Wednesday August 15th, 2... 
Attachments , ' 




• Titl^^#;ij^ 


Type- - 




20070815 J/ ,Stmt 


Adobe PDF 


2,698 kB 


20070815 " ]Stmt 
20070815 Stmt ^ 
200708151 jStmt 


Adobe PDF 


3,015 kB 


Adobe PDF 
Adobe PDF 


2,264 kB 
2,999 kB 


Related Cases 







; O utsta nd i ng Wa r ra nts 



Status History 



08/27/2007 OPEN 
08/27/2007 CLOSED 
09/01/2007 OPEN 
09/01/2007 OPEN 
09/01/2007 CLOSED 

Personnel Assignment ' 

Carpenter, Theodore ASAC BAGHDAD 
Hammond, Kory H ARSO BAGHDAD 
Motley,. David DUTY AGENT BAGHDAD 

This document was generate d.<jQ a.sys{erp classified for 4ft t° V d W<jludjB9 SBU information. 
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UOi!3 J? 



@ajjm Diplomatic Security Service 
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DS Case Number 
RS-2007-00237 



Case Type 



ADMINISTRATE 



Case Impact 



Case Title 
20070815 EOF, RSO Baghdad 



Program 



REGIONAL SECURITY 



Case Status 



CLOSED 



ROI Type 
CASE FINAL 



Report Date 
15-AUG-07 



Dates Investigated 



15-AUG-07 - 



Open/Close Case Dates 



Ol-Sep-2007 - Ol-Sep-2007 



On Wednesday August 15th, 2007, I was advised by personnel in the RSO TOO that one of the Chief of Mission (COM) 
Personal Security Details (PSD) had fired several rounds at a vehicle during an escalation offeree incident. 

When the team finished it^s duties that day the individuals involved in the shooting responded to the RSO TOO where I 
interviewed. them. Present during the interview were: 



' andP who were in the Right Rear and Well Gunner positions respectively, were the only ones to U 

firel ; 1 eirWpons and told methe following: While enroute to perform a Tactical Site Suney fTSS) of a venue, the motorcade * 
was traveling on a 2 lane divided roadway, with a raised median separating the 4 lanes of traffic. 

While enroute to their destination the motorcade had been using lights and sirens to indicate to traffic the need to yield to the 
IJSSSrSSLdly. the vehicle is marked in English and Arabic to "stay back" and the PSD members use audible and 
visual signals to indicate to traffic the need to stay away from the motorcade. 

While on the road approaching their destination the motorcade was forced to come to a halt in traffic due to an Iraqi Police 
checkrSrrt All local national vehicles following the PSD recognized the motorcade and came to a stop approximately 150 
Jards End the car. It was at this time that the PSD members in the follow car noticed a wh.te, 4-door sedan break 
from the stopped traffic and begin to accelerate toward the motorcade. 

\ j who was in the Well Gunner position, began to yell "KIF!" and shine a 2-million candlepower flashlight jat the driver of U 

the approachi ng vehicle . The vehicle continued toward the follow car, and when it reached approximately ; yards both ^ 
the approacni ja™-^ Regr) fired pen flares gt tpe ^e. One pen flare streaked out to the left and the other hit the 

ground about 20 yards in front of the suspect vehicle, bursting as it struck the asphalt. 



h7C 



At this time both' 'hand f , realized the vehicle was not going to yield to the motorcade 1 .fired one 3- 

IndbSfromhislj into the grille of the approaching vehicle. At the sametime^ _ .fired two rounds 

from his? (into the grille. This had the effect of making the suspect vehicle slam on the brakes and come to a 

sudden stop in the roadway. 

The driver of the vehicle, an Arabic looking male approximately 20 years of age and apparently the sole occupant of the car, 
held his hands in the air and sat motionless until the motorcade departed. 



further incidents and no indications thatjhe driver of the suspect vehicle was injured. 

ibutitn: 



There were no 

Reporting Official 
Hammond; Kory H 
ARSO 

Approving Officials): 
Hammond, Kory H- APPROVED 

Aug-27-07 07:04 
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DS #: RS-2007-00237 

LAW ENFORCEMENT SENSITIVE CASEI;INAL : 15 . AUG . 07 
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The shooting was reported immediately to the SSO Sc. ftvn Vwfa former fetfdls. This use of force 

incident is within the DS Embassy Baghdad Use of Force policy. 
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apparent injuries 
Embassy Baghdad's Use of Force policy. 
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On 15 August, 2007, membeppf : a Chief »f Mission Jteraonal SeeiKrUjJDetoil fired 
several rounds at an aggressifretvOTiclg. .Tfiere fctfre np irfjyrje^to pfrjonnel no „ 
apparent injuries to the driver of tliVsuspecVvefiic'le'Thrs'incident waSUiftfin U.S. \J(J I I T 



On Wednesday August 15 th , 2007, 1 was advised by personnel in the RSO TOC that one of the Chief of 
Mission (COM) Personal Security Details (PSD) had fired several rounds at a vehicle during an escalation 
of force incident. > 

When the team finished it's duties that day the individuals involved in the shooting responded to the RSO 
TOC where I interviewed them. Present during the interview were: 



> " the Shift Leader, explained to me that his team was enroute to conduct a Tactical Site Survey ^ 

(TSS) at a venue near the International Zone. At the time of the shooting the team was traveling along a 4- 
larie roadway divided by a raised median through a business district with heave traffic. The motorcade had 
just passed through an Iraqi Police (IP) check point when they became stopped in traffic. The IP had 
stopped traffic approximately 150 meters behind the motorcade and all vehicles were obeying the 
indications to stop. 

The motorcade had been using air horns and sirens to indicate that traffic needed to yield the right of way. 
Additionally, the back of the vehicles are marked "Stay Back" in English and Arabic, and the Well Gunners 
were utilizing high-powered spot lights to indicate the need to stay away from the motorcade. 

While stopped, a white, 4-door sedan suddenly pulled out of traffic around the IP check point and began to 
approach the rear of the motorcade. This was in spite of Iraqi police officers who were present stopping ^ 
traffic. As the vehicle broke free from traffic, ^flashed his spot light at the car to further indicate 

that it needed to yield. The vehicle continued to accelerate. At this time both ,and _ began 

to yell "KEF!" and both of them fired pen flares at the suspect vehicle. One pen flare veered to the left, and 
the second skipped off the roadway and burst about 20 meters in front of the vehicle. The vehicle 
continued to accelerate, and by this time' ^and r >ould see that the driver (and only 

occupant) was an Arabic male about 25 years of age. 

When the vehicle was approximately T^ . from the re ar of the motorcade, both J and _ 

fired into the engineblock inan attempUo stop the vehicle • jfired three rounds from his_ w, <, 

government issued " .andl fired two rounds from his government issued| , All five «srv c 

rounds struck the grille of the vehicle. 

When the vehicle was struck, the driver immediately slammed on the brakes and came screeching to a halt. 
He then held his hands up in the air inside the vehicle and remained there until the motorcade continued on 
and lost sight of him. There is no reason to believe that the driver was injured. 

The shooting was reported immediately to the RSO TOC. See team member statements for further details. 
This use of force incident is within the DS Embassy Baghdad Use of Force policy. 
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Sworn Statement 



Date 

15 August 2007 



Time . 

Approximately 1008 



Location 



WPPS Camp. Baghdad '■ 




\u 

\ hereby make the following statement at the request of 
j, who has been identified to me as a Special Agent of the 



U S Department of State, Diplomatic Security Service. I understand that th.s statemem is made in 
SerJnce of an official administrative inquiry regarding potential misconduct or W« . 
Mton^ ofofficlal duties and that disciplinary action, including dismissal from the Department s 
KSSplcfi« Services contract, may be undertaken if I refuse to providers 
STen for fa so fully and truthfully. I further understand that neither my statements nor 
anv formation or evidence gained by reason of my statements can be used against me in a 

except tL if i knowingly and tfflfuly P^f^ 
mav be criminally prosecuted for that action under 18 United States Code, Section 1001. t agree 
Sthe stetementslfurnish and any information or evidence resulting there from may be used in 
^S^^^X^d^. which could result in disciplinary action, mclud.ng d.sm.ssal. 

Genera8 Miiitarvf/Civiiian Experience 

i 



On_ 

relTquTtoinSde; martem^* ia^ci drlvi^incipal Recovery and Extractions (PRE) 
and firing from moving a vehicle. 



{TwaThiridliy Blackwater USA. I completed WPPS training j_ 



■ as 



. t was trained and assessed on several PSD operating 
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[Incident 



On A uaust 1 5 2007 at 0900 hours! \ "jstaged and conducted an operational brief for the 
£v s mission Our mLion was to conduct a Technical Site Survey (TSS) on the Izd.har 
compound ^ The mission brief was in accordance within ^^T^T^ Z 
covered Department of States rules! of engagement. The intelligence portion was briefed by our 
foam irtfpHinPnce analvsis \ J The brief highlighted venue and route specific 

h^otS — ctfire, aslwel. as^sib.e and multiple Vehicle Bo^—d 
F-ninsh/P Devices fVBIED) This mission required us to leave the safety of the U.S. Mil tary 
cot o ed fntr a iona Zone and travel through a part of Baghdad where para-rmlitary y ^ insurgent 
forces hostile to the U.S. presence in Iraq routinely conduct terrorist and guerrilla operations. 
Attacks on Coalition forces are common in this area. 

At Anoroximatelv 1000 ' .completed the Technical Site Survey and departed using the] ' 
routrduTto RSO Ai?sroute recommendation. I was assigned to the left rear PSS pos.tion of the 

follow vehicle in a' 1 motorcade. Our motorcade consisted of) — . 

-] Our "motorcade was traveled Eastbound towards^ . ) 



Is 



i i™n ontprinn thp traffic circle ofl the motorcade was stopped due to a change in direction ^ 

™X hv Sal ^CornLnder (JCT ~ While scanning for any possible threats from 

^o^c^^^SS I heard theweTT PSS and the right rear PSS position ,n the 
lehicle olSn ou an related verbal commands for the suspect vehicle to stop. The foHow 
llh c e U^WARnWg Stay back 100 meter? stenciled on the rear doors. The warning is written 
in bSh Arabic and English. Also the 1 follow vehicle is equipped with bright red and white reflective 
ap ^ ^eMaSdSrs and rear window. The follow vehicle is also equipped with rear facing 
warning strobes which were activated at this time. Despite of the warnings given the suspect 
Se cont nued to advance on the hotorcade. His actions were consistent with tactics used by 
Sgents S ^attack coalition motorcades. A few seconds later I heard (2) pen flares ^beinc Mired, a 
Dause then a short burst of fire. Atithis time I glanced to the rear of the motorcade and saw a 
sinde Arabic^ :rn*le driving a White Sedan slam on his brakes and fluid leaking from the front 
Sor. The driver immediate!y sto'pped his vehicle and put his hands up in the a.r to signify 
compliance, and appeared to be uninjured. \,V 

The motorcade continued on towards the Green Zone. Shift ^ e .^ e ^!-^j-^ c0 " t ^!^^r^^ I ^ \ 

Tactical Operations Center (TOC) and informed them of the modem. No personnel from L , 

we?e inju?e P d dig the incident and! nof jvehicles were damaged during the incdent. 

///END/// I 
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I hereby swear or 
my knowledge. 



Signed 



affirm that the information contained in this statement is the tru 



Printed _ 



Address 

WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 1 6 th day of August , 2007. 




• •••••< 

• • • • • • 

• • • • • 



• • 4 
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m 



.hereby make the following statement at the request of 



, who has been identified to me as a Special Agent of the 



wriu (lao uccu iuciiii""« ■ : . ■ 

Laments nor any information or e idence : gamed \*™^Jg£%^&MB*** 
against me in a criminal proceeding except states Code, Section 

including dismissal. 



General yjlfitairy/Covifeirc Experience 



, Since 



conducting Venue Advances ^nctfep 



•1 Koje^rtworMng ie-Bagbd^i. Ir^q iWJprfie WPPS Program, 



Page 1 of" 3 



iff 



TT 1 ^ 11 — H^^^ WPPS training with Blackwater USA. While attending 



• • • • 

• • • • • • • 



Cncident i ^ ^ 

briefing for the da/s ^^f^^^^^ZTX^'es and included the 

prevalent in this area. I 
approaching from the rear. s 

siqns of slowing despite multiple visuf Is warnings and two pen flare dep oyment s driver 
actions were consistent with methods! used by insurgents utilizing Vehicle Borne Improv.sed 
Explosive Devices (VBIED). | 

vehicle. I did nVobserve any injuries to the driver J _ ritfC) as we proceeded ' 

immediately reported the in^enYfc flie IjS j> 3te*rf (^ra^n^e^r ^ as p 



• • ••• • • • 

• • •• • • • • 



• ••• • • • 



to exit the area. The Shift Leader then ordered continuation of the mission ahdj ^proceeded 

to the International Zone without further incident or injury. -EIND- 



1 hereby swear or affirm thai 
knowledge. 



I the information contained in this statement is the truth to the best of my 



Signed 


I- 




"PrinlBTn 

r J 




Address 






WPPS Camp Baghdad I 





u 



Subscribed and sworn to before ijne on this Ifith day of August. 2007 , 



Signed 




Printed 



SPECIAL AGENT, UN. I bD STATES DfcPftH I MfcN T OF STATE, mPLUHAHC SECUH.l T ^ 



Witness Signature 





Printed. 



Address 



* • • • • i 
• • • 
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Blackwater USA After Action Report (AAR) 




- Date/Time ot Statement 

15 August 2007/1330 hrs 


i A: : • : 


• / • • • • 


Situation 

: :•• : : - sh*jm« 


j Disable 

Date Occurred 


Approximately 100 meters west of 


wv* www w w 

j 


• • Time Occurred • 


15 August 2007 



u 

V7C 



incident Report BW Q8--85-07 (1) Weapons Discharge Baghdad 

On Auqust 1 5 2007 at 0830 hours [ ^ conducted a pre-mission brief covering its assigned, 
^SiSd,y; conducting a Site Survey of the Izdihar Cornp^oca^d at 

. — — — n — inoh iHori an nta n<=nce brief bv mtei 



I The pre-mission brief included an intelligence brief byj^ 

rpnr^ientativeT" ' The day's brief (and past intelligence reports) indicated that 

ns'uTgents were^ ta rgeting areas Find around major bridges, ^f^J^^ 
markets. On August 14, 2007 therej was an Explosively Formed Pro J ect ^P) attack °V e 

Coalition Forces approximately 10d meters north of the team's assigned venueL -lP re - 

S n SeSepartment of State's Use of Force Policy 

The Use of Force portion of the brief covered: use of force options, escalating levels of force, and 
the Chief of Mission Rules of engagement per the Mission Firearms Policy. 

The team made the movement to ttje venue without incident At ^^^^^J^ 
^departed Izdihar Compound, en-rUe to thejntemat.onal Zone (iZ), inaL (vehicle motorcade. 

The motorcade configuration was a$ follows; L__ r-Trrr-swifitfS^ 

the rear of the Follow vehicle, stenciled in large red letters, it states, WARNING - Stay bach : i uu 
mete ? ' The wa ning is in both Arabic and English. The Follow vehicle .s als o equjpped wrth rear 
emeraencv strobe-flashers, which vWe activated at the time of 1he incident. AdditionaHy the 
X vehicle I has red and white reflective tape applied to the interior ^he rear doors ,oU he 
vehicle, which is highly visible wherj PSSs open the doors to signal traffic. The follow also has the 
reflective tape above the rear interior window of the vehicle. 



Hwas traveling with the vehidle^emergency lights and sirens activat ed J" ... 

Triffdthe mot^k*^ ^^tMS* 

from the venue.\^_ — 



departure and recommended thatl^ utilize its! j route 



1 traveled east from the venufe towards 



iavt _ lwowlI1% , „ upon reaching!, 

motorcade came to a hait'in order to change its direction of travel. 
r informed the team that there was heavy congestion atf 



"stand-off" between the motorcade and the traffic to the rear. 
Protective Security Specialist (PSS)! 



in 



"]FollowiWell position, advised 



V77C 



T 



V 



)Tactical Commander, 
j and to keep some 



fa,f 



hit- 



Fniinw vehicle F 1 op'ened his door and gave visual and verbal commands ror the 

• ••••• •• • • • ••• • • , (s* / ^ 

* . — 
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Biackwaie? USA Alter Action Report (AAR) 




" Date/Time of Statement 

15 Aiwust 2007/1330 fiirs 


Name -n •^e>^'»»« • • 


Team - 
• • • • « 

I * — — - - ■ 


Situation 

Stooot tt 


j DosabBe 

Date Occurred 


, — ■ v — V 3 ; • • • • • 1 

Approximately 1 00 meSers west of 


; ; TimejOcJIJrred J ; 


15 August 2007 



visual signals from ihe.Follow vehicle and continued its high speed movement toward the 
motorcade. i 

motorcade drove away. i 

Icontinued on its. 



\ 



SU ^notified the RSO TOC of the incident. , .v~. 
sustained as a result of this inciden^.-END- 



1 route and returned ^ c 
Detail Leader, 



• • • • 



• • • • 

• • • • • ! 
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• • • • • • • 



• • • < 

• • • 



• • • 
• • • • • 



• • • • 

• • • • • • • 



Date 


Time 




Auqust 15, 2007 


1300 




Location 






WPPS Camp, Baghdad \ 







v?6 



\ .hereby make the following statement at the request of 

who has been identified to me as a Special Agent of the 



U S Department of State, Diplomatic Security Service. I understand that this statement is made .n 
furtherance of an official administrative inquiry regarding potential misconduct or 'mproper 
performance of official duties and thkt disciplinary action, including dismissal from the Department s 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide ^th.s 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
anv information or evidence gained by reason of my statements can be used against me in a 
S ^proceeding, except that if I knowingly and willfully provide ^^T^T^T, 
may be criminally prosecuted for that action under 1 8 United States Code, Section 1001.1 agree 
that the statements I furnish and any information or evidence resulting there; from may be used :m 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



GeneraS R/iilitarv/Civilian Experience: 



I attended WPPS training, ini . at Blackwater's training facility, and received 

extensive training in High Threat PSP operations, including; threat identification, motorcade 
oSa ions and shooting from a moving platform. I have been with the WPPS; Program «nce 
vmbicuiu ^ ^ _ u _ ^ been ^ ps[) ^ Adyance Teams ..| successfully completed 



ince that time I have 




• • • • • • 

• ••• 
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St.-??/ r ^ 
/ (/?! /Sat* 




• • • 



Sworn SUatemmeimf 



incident: 



On Wednesday, August 15, 2007, ' ^staged and conducted an operational briefingjprthe^ 

day's mission that included a Technical Site Survey (TSS) of the Izdihar Compound . , 

7 1 The brief was conducted in accordance wittf_ ] Standard Operating Procedures 

and included the overall situation in Baghdad, relevant threat intelligence and rules of engagement 
per the Department of State Mission Firearms Policy. 



I was assigned to the Right Rear PSS position in the follow vehicle of a | ; motorcade. This 
vehicle is equipped with sliding windows, which allows the Well PSS Position to interact with traffic 
to the rear. The follow vehicie has "WARNING stay back 100 meters" stenciled on the rear doors. 
The warning is in both English and Arabic. The follow vehicle is also equipped with emergency 
strobe lights that are activated through the vehicle's rear lights. In addition, there is highly reflective 
red and white tape that has been placed on the inside of the doors to help make the vehicle more 
visible to the advancing traffic incase la situation arises where the doors must be opened to signal 
approaching traffic or threats. I 



At approximately 1000 hrs t 
International Zone using. 



"'departed fromthe Izdihar Compound en-route to the 

/oute. As Was approaching^ , the motorcade 



made a short halt due to a change in !the direction of travel. Adhering to the commands of the well 
PSS and door PSS positions all of the traffic to the rear was slowing down arid coming to a stop at 
a distance of approximately 150 meteVs. At this time a white four door sedan,; with a single Arabic 
male occupant ignored our signals, broke away from the stopped traffic and accelerated toward the 
rear of our motorcade. I opened my door and began to give the appropriate hand signals for the 
vehicle to stop, as well as verbal commands. The well PSSj~_ _ also began to give 

hand signals, verbal commands and Utilized the 2 million candlepower spotlight to signal the driver 
of the suspect vehicle to stop. The driver showed no signs of compliance to our hand and arm 
signals or the spot light and continued to proceed towards the rear of our Motorcade. 

Simultaneously, PSS^ A and ij fired pen flares. at the suspect vehicle as it closed to within 

approximately! - J meters of our motorcade. Both pen flares struck the ground approximately 20 
meters directly in front of the vehicle. | After the pen flares were deployed the driver of the suspect 
vehicle continued to ignore our signals and advanced towards our motorcade at a high rate of 
speed. The driver's actions were consistent with methods used by insurgents:operating Vehicle 
Borne Improvised Explosive Devices |(VBIED). Based on my experience, training and recent 
intelligence reports, I felt the driver's ^ctions were a threat to the motorcade. Fearing for my life 
and the lives of my teammates I firedjt wo well aim ed rounds into the grill of the vehicle attempting 
to disable it. Simultaneously, well PSSr also fired three rounds into the grill of the vehicle 

in an attempt to disable it. The vehicle then came to a complete stop and thejdriver immediately 
put his hands up in the air so that we 'could see them. The driver appeared to be uninjured. 



Shift Leader/ \ contacted the RSO Tactical Operation Center (TOG) and informed them 

of the incident. We proceeded back bp the International Zone without further incident. No personnel 
fromf "Vera injured dujirg tfft iQcic|^i^an^*no ye^«^s*^r«\jjart^(odJ//END/ // 



V 



u 



• • • i ■ 



^7C 
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I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. : 



Signed 

r 


1 


Printed . ' 

\ \ 


Address ; 

WPPS Camp Baghdad, fraq 





Subscribed and sworn to before me on this 16 th day of August, 2007. 



U-7C 



Signed 




Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature / /) 

/ v ' 


Printed 




Address ! / 

i 

■i . : 


• • • • • 

• • • 

• • • • 


: 

j 

• •• •• «•••••• • ••• 

• ••• ••• 

• ••• • • • . • • • •••• 
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SENSITIVE BUT UNCLASSIFIED 



(?) 



BUREAU OF DIPLOMATIC SECURITY 




• • • • < 
• • • • • • • 

• ••••••• 



U.S. Embassy - Baghdad 

29 August 2007 




Spot Report - 082907-01 



Subject: Escalation of Force (EOF) by COM tactical support team 
Reporting Office: RSO TOC - Baghdad 

Summary: On August 29, 2007 at 1120 hours, a^ vehicle COM tactical 
support team (TST) was on a mission north of the International Zone in 
support of other PSD teams in the area. While stopped in heavy traffic a 
four-door gray sedan with two occupants drove towards them. The 1 b 1 
turret gunners directed visual signals at the driver of the suspect auto as a 
warning to cease approaching the team. After initially stopping, the vehicle 
again drove towards the motorcade and ignored repeated visual warnings to 
stop When the sedan came within'^meters of the TST, it was deemed a 

threat and a turret gunner fired two shots from his\ jinto the tront 

grill region of the suspect vehicle. The vehicle immediately decelerated and 
The occupants appeared uninjured. The TST continued their mission without 
further incident. 

RSO Action: PSD members debriefed and written statements forthcoming. 
Notified DS/CC. 



Location: Red Zone, Baghdad, Iraq 

DRAFTED BY: Darren Hanner, Watch Officer, Baghdad 
APPROVED B.Y;.i^jcaraq i Cglon,.D.R^O Baghdad _ 



SENSITIVE BUT U N CLASSIFIED 



INCIDENT REPORT 




This report may be in addition to DS SPOT reporting. 
Date of Report: 29 Aur 07 

Location: ivol .. „; , ; i - t — ; • ; ; ; •. ; i. ; 

Task Order: 6 • ••••••• 

Person Releasing Report: Anthony Sanganetti 

Title of Person Releasing Report: RSO TOC Commander 



Date of Incident: 29 Aug 07 
Time of Incident: 1121 

Contractor Involved: Blackwater > 

Detail Location of Incident: IVO 
Personnel Involved: { ,(TST) 

• n A„a 07 at 1121 a Tactical Support Team (TST) was ^ 

Incident Synops.s: ^AMg^atHZl intersection at , ,a 

conducting area support for COM PSD teams, wniie pp s several 

sedan aggressively approached the motorcade The drive ^of * second 

verbal and visual warning .top n an eolation erf fo ce, * lead ^.^ . ^ 

SL were" t^COM °« — 

or vehicles The team continued with their mission in support of COM PSD teams. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 



Case Summary 



This document was generated on a system classified for up to and including SBU information. 
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RS-2007-00397: 20070829, UODFI, BAGHDAD,! 



•"nr~s"<nrs • • • • • • " 



! REGIONAL SECURITY 

I BAGHDAD #: BAGHDAD-2007-00136 



4 7€,f 

Impact: MEDIUM 
Status: OPEN 



Required Case Info 

Case Title: 20070829, UODFI, BAGHDAD,' 
Status: OPEN 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ CRIME / INCIDENT 

Preliminary Inquiry: PQ-2007-04864 
Optional Case Info 



Impact: MEDIUM 
Principal Judicial District: 
Due Date: 

Countries Impacted: 

■ IRAQ 

■ UNITED STATES 
Violations: 
Nexus: 

TECS Lookout: No 

Case Origin/Source 

Source Organization: RSO Baghdad/ 

Name: Blackwater PSD Team Member\ 

Phone: 

Source Comments: 



Personnel Assignment 

Carpenter, Theodore ASAC BAGHDAD 
Farrington, David S SA BAGHDAD 



Synopsis 



was 



On August 29, 2007, Blackwater Personal Security Detail 

operating in the Baghdad Red Zone near the Central Rail Station. All 

vehicles in the motorcade were stopped because traffic was heavy. Team 
members tried to clear traffic and keep other vehicles at a safe distance 
from the motorcade, but one driver brought his vehicle around stopped 
traffic and refused to obey written and visual commands to keep his car at a 
safe distance. Fearing for his life_arjd_for his teammates, a turret gunner 
from the second vehicle in the' . motorcade aimed for, shot at, and 

hit the gri ll of the non-compliant driver's car. The car came to a stop, and 
1 reversed out of the traffic and continued the mission. 

had no principal because it was operating in support of 1 



which was going to Tobchi Juvenile Prison. No Chief of Mission personnel 
were injured, and the non-compliant driver and his passenger did not appear 
to be injured. 

Primary Subjects ■_ . 



Case Reports 
Date 

08/30/2007 
10/24/2007 
10/24/2007 

Attachments 
Title 



Snippet 

This report summarizes stat... 
This report summarizes stat... 
This report summarizes stat... 



AAR 20070829EOF Baghdad Rav... 
jStatement 20070829 EO... 
Statement 20070829 E... 



Type 

Adobe PDF 
Adobe PDF 
Adobe PDF 



Size 



1,313 kB 
2,706 kB 
2,812 kB 



Related Cases _ 

RS-To07-00425: RSO USE OF FORCE INVESTIGATIONS 
Comment: 



Outstanding Warrants 



Status History 

08/30/2007 



• • • 



. OPEN 

•OPiWr PSNDING PQ APPROVAL 
• • • • • 

. <:pen: : : 



This document was generated on 



i5j<24/!aofi7 ! 

• • • V V WWW WW 

a system classified for up to and including SBU information. 



http://dsu200w2ka42.ds.state.gov/ims/servlet/case?caseId=90989&sourceName=CASE_DATA&sourceI... 11/14/200' 



L, . W ENFORCEMENT SENSITIVE 



Diplomatic Security Service 
h & /_\ Baghdad 



REPORT OF INVESTIGATION u, 7 c 




ADMINISTRATVE 



Case Impact 



MEDIUM 



REGIONAL SECURITY 



Case Status 



OPEN 



29-AUG-07 



Open/Close Case Dates 



24-OCT-07 



i made to US 



This report summarizes statements that team members of Blackwater Personal Security Detail 
Embassy Baghdad Assistant Regional Security Officer David Farrington .n an interne* that took place between 1 120 and 
on the day of the incident described below. All times, speeds and distances are approximate. 

amii* on Annus! 29 2007 ' Jteft the Baghdad International Zone. ^ZZTlwas a_Jvehicle motorcade that was 

should stay 100 meters back from the motorcade. ^ 
Iwas tracing southwest in hea* traffic near the ^Ce^S^ which is located *1 



attTcdored four-door hatchback into the traffic from a street on the right s.de of the motorcade. ) £nd | _ saw a 

passenger in the car but did not get a clear view of that person. 

S \anri( Wdered the hatchback driver to stop by shouting in Arabic and using hand signals. The driver stopped 

Tiiteammates.l Jalmed for, shot at, and hit the hatchback's gnll. 



U 



The hatchback stopped, and there was no sign of any injury to any person. Jcontmued to a 

The ™™ oac \ r W np ■ fhe area ^ ~ -J reversed out of tne traffic and continued the mission. 



Continued to aim in on the hatchback 



^scanned the area.\ 



Reporting Official: 
Farrington, David S 
SA 



JA^-30«0J 0g:00 • J J 



Distribution: 



Approving Official(s): 
Carpenter, Theodore- APPROVED 



ASAC 



Aug-31-07 07:59 



This report is .he property of the U.S. Department ofSu.le. Diplomatic Security Service. Nether ,hc report nor 
may be disclosed to unauthorized persons without the expressed permission of.he Diplomat* Security Serv.ce. 
LAW ENFORCEMENT SENSITIVE 



its contents 
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Rlarlru/aiter USA 


»fter Action Report (AAR) 


\¥>J 


Date/Time of Statement 
/Aim/n7 Annrny 1500 hfS. 


Name - V>L, 


Team— — . 


Situation 

Shoot t< 


3 disable 


SE of J._ 


\ bit 

¥"» »Tm • • 


I> 5 




Time Occurred 
Approx. 1120 


29/Aug. 07 



TftEti^SlipportTeain (fSfT^i^At motorcade were clearly 



Incident Report BW 08-29-07 fl> %3 W fch«-f £ \ ' 

At approximately 0745 hours on 29 August 2007 ,[31, Shift J^^^ of 

mission brief. The mission brief included rules of engagement per the mission firearms pohcy escalation of 
force team movements, routes to be taken, and actions on contact in the event the team was attacked. The 
brief also included an intelligence brief from the embedded Intelligence Analyst. 

At aooroximately 0900 hours,! ^departed the International Zone (IZ) en route to a staging area 

^Sin^d lo^^^ tactical support function. The vehicle configurator the day 

was | 

traveling in that order. The\ 



I06 
hit 



ZS wTJd ml eSing'in both EngS, and Arabians all velncles to stay back 100 rnete^ 
TOe wan,r„g is located on the back of each vehicle. AIsoF^Jhad the vetoes' emergency l.ghts and 
sirens activated to warn traffic of the motorcades approach. 

At approximately 1 120 hours while traveling southwest from the intersection commonly referredto as ' 
At.approximateiy ^ loc k » traffic . TheL ead vehicle was approx.mately 100 meters 

• r ■zr- T ~7—ZZ™ «f i ' ~~ " attempting to locate a lane for the motorcade 

to W c^^^ 

n^S^iSTthe side street towards the ERV. PSST ^immediately shouted stop ir, .Arabic 
and signaled the vehicle to stop with hand and arm signals. The vehicle came to a complete stop behind 
another car which was waiting for our motorcade to pass. 

ERV lead turret PSSl _,and PSSP^began monitoring their ^ w 5» v th ^*5 rved the 

erav suspect vehicle drive around the stopped car and start accelerating towardthe ERV. P^*-^ , 
fZSelv presented MsT"^ as a warning and at the same time PSSH ^shouted stop in Arabic 
TsfgS ^vSe to stop with hand and L signals. The driver of the vehicle ignored all warnings 
ard ontmued driving toward the ERV. Due to the speed and kktaeof the vehicle and believing it to be a 
Veh cle Borne Improvised Explosive Device (VBIED), PSSffl^ two shots from his Department of 
Itt^Jl into the grill of the gray hatchback. The vehicle^ver brought the car to an immediate 
stop and no further use of force was necessary. 

The vehicle was occupied by one male dtiver and an unidentifiable front seat passenger wrapped with a head 
STem Neither occupant in the suspect vehicle appeared to be injured in the incident. Due to p0SSlb] e 
fLat and traffic issues,' \conducted a "Y" tum^pjss* direction, and departed the area. 



U ■ 

U.7C 



W7<~ 



proceeded on the missionwithout further incident. No J 
vehicles damaged during the incident.///END/// 



1, personnel were injured nor were any Team 



J 



u 



Person giving State ment 

- £ • • • 



» • • 



■// : / - — - • 
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Sworn Statement 



Date 

29 Aug 07 



» »** »» 



Time 

Approx. 1500 hours 



Location 

WPPS Camp Baghdad, Iraq 



I * v?£ .hereby make the following statement at the request of 

S. fairir'x^rxn .who has been identified to me as a Special Agent of the 

U S Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the 
Departments Worldwide Personnel Protective Services contract, may be undertaken if I refuse to 
provide this statement or fail to do so fully and truthfully. I further understand that neither my 
statements nor any information or evidence gained by reason of my statements can be. used 
against me in a criminal proceeding, except that if I knowingly and willfully provide false statements 
conformation, I may be criminally prosecuted for that action under 18 United States Code Section 
1 001 I agree that the statements I furnish and any information or evidence resulting there from 
may be used in the course of disciplinary proceedings, which could result in disciplinary action, 
including dismissal. 

General Military/Civilian Experience 



Inf __j att ended Blackwater DSS WPPS II training where I jecejyed jre^ ^ t 

aspects of PSD^____^__ / nQ shoot scenari0Si ana thorough" explanations ot the 
DepaTtrn^nToTState standards for Use of Force. Upon completion of vetting I was assigned to the 
Blackwater WPPS contract in Baghdad, Iraq. 



On 29 Aug 2007 at approximately 0745 hours, I attended \ pre-mission brief which 

included use of force and escalation of force per the Department of State Mission Firearms Policy, 

A brief from our imbedded intelligence analyst, ' J reported increased b?c 

Vehicle Borne Improvised Explosive De vice (VBIED) activity in o ur area of operations. [ — _ - ^ 

1 vehicle motorcade consisted ol ' . — - — ^ 

j " r~AT T. vehicles were~clearfy marked with red lettering, 

warning drivers to stay back 100 meters written in both English and Arabic. Alf ]of our vehicles 

were also utilizing emergency lights and sirens to warn Local Nationals (LNs) of our presence. 



was assigned as the rear t urret PSS of the second vehicle in the motorcade (ERV) during our 



mission for the day.i departed the International Zone (IZ) in direct support of }_ Due 

to heavy traffic, we were stationary a few h undred meters east of an intersection commonly 

referred to as • _ My vehicle (ERV) was stopped in front of a side 

street that mnTnortFand' south and Ted to a market in the area of Central Rail Station. The 
motorcade was utilizing its lights and sirens in an attempt to open a lane through traffic in order to 
continue on our route. A covered market area was also located east of the Rail Station. Halfway 
down the road, there was a small Iraqi Police checkpoint. A dark colored four door sedan left the 
market area and was let through the Iraqi checkpoint. I stopped the car, by gaining the drivers 
attention with hand and arm signals. A few moments later, a grey four door hatchback pulled out 
of the market area parking lot and was waved through the checkpoint. I again used hand and arm 
signals to get the drivers attention and the driver stopped the vehicle behind the first stopped 
vehicle. I resumed scanning my sector. Upon looking back in the direction of the market, I saw the 
grey car pull around the first stopped car and begin accelerating towards the motorcade. I again 
used both verbal and visual hand signals (yelling and signaling) to warn the driver to stop the 
vehicle. The suspect driver ignored my verbal and visual hand signals and the lights and sirens 
that were blaring from our vehicles. At this time, from my training and experience, I believed the 
vehicle to be a Vehicle Borne Improvised Explosive Device (VBIED) and I was in fear for my life 
and the lives of my fellow teammates. As I raised my Department of State issued ! _ :o engage 
the fast approaching suspect car, PSSr~_ \ engaged the threat by shooting two rounds into the b6 
grill of the car. The vehicle stopped immediately. I saw no signs of any injuries. The vehicle made 
no further movements while we were in the area. 

U 

I heard PSS ' '. report the shoot to disable to our Vehicle Commander. The Vehicle u,7c 
Commander advised our Shift_LeadjLof the shoot to disable. We continued on with the mission 
without further incidents. No) personnel were injured and none of our vehicles were 

damaged in the incident. 



I hereby swear or affirm thatifc fcttrrjiaiio* cooblnefll'nJMs ^tempntwtrje .truth to the best of 
my knowledge. :.• •.• : 



• • • • ••• • 



Signed 



Printed 



J 



u 



Address 



WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 30 th day of August, 2007. 



Signed ^ 



Printed 



SPECIAL AGENT, UNITED STAT ES DEPARTMENT OF STATE, DIPLOMATIC SECURII Y SERVICE 



Witness Signature 



Printed 



Address 



V 



• • • • • 

* • • • *- 




• • • • • • • 
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• •• •• • ••• • ••• •• Sworn Statement 



(9) 



Date 


Time 


29 Auqust 2007 


Approx. 1500 Hours 


Location 




WPPS Camp Baghdad, Iraq 





I. 



.hereby make the following statement at the request of 



D/ai/i'J £ . ^airSr\^a4ok . who has been identified to me as a Special Agent o 
U.S Department of State. Diplomatic Security Service. I understand that this statement is 



t of the 

u o Department of State. Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper performance o 
official duties and that disciplinary action, including dismissal from the Department's Worldwide Personnel ^ 
Protective Services contract, may be undertaken if I refuse to provide this statement or fail to do so fully and 
truthfully I further understand that neither my statements nor any information or evidence gained by reason 
of my statements can be used against me in a criminal proceeding, except that if I knowingly and willfully 
provide false statements or information, I may be criminally prosecuted for that action under 18 United 
States Code Section 1001 . I agree that the statements I furnish and any information or evidence resulting 
there from may be used in the course of disciplinary proceedings, which could result in disciplinary action, 
including dismissal. 



General Military/Civilian Experience 



[Twas selected by Blackwater Security 
-C onsulti ng to alteTi O T he Uepartmeh TorStateTfigTTTrTriaTProtection Course where I was further 
trained on "shoot or no shoot" scenarios as well as The Department of State High Threat 

Protection Rules of Engagements. I deployed to Baghdad, Iraq in _jon the Department 

of State Worldwide Personal Protective Services contract where I have worked numerous 
Protective Details. 



„._„.„„.„„ •• ••• • • • •• •• • ••• • ••• •• 

INCIDENT 

••••• • ••• ••••••••< 



On 29 August 2007 at approximately*0745 hours, ^ ^conJucted a'pre-mission brief on the P- 

Rules of Engagement, the run sheets of all teams that we would be supporting during the day, and 
the most recent intelligence information. The intelligence specifically informed us of the continuing 
threat of Vehicle Borne Improvised Explosive Devices (VBIEDs) in our area of operations. Team 

fc motorcade was made up of — I \l/ 

(Follow). All vehicles are clearly stenciled in bold red lettering, warning cars to stay back 100 
meters, in both English and Arabic on the rear and sides of the vehicles. 

At approximately 1120 hours,' left the International Zone (IZ) in direct support of 

While traveling Sout hwest toward the inters ection commonly referred to as 

'■ • from' ~~ j. in direct support of' __l was assigned 

to the front turrit of the Emergency Response Vehicle (ERV) which was the second vehicle inour 

motorcade. As we approached the intersection, we encountered grid locked traffic requiring all 

vehicles in our motorcade to stop. All vehicles were utilizing emergency sirens and horns to warn 
Local National (LN) traffic of our presence. The lead vehicle continued trying to create a lane 
through traffic in order for our motorcade to pass. The ERV was stopped in front of a north/south 
side road located directly e ast of the Baghdad Rail station which is a building situated on the 

northeast corner of As I was scanning my sector for potential threats, I noticed a grey 4 

door sedan traveling southbound, direc tly tow ard our vehicle on the side road. Simultaneously, I 
noticed the rear turret PSS of the ERV, signaling the suspectvehicleto stop using b£ 

hand, arm and verbal signals. The suspect vehBeTci river acknowledged j signals and 7C 

stopped behind another car that had already stopped for our motorcade. 

I again began scanning my sector when I observed the grey vehicle go around the stopped car and 
begin accelerating directly toward the ERV. I presented myf I Rifle while making eye contact with 
the male driver still attempting to get him to stop. Rear turret PSS * _Jagain signaled the c 
vehicle to stop using hand, arm and verbal indicators. The driver of the suspect vehicle ignored all 
warnings and still continued forward toward our vehicle. At this time, as a result of my training and 
experience, I believed the vehicle to be a VBIED and was in fear for my life and the lives of my 
teammates. Due to the speed and distance of the suspect vehicle from the ERV, there was no time 
to utilize pen flares. As a result, J fired two rounds into the grill of the suspect vehicle from my 
Department of State issued f J rifle in order to disable the threat. The vehicle stopped 
immediately and no further use of force was necessary. 

After the suspect vehicle stopped, I could clearly see two front seat occupants, the male driver and 
an unknown passenger covered in clothing. Neither occupant appeared to be injured during this 
incident and remained in the vehicle until we departed the area. Due to the traffic and possible 
threat, we executed a Y turn and reversed our direction in order to leave the area. Once out of the 
area, we continued with our sup port missions without further incident. No 1 p ersonnel vpfi.^ 

were injured nor were any ^vehicles damaged during the incident.///END/// 



: •: : •: : *sag^ z of s . : •: : : 

• ••• • ••• • • • • ••• •• 



I hereby swear or affirm that the inflation eSratahed iff this WaterYTert i$ We trutftto tfre. best of my 
knowledge. 



••••• • • • • 

• • ••• • ••••••• ■ » • — *^_« — — 



Signed 



y£ii nled 
Address 




u 

W7C 



WPPS Camp Baghdad 



Subscribed and sworn to before me on this 30 th dav of August 2007. 



Signed 



Printed 



SPECIAL AGEN T, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printed \J 



Address 



'sags. ? ?f ? . ; •: : : 

• • • • • ••• • • 
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INCIDENT REPORT v 

This report may be in addition to DS SPOT reporting. 

Date of Rep^J)2J>eptJ)7__^ % . # ^ ## # . . ;#> . ;<# 

Location: _ W\* \ \\ !•! **. II' \ I' 11 [jG]^^ 

Task Order: 6 . •• ••• • ••• W 

Person Releasing Report: Anthony: S^" 1 

Title of Person Releasing Report: RSO TOC Commander 

Date of Incident: 02 Sept 07 
Time of Incident: 1225 

Contractor Involved: Blackwater . F 

Detail Location of Indden^JDoura Power Plant 
Personnel Involved: 



( " a PSD Team providing protection 

Incident Synopsis: On 2 Sept 07 at 122f >*™*>~ ' 5 ^dsofs^ fire (SAF) 

for four (4) principals at the Doura Power Plant, receiv ed iu 13 j^jiiB & s&cure 

directed at them. Upon receipt of the SAF the ^L__ r - "J^SS positioned 
location within the compound. As the team and pnnc ^J^L^ - which the SAF 
at the landing zone (LZ) identified and ^^^r^ft™ his<~ tffle engaging 
was emanating. The PSS fired aP^^y. 1 ^ 5 ^ the mission was a fly-away, RSO air 
the individual firing from the roof * ^ ^ n wer£ 

assets were briefed and by order of the DRSO and tLg i i nr ^ 
Led on standby for the extraction ^ .™ the 

Se^^ 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report. 



Case Summary \J | ^ J * * 

- This document was generated on a system classified for u p to and incying SBU info _ rmati ^ n : ^ 



RS-2007-00351: 20070902, UODFI, BAGHDAD, 



REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-001 14_ 

Required Case Info _ 

Case Title: 20070902, UODFI, BAGHDAD,! 



• • • 

• • * 



• •• 



» 



• 

• • • 



• < 



Impact: 
Status: OPEN 



Status: OPEN 

Case Type: ADMINISTRATIVE 

Program Type: REGIONAL SECURITY 

Categories: 
■ GENERAL 

Preliminary Inquiry: PQ-2007-05167 

Optional Case Info 

Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 

Case Origin/Source 

Source Organization: Blackwater 

' Name: J ^6 

Phone: 



Source Comments: 



Synopsis 

On09/0_2/2007, 



. Tactical Commander for Blackwater 
, "participated in a pre-planned mission for the transportation and 

protection of four principals to the Daura Power Plant by rotary wing aircraft. 
In preparation from departure from the power plant,) , and 

members of his team return to the landing zone and received fire while 
securing the site for departure.' immediately identified and 

excha nged fire w ith target until individual falls from sight. The principals 
wereV inside the power plant dining facility until RSO Air was 

cleared to resume operations and recover the detail from the venue. No 
injuries to principals or team members occur as a result of this incident. 

Primary Subjects 



ls>7C 



Case Reports 
Dare 

09/02/2007 

Attachments 
Title 



Snippet 



20070902 



u 



Type 



Size 



Sworn Statements 
Related Cases 



Adobe PDF 



1,941 kB 



RS-2007-00425: RSO USE OF FORCE INVESTIGATIONS 
Comment: 

Outstanding Warrants 



Status History 

09/10/2007 

09/25/2007 



OPEN 

OPEN - PENDING PQ APPROVAL 
OPEN 



Personnel Assignment 

Carpenter, Theodore ASAC BAGHDAD 

Lopez, Lisa M SA BAGHDAD 

SCOLLAN, MICHAEL T ARSO BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 
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f y:%- Diplomatic Security Service 
h & \ Baghdad 



(V ENFORCEMENT SENSITIVE 



REPORT OF INVESTIGATION U 

15-7 C 



DS Case Number 



RS-2007-00351 



Case Type 



ADMINISTRATIVE 



Case Impact 



Case Title 



•• ••• • • 

« « « « ■ 



• • • • 



20070902, UODFI, SAPH15ALC . ; 



• • • • 

• • • • 

r» • »• • • • • • 



Program 



REGIONAL SECURITY 



Case Status 



OPEN 



•c/Js£int4r{m 



• • • • 

• ••• •• 



Report Date 



02-SEP-07 



Dates Investigated 



02-SEP-O7 



03-SEP-07 



Open/Close Case Dates 



25-SEP-07 



r 



20070902 



SYNOPSIS: 



1-T7C 



'Tactical Commander for Blackwater P 1 participated in a pre-planned mission for , 
^„r.;^ tn iho n a , . ra Pnwfir Plant bv rotary wing aircraft. In preparation from 



fhe detail "onite^T No injuries to principals or team members occur as a result of th,s incident. 
DETAILS: 

On 09/01/2007, Blackwaterf— conducted an operational brief for an air mission to the Daura Power Plant with four 
principals. The briefing was conducted in accordance with all standard operating procedures. 

On 09/02/2007 Blackwater'" 'executed the mission and arrived safely at the power plant. In preparation for departure, u 

offire and Kmed approximately the same number. No injuries to principals or team members occur as a result of this 
incident. 



the report. 



and his team reported the incident to the RSO TOC. Assistant Regional Security Officer (ARSO) Lisa Lopez took 



END REPORT 



Reporting Official: 
Lopez, Lisa M 
SA 



£qfr02*6*#)03)0 



Distribution: 



Approving Official(s): * m * ## J J # 

Carpenter, Theodore- WAITING FOR APPROVAL 
ASAC 



This report is .he property of .he U.S. Depart,™, of Su.c. Diplomat Sccurily Service. Nei.hcr Ihe report nor ..s con.cn.s 
may be disclosed .o unaulhorizcd persons wilhou. .he expressed permission or .he Diplomat Sccun.y Serv.ce. 
LAW ENFORCEMENT SENSITIVE 
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"Sworn Statement 



[jam 



Date 



September 2, 2007 



Time 



1 600 hours 



Location 



WPPS Camp Baghdad, Iraq 



I, 



.hereby make the following statement at the request of 



who has been identified to me as a Special Agent of the 
U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the 
Department's Worldwide Personnel Protective Services contract, may be undertaken if refuse to 
pSe this statement or fail to do so fully and truthfully. I further understand hat neither my 
statements nor any information or evidence gained by reason of my statements can be used 
aqS me in a criminal proceeding, except that if I knowingly and willfully provide false statements 
oMnfoSion I may be criminally prosecuted for that action under 18 United States Code, bection 
?M T agree that the statements I furnish and any information or evidence resulting there from 
may be used in the course of disciplinary proceedings, which could result in disciplinary action, 
including dismissal. 

General Military/Civilian Experience 



In! 



I attended Blackwater DSS WPPSJjJraining iwh ere I received instruction i n all ^ 



aspects of PS_k___ e numerous shoot , n0 snoot scenarios, and thorough explanations of the 
De^tTr^roTstate standards for Use of Force. Upon completion of vetting, I was ass.gned to 
the Blackwater WPPS contract in Baghdad, Iraq. 



.•: •*: : : : .•• .Pfcdfea ofs ••: .•: 

• • •• • • • • • • • • • • 

% • •• • ••• ••• ••• 

••• • ••• • • • • ••• •• 



Incident 



\ 



On Saturday. September 1,2007 at ' 
mission to take place the following day. The m.ss.on was ^^^^^^ with \, 
an air move due to the high threat area of the venue _ ^ ^^^ad, miss ion 

i standard operating procedures and included he overall Ration in Ba 9™ ^ 

within our area of operations. 

nn qundav Seotember 2 2007/ jexecuted the pre-planned mission which included the 

^Sff^^^ off principals to the Daura JJ* 
aircraft I arrived on venue with the first set of helicopters t^J^^^ 
power plant and met with the head of security. The head o ^^J^™™^ ^ 
Len four incidents of sniper activity at the PojerPtaJ in t e past SOday, ™ ^ 

and the principals. 

When the mission was over. I led several members of ,he .eamjojhe Landing .Zone (LZ)to secure 
i= i readied the too of the stairs and stepped up onto the LZ, I was immediately engaged by an 
At least one round hit the landing zone about 15 feet in front of me and I could hear other rounas 

srm^s^ 

The shooter fired approximately 10 to15 rounds. In response, I also fired approximately 10 toit> 



rounds. 



Once the attack began, the principals ^rCZ^^^iSS KSut 9 vb 
farilitv At this ooint I was assisted by team members in securing the LZ. Prior to Hbu V 

they were advised of the situation and 
suspended in support of the mission. At approximately 1250 hours^SO^was W 
Lu P me operations in support j£XS^T 

* ~; incident - There were 

So injuries to the principals or any team members during the inc.dent.///End/// 



• • • • • 



I hereby swear or affirm that th£ frWoMltiQfl co&taineB jn Jllft sjatenjegf is t*e<Mh4. Jhe best of my 
knowledge. 



•••• • • • 



• • • • • 



Signed 



Primed 



Jr 



"aggress 

WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 3rd dav of September 2007. 




SPECIAL AGENT, UNITED STATE S DEPARTMENT OF STATE. DIPLOMATIC SECURITY SEHVICE 



Witness Signature 




Printed 



tA-^ 



Address 



• • • • • • 

• • • • 

• • • • 
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Blackwater USA Statement Form 


■85? 


UB16/ 1 II lit} OI OldlCintJHl 

2 Sep 07/1600 hours 


faw fee 

. — i 


Team 


Incident Type 

Attack on Venue 


1 nratinn flf Inririnnl (firiri ur 'terrain Foalum) 

Daura Power Plant/ 


Incident Time 

1225 hours 


Incident Date 
2 Sep 07 



(0 

U 

(JO130 



Incident Report BW 09-02-OrT'AtRfdk oltVeftOHBaghdad^ 



• • * e • 



On Saturday, September 1 , 2007 at 1630 hours,' 



:onducted an operational briefing for the next 



day's mission, which was to provide the safe transportation and close protection for four- principals to the 
Daura Power Plant. Due to the high threat location of the venue, the movement was to be conducted by air. 
The brief was conducted in accordance with ^ standard operating procedures and included the 

overall situation in Baghdad, mission brief, and load plan for all four rotary wing^ . as well as the 
Department of State rules of engagement per the Mission Firearms Policy. The intelligence portion of the 
brief highlighted an increased threat of VB1ED (Vehicle Borne Improvised Explosive Device) attacks on 
Coalition Forces. 



\ 



On Sunday, September 02, 2007, at 0900 hours,( 

the Daura Power Plant. Upon arrival at the Power Plant, t 

. liaised with the head of security on the venue. While discussing recent security issues at the 

venue, TC 
Upon arrival of? 
the venue. SL 



"A was advised that there had been f our snipe r incidents at the venue in the last 30 days, 
"nshift Leader (SL),( JTC* ~ a dvised him of the recent attacks at 



iadvised the PSO, Al Dcleon, of these incidents. 



Was leading SL 



V 



de parted L Z Washington, via RSO Air, en route to 
Tactical Commander (TC),f . 



u 



At approximately 1225 hours, as the team was preparing to depart the venue, TC* __ 
r lup the stairs to the Landing Zone (LZ) to provide advance security for the departure of the 
principals. Upon arriving at the top of the stairs, TC Jwas engaged by two bursts from what he 
believed to be an AK-47 totaling approximately ten to fifteen rounds of small arms fire. One of the rounds 
struck the ground approximately 15 feet in front of TCf who immediately dropped to the prone 

position. TC Jin fear for his life m<i the lives of his team mates idenlified me tnreat an d — 
immediately fired ten to f ifteen rounds to stop the threat. As soon as the first rounds were fired, | __ J 
Shif t Lead er, 1 "jconlacted the PSO and advised him that there were shots fired at the LZ and to 

the principles. 

S hift Leader notified the Tactical Operations Center of the situation. RSO Air was also advised 
of the situation and suspended operations in support of the mission. At approximately 1250 hours, RSO A ir 
was cleared to resume air operations and recovered the principals and the members off ^ 
along with th e princip als flew back to LZ Washington without further incident. There were no injuries to the 
principals orl j team members during the attack .///End/// 



I 



-kit: 



• • • • • 
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U.S. Embassy Baghdad 

September 09, 2007 




Spot Report - 090907-01 



SUBJECT: Complex attack against COM PSD Teams 
REPORTING OFFICE: RSO Baghdad, Iraq 

SUMMARY: On 09 September 2007 at 1048, a COM PSD Advance Team 
providing support for a COM PSD escorting PRT principals received small 
arms fire (SAF). The advance team f 

of Amanant City Hall received SAF from 



approximately 200 meters south of their po sitions. The primary COM PSD 
team immediately moved their principals toi 



within Amanant City Hall. The Tactical Support Team (TST), tactically 
staged near the venue, responded to the scene and was attacked with SAF 
and RPG from multiple locations surrounding the venue. The TST returned 
fire and with the assistance of RSO air assets all teams (Advance, Primary 
and TST) returned to the International Zone without further incident. There 
was minor damage to several TST vehicles from SAF impacts and peripheral 
blast damage. One COM TST member received minor shrapnel wounds to 
his leg, later treated and released by medical personnel. 

RSO ACTION: The RSO TOC monitored and directed assets for 
assistance. U.S. Army was notified for fire support and safe extraction of 
all COM personnel if necessary. DS/CC was notified. 



• • • • • • • • • • • • 

•• • ••• • • • • ••• 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIE. 



LOCATION: Baghdad, Iraq 

DRAFTED BY: Rtf^ JSaias, JlS^^C ^aiSDdwgr, Baghdad 
APPROVED BY: Rran3©-Cofon;£RS(->BaglK?aa : : » : «* 
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SENSITIVE BUT UNCLASSIFIED 



UNCLASSIFIED BAGHDAD .,003076 



VZCZCXYZ0005 
RR RUEHWEB 



••• • • • • ••• • • •• •• 



de ruehgb #3076/01 25510^1; : • ; 

ZNR UUUUU ZZH J.» J # . J.. I'l I I I J.* 

R 121031Z SEP 07 

FM AMEMBASSY BAGHDAD 

TO SECSTATE WASHDC 334 6 

BT 

UNCLAS BAGHDAD 003076 
SBU 

DS, DSS, DSS/IP, DSS/IP/NEA-I, DS/IP/OPO, DS/ITA 

E.O. 1295B: N/A 
TAGS: ASEC 

SUBJECT: ATTACK ON A RSO PSD ADVANCE TEAM 

1. (U) SUMMARY: 

(SBU) On September 9, 2007 at approximately 1048 hours, a 
Regional Security Office (RSO) Personal Security Detail (PSD) 
Advance Team, providing security for a RSO PSD escort of 
three members of the Baghdad Provincial Reconstruction Team 

(PRT)and an interpreter, received small arms fire (SAF)at the 
Amanant Municipal Building in Baghdad. The PRT employees 
were evacuated without further incident by their primary PSD 
team and returned safely to the International Zone (IZ) . 
Immediately after their departure, the Advance Team and later 
three Tactical Support Teams that arrived to assist the 
Advance Team, came under heavy gunfire from outside the venue 
from approximately 30-50 gunmen armed with AK-47,s, hand 
grenades, and Rocket Propelled Grenades (RPG) . The teams 
successfully engaged the enemy and were able to return to the 
IZ with only a minor injury and minor damage to their 
vehicles. 

2. (U) DETAILS: 

A. (U) Security Escort and Support Request 



(SBU) On 07 September, a security escort request was 
submitted to the Regional Security Office (RSO) Tactical 
Operations Center (TOO to escort three PRT Baghdad members 
and their interpreter (hereinafter, the &Principals8 ) to a 
. 09 September meeting at the Amanant Municipal Building (grid 
coordinates , (hereinafter referred to as 

the &Venue8). A departure time of 1000 from PRT Baghdad 

(grid coordinates ! was requested with _a_ 

return time of 1330 hours. Pursuant to' _ . 

f \ th e RSO TOC_requested a t 



i 



B. (U) Approval and Assignment of RSO Security Assets 



1 (SBU) On 08 September the security escort request w, 
approved by the RSO High Threat Division (HTD) after a 



standard evaluation ii. uding the review of the 

The following RSO PSD assets were assigned by 

HTD to provide protection to the PRT Baghdad Principals: 

•• ••• • • • •• •• • ••• • ••» 

••••• • ••• ••••••••• 



~-"(SBU) Additionally, the following Tactical Security Teams 
were on stand-by to provide for a Quick Reaction Force (QRF) 
if required^ _ _ . 



C. (U) Details of Incident 



l.(SBU) The following has been compiled from debrief ings of 
the security personnel involved, a review of their statements 
and reports, and the RSO TOC event log. All times are 
approximate . 



2.(SBU) At 0945 hours, / arrived at the V enue and [,Tc,^ 

conducted an advance security sweep with J ■ and _ 

pre-posted s ecurity^ personnel . f 



J" After this deployment of 



5. (SBU) At 1048 houM, .tfrej ~ ~ _„ £ .. u 

reported additional SAF^rJ-gdj^tLrtg from cfae vicinjLty^joi tohe 
inter sections commcftii y.rEffcrjffi $<j, Ss .**_ *.* I *.* ,,l *.J 

and 

6. (SBU) At 1050 hours, the shift leader reported. the 
SAF had ceased. The RSO TOC first directed that and 

' ^and remain at the venue. responded that 



personnel, the t |" shift -leader reported to the RSO TOC 

that the Venue was secure for the arrival of - 

3. (SBU) At 1020 hours, \ J departed the PRT Baghdad and 
arrived at the Venue at 1029 hours without incident. The 
Principals were escorted to a meeting located on the seventh 
floor of the building. 

4. (SBU) At 1040 hours, the J shift-leader reported to 
the RSO TOC of having received Small Arms Fire (SAF). The 

1 "* of the building reported receiving one b'l,t~ 

"round of SAF impacting in their vicinity. The origin of the 

round could not be determined from the ' \unit. In response 

to the report of SAF, shift-leader instructed 

•/ to cancel the jneeting and move the Principals to their 

vehicles. While! was escorting their Principals to 

their vehicles, \ jper.sonnel observed the Venue's local 

security personnel putting on their body armor and 

distributing AK-47,s (NFI) . 



leiegram 



~~ | was loaded in cheir vehicles and prepared to dt^ .rt, 

and~that could cover their departure. Additionally, 

i Reported that RSO Air Assets were on site to escort 

jb ack to th e IZ. RSO TOC granted that request and 
instructed! J:o depart, following # ^ j.RSOJOC ^ 

instructed J. to Jefure t*e» intersection, of . . . . 

| J on the west -gidf ,P?,«»,riw t» haLp »Iear . 

path across Bridge! safely departed 

the Venue without encountering further gunfire. Following 
the departure of \ , all ! members returned to 

their vehicles and prepared to depart. 

7 (SBU) On departure,* "" ~ observed a number of Iraqi 
Army (IA) vehicles heading northbound in front of the Venue 
(note: this convoy was not engaged in the incident )_and after 
traveling approximately 300 meters from the venue,. , 

heard an explosion in the vicinity of the Venue. f 

continued to the IZ without further incident supported by RSO 
Air Assets. 

8. (SBU) After the departure of started 

receiving a large volume of SAF directed at them from across 
the street (west) to include multiple rocket propelled 
grenades (RPGs) . _J responded by manueverxng in their 

vehicles to' " .behind the Venue (note: still within 

the confines-cT~the~Venue) , and reported their situation to 
the RSO TOC. 

9. (SBU) In response to this contact, RSO TOC directed H 
V H to secure the intersection commonly referred to as — 

(_ immediately south of the venue. 

10 (SBU) ' moved from " '/ and arrived at the 

Venue and placed its vehicles between the Venue and the 
direction of the principal threat (coming from across the 
street, west of the Venue) . At approximately 1105 hours, 

i . reported to the RSO TOC of being engaged by heavy 

SAF and multiple grenades from gunmen located in multiple 
locations outside the Venue, with the heaviest concentration 
of gunfire coming from an area just across the street from 
the entrance/exit to the Venue (west). One grenade detonated 
near the rear passenger side of their Command Vehicle (CV) 
(minor damage) . ' I en a a a ed_vdjy^e„ : gu^^ 

north_and so uth u sing theirj . 

•also eng"ag¥d^meT~fTfiSg-at them from roof tops and windows 
from four buildings immediately to their west. Approximately 

10 gunmen were observed firing AK-47/s on their position 
over the short walls on top of these buildings and another 
five gunmen observed firing from positions in windows located 
on the top floors of the buildings. _ , also reported 
being engaged by SAF from the intersection commonly referred 

y y 3 where gunman were firing on 

their position from windows located on the third, fourth and 
fifth floors of the building (northeast corner of this 
intersection) . 

11 (SBU) Jal rivld* at. Itfe 'intej sej^on* 'known* as f"| 
— and were immediately* e^ga^M toy*S*F* 'I' I ' 

iuWn firing on thei r position from the rooftops of a Mosque 
just north of | 1 a round _building northwest of I 

I large building southeast of ! ; and a large building 

southwest of ' " There were approximately three gunmen 

per rooftop armed with AK-47,s and belt-fed machine guns. 



Additionally, there we t _ 4-5 gunmen firing from winaows <- 
t he four th and fifth floors of each of these buildings. 

returned fire with their issued weapons at all 
visible gunmen. 

12. (SBU) Supported by _ • » * ^aepartec the.Venwj* in 

their vehicles heading sdukh; tov«^9 # th».*ntersec»tio« ofj_.^-J 

l" 1 On departure, they were engaged by heavy SAF and RPG 

fire in frqntjpf the Venue. \ \ turned west at | J 

where I" 'was providin g securi ty and headed to the IZ 

across ] J followed by i 

13. (SBU) After the departure f rom !_ arrived 

from thg north at the intersection ofl /"and observed 

' I departing the area heading south then west through 

intersection' Due to unreliable communications, 

.. — — continu -^ _ south towards the Venue, then briefly 
'stopped in front of the entrance/exit at the Venue to 
determine if any other RSO Jieams^ were still at the Venue. 
Seeing no other RSO teams, [continued south to the 

intersection of\ j. They rec eived constant SAF in this 

area but did not return fire. I f had th e intersection 

blocked which enabled them to follow ____ /to Bridge | 

and the IZ. 

14. (SBU) having secured intersection! ^ followed 

~ to Bridge and the IZ. 

D. (U) Injuries and Damage 



(SBU) r 



damage 



J[: Personnel : No injuries. Vehicles: Minor 



(SBU) ~ ~): Personnel: The Shift-Leader received minor 

shrapnel wound"to his left-calf; Vehicles: Minor Damage. 

(SBU) " 'personnel: No Injuries .Vehicles : Minor Damage 

(SBU) ~~~}: Personnel: No Injuries. Vehicles: No Damage 

E.(U) Preliminary Findings Regarding EOF 



(SBU) Preliminary analysis of the Escalation of Force (EOF) 

by RSO PSD personnel for this incident reflects the EOF was 

within the Rules of Engagement (ROE) . 
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INCIDENT. REPORT 

msrA&UcwIffirtaddtliQTi'teDSJSPQZiiep&ttog- I I 

i • * ' • • • •«• • ••• •• •• 

Date of Report: 09 Sept 07 

Location: 

Task Order: 6 

Person Releasing Report: Anthony Sanganetti 

Title of Person Releasing Report: RSO TOC Commander 



(?) 



Date of Incident: 09 Sept 07 

Time of Incident: 1048 

Contractor Involved: Blackwater 

Detail Location of In cident: AmananJ Qty HaH[ 

Personnel Involved: 



i, an Advance Team providing support 
receivinpmallarrnsj^^ 
] of the venue. Upon receipt of the SAF ' i their 



incident Synopsis: On 9 Sept 07 at 1048 hours, \ { 
fori J at Amana nt City Hall, reported their 



principals to a secure location within the compound. Responding Tactical Support Teams 
(TSTs) were engaged with SAF and RPG from multiple locations surrounding the venue and 
returned fire. With assistance from RSO Air Assets all teams were able to break contact and 
return to the IZ without further incident. There was minor damage to several TST vehicles 
consisting of SAF hits and peripheral, blast damage. One CoM TST member rece.ved minor 
shrapnel wounds to his left leg and is being evaluated by medical personnel. 

Outline injuries if applicable: Minor left leg shrapnel wounds to one TST member 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 

Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 



Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 
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Blackwater USA 



vrter Action Report (AAR) I JVjjJI 



Date/Time of Statement 



^ 


Teamj. | 

* i \ 


Situation 

/ Extract 
Engac 


ion/Small Arms 
lement 


Location/Venue f #%-# .... . . ... . 

Amanat City Hall • - £ ; - - ; ; £ T', *• 

. mm* — B~H»»-« a m a aaa» M M M • a at 


Time Occurred 

••: ao*£rSBfs , :v 

m 4 #• • * M Ml M Oft • 


Date Occurred 

09Sept2007 



Incident Report BW 09 September 2007(1) Weapons Discharge Baghdad 



\jo\ 



The following After Action Report reflects, in summary, activ ities during a small arms 

engagement on Route r _ ', adjacent to Amanat City Hall (gridl . This incident 

occurred on 09 Septe mber 2007 at approximate ly 1 048 hours/ personnel involved in this incident ^ 

included the following"] ~ / ^7<^ 



On 09 September 2007 at approximately 0730 hours, jconducted a pre-mission brief at ) 

staging area. The brief began with intelligence passed on from the team intelligence representative which 
was received from the imbedded intelligence analyst forr^I] Detail - Rules ?f engagem ent and escalation of 

force were briefed per the Department ofj State Mission Firearms Policy by ■ Shift Leader (SL), 

' , The ve hicle configuration for the day was) 



At approximately 1 050 hours, t was staged at the Crossed Swords in support of multiple PSD team's 

operating in the Red Zone. At this time, a distre ss call c ame over , radio channel to the Tactical _ 

Operation Center (TOC) from , 'that theiri , were recei ving small arms fire on venue. j 

was the advance team for; _pfAnianat City Hall. I , was also on venue wthjhenprincipals. 

was ordered by the TOC to lock down the intersection commonly referred to as 



[".exited the International Zone (TZ) via C heckpoint! En-route to'_ 

immediate assistance of TST on venue > iadvised the TOC that a lan 



requested the 



(advised the TOC that a large n umber of Local National (LN) 

males were gathering body armor and AI^-47's just outside the venue. , advised that [ . was in 



the process of departing venue with their princi pals, howe ver, they w ere rece iving a large volume of gun fire 

along with Rocket Propelled Grenades (RPGs). I !j approached , venue from the north on 

Route 1 ,andP~ < SL placed thj; TST vehicles near the entrance of the venue between the threats 
and theleam to allow*" ,to safely depart the venue. 



Upon coming to a complete stop in front pf the venue, ' J was engaged by heavy small arms fire and 
multiple grenades. One grenade detonateil near the rearjjassenger side of the Command Vehicle (Bear Cat). 
Fearing for their lives and die lives of thejir teammates, .personnel engaged visible targets using 

Department of State iss ugd] ' 

1 "~~ " |SL immediately advised the TOC via ) j that' " J was being engaged 

by multiple gunmenT the heaviest conception of enemy gunfire was coming from the west side of Route 

directly across from the venue. e ngaged hostile individuals who were firing at them from 

rooft ops and wi ndows of the four buildinfes immediately to the teams west, directly in front of the venue's 
exit. ' i tunct pss observed appjoximately 10 gunmen holding their AK-47's over the short walls 

on top ofthe buildings and firing at' ~ ~ ^motorcade. Approximately five gunmen were also visible 

• • » •• •• • • ••• • ••• .a 
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Blackwater USA . tier Action Report (AAR) 




Date/Time of Statement 

10 September 2007/0800 hours 


» ^ 


Team , 


Srtuation 

/Extract 
Engac 


ion/omau Arms 
jement 


Location/Venue - 

Amanat City Hall • _> _> t .•]•••• • • «•••» • • 

" « 4* »• • • • • •••••• • 


Time Occurred 
• • ••«»• ••••• • M 


Date Occurred 

09Sept2007 

• 









throughout various windows located on the top floors of the four buildings to the west of, 



motorcade. 

| wa s also be i n g engaged by small arms fire from the intersection commonly referred to as' ^ 

' " \ Approximately five gunmen were observed shooting from the windows loca ted on | 
' the third, fourth and fifth floors of the building on the northeast comer of the intersection known as \_ 

: j made communications, via hand held radio with the) SL and coordinated ' _____ 

departure from venue and the route to be used. As • /departed . the ve mi& iSLgaye the order ^ , «' 

to break contact and follow directly behind j south toward] ( There v 

was constant enemy gun fire directed at _ along Route . while departing the area. 

(TST) had locked down the intersection of 7 and was receiving small arms fire at th at traffic c ircle. 

Reference js made to 1 report for complete details relative to this incident. While /was 

following ' j across Bridge 1 | was again engaged by small armsfire. The small arms fir e was \y 

received from approximately three gun men who were located south of Bridge _,on a roof top. As , 

' were traveling west from to Bridge^j they were stopped due to heavy traffic 

congestion. ' u Torder to clear lanes for the Chief of Mission PSD vehicles to get 

through. "~ . „ 

„ i,-'*' 

' returned to the IZ through Checkpoint ' twithout further incident. The _'SL ^ p 

received a minor shrapnel wound to the left calf, and the Command Vehicle sustained minor damage due to 

small arms fire and a grenade attack. ' was advised to return to parking lot to inspect the j 

Bear Cat and treat the individual wounded. All parties were apprised of the complete details of this incident. \j 

It should be noted that while in route to' ~ venue, Command Vehicle (Bearcat) was 

experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut down several 
times while en route, causing power steering and anything electrical to fail to include radio communications. 

This occurred approximately 10 times before arriving at position, causing a delay in our response 

to the emergency and endangering the team during the engagement.///END/// 
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Date • • * 

9 Sep 2007 I.* 3 


* • • • 4 

» • • 1 
» • • 4 
► • • • 4 


» • 
► • 4 
1 • • • 


^ppro*«f3§oVioure ••• •• 


Location 

WPPS Camp Baghdad, Iraq 



i. r 



u 



.hereby make the following statement at the request of 

f 'to~t.i r ?0 $ - fefa . . who has been identified to me as a Special Agent of the 

U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



was assigned as aj^ 



during the below incident. I swear that the below 



summary is a true and accurate representation of the events as they occurred. 



The following After Action Report reflects, in summary, 

engagement on Route \ ] adjacent to Amanat City Hall ( 

occurred on 09 September 2007 at a pproximat ely 104 8 hours. 
incident included the following: } 



j activities during a small arms 

This incident 
jpersonnel involved in this 



j conducted a pre-mission brief at ^ f 



On 09 S eptember 2007 at approximately 0730 hours, 

) t staging area. The brief began with intelligence passed on from the team intelligence 

representative which was received from the imbedded intelligence analyst for'^ j Detail. Rules of 

engagem ent and esc alation of force were briefed per the Department of State Mission Firearms 
Policy byf .Shift Leader (SL)/~ J The vehicle co nfiguration for the day was f 



u 



i 



At approximately 1 050 hours, jwas staged at the Crossed Swords in support of multiple 

PSD team's operating in the Red Zone. At this time, a distress call came overf radio channel 



.VT£, 
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to the Tactical Operation C^njej fTCfilfrpml • 1 tha1.tri bie* ; ;wefe gecei vino smal l arms p 

fire on venue. } was* the atfVarfce T63nf fcV* * _•* _.fet'Am£lhaVCity L Tiall. was also 

on venue with their princi pals, ( !was ordered by the TOC to lock down the intersection 

commonly referred to as I ,' 

jexited the International Zone (IZ) via Checkp oint^ En-route to ' 



requested the immediate assistance of TST on venue. 1 [ advised the TOC that a large 
number of Local National (LN}_rnales -were gathering body armor and AK-47's just outside the 

venue.! advised that -was in the process of departing venue with their principals, 

however they wer e receiving a large volu me of gun fire along with Rock et Pro pell ed Gre nades 

(RPGs). japproachedf /venue from the north on Route] ;and . _ SL 

placed the TST vehicles near the entrance of the venue between the threats and the team to allow 
T j to safely depart the venue. 



Upon coming to a complete stop in front of the venue, Jwas engaged by heavy small arms 

fire and multiple grenades. One grenade detonated near the rear passeng er side of the Command 
Vehicle (Bear Cat). Fearing for their lives and the lives of their teammates, ) _p_ersonnel 
enga ged visible targets using Dep artm ent of State issued \ 



jSL immediately " ^ l€ i p 



advised the TOCvia/ jthatf jwas being engaged by multiple gunm en. The heaviest 

concentration^ j5nemy gunfire was coming from the west side of Route) , directly across from 

the venue. 1 J engaged hostile individuals who were firing at them from rooftops and V 

wind ows o f the four buildings immediately to the teams west, directly in front of the venue's exit. 

i turret PSS observed approxi mately 10 g unmen holding their AK-47's over the short 

walls on top of the buildings and firing at ' motorcade. Approximately five gunmen were 
also visible throughout various windows located on the top floors of the four buildings to the west of 
I motorcade. 

Iwas also being enga ged by small arms fire from the intersection commonly referred to as 
_,. Approximately five gunmen were observed shooting from the 



windows located on t he third, fo urth and fifth floors of the building on the northeast corner of the 
intersection known as / 

L m ade communications, via hand held radio wi th theT" iS L and coordinated^, ^ b^c, p 

^departure from venue and the route to be used. As""" , departed the venue. SL v 
gave the order t o brea k contact and follow directly behind '__ ^south toward 1 , 

\ 1 T here was c onstant enemy gun fire directed atf ./along Routej 1 \, 

while departing the area, r ((TST) had locked down the intersection of l" *jand was 

receiving small arms fire at that traffic circle. R eference is m ade to( , repor t for , co mplete 

details relative to this incident. While ]~ Iwas following f a cross~~Bridgej _ ] 
was again engaged by small arms fire. The _small arms fire was_received from approximately three 

gunmen who were l ocated s outh of Bridge' .ion a roof top. As F ) were 

traveling west from I Jo Bridge /they were stopped due to heavy traffic congestion. f__J 

\ "'in order to clear lanes for the Chief of Mission PSD vehicles to get through. 
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, returned to the IZjthjoggh (jhecfcpoirjt^wrthou^fuijhji* inaident. fog 

eaa minor shrapnel wountfto the left rartf ,"%nd the'Cornrnand' Wrncte* sustained "minor 



Jwas advised to return to 



receiv 

damage due to small arms fire and a grenade attack. 1 

parking lot to inspect the Bear Cat and treat the individual wounded. All parties were apprised of 
the complete details of this incident. 



It should be noted that while in route to\ 



venue, 



r 



was experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut 
down several times while en route, causing power steering and anything electri cal to f ail to include 

radio communications. This occurred approximately 1 times before arriving at position, 

causing a delay in our response to the emergency and endangering the team during the 
engagement.///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



U 



./Command Vehicle (Bearcat) ^cMf 



Signed 


r. — ' 




Printed 


: , 




Address 

WPPJ 


I ' 

3 Camp Baghdad, Iraq 



W7C 



Subscribed and sworn to before me on this 11 day of September, 2007. 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 




£2 



Z7 



Address 
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Date J I J 


i • • • i 

> '• • i 
» • • t 

i • • • i 


I T 

» • • • 


, *PfljT>x.J33D0our$ •"•* 


Location 

WPPS Camp Baghdad, Iraq 



Uo\37 



h 7C 



. .hereby make the following statement at the request of 

_ , who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I, knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 

Incident 



I, ' was assigned as a 1 " jduring the below incident. I swear that the below 

summary is a true and accurate representation of the events as they occurred. 



The following After Ac tion R eport reflects, in summary, 1 
engagement on Route) adjacent to Amanat City HaiT(? 
occurred on 09 September 20 07 at approximately 1048 hours" 1 
incident included the following:} 



activities during a small arms , P 

. . . v This incident 

jpersonn el inv olved in this 



On 09 September 2007 at approximately 0730 hours.l conducted a pre-mission brief at 

\ ~~ )staging area. The brief began with intelligence passed on from the team intelligence 

representative which was received from the imbedded intelligence analyst for^ jDetail. Rules of 

engagem ent and escalation of force were briefed per the Department of State Mission Firearms 
Policy bv j Shift Leader (SL), , The vehicle configuration for the day wasj 



At approximately 1 050 hours, (was staged at the Crossed Swords in support of multiple 

PSD team's operating in the Red Zone. At this time, a distress call came over radio channel 



h>4 

I 
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to the Tactical Operat ion C<Jofer:(J.QG)f r©0! JlX^th3\Jh&ir\^__tjwer&j eceiving small arms 

fire on venue. l_|was th e advance team for at Amanat City Hall. 1 /vas also 

on venue with their princi pals. ;|was ordered by the TOC to lock down the intersection 

commonly referred to as j. 

) _ ; exited the International Zone (IZ) via Checkpojnt^ En-route to^ 3 

requested the immediate assistance of TST on venueA' jadvised the TOC that a large 
numbe r of Loca J National (LN) males^ were gathering body armor and AK-47's just outside the 

venue, f advised that • 'was in the process of departing venue with their principals, 

however .ttiev we re receiving a jarge volume of gun fire along with Rocket Propelled Grenades 

(RPGs). I /approached^ venue from the north on Route !, andf " SL 

placed t he TST vehicles near the entrance of the venue between the threats and the team to allow 
^2 to safely depart the venue. 

Upon coming to a complete stop in front of the venue, ^ was engaged by heavy small arms 
fire and multiple grenades. One grenade detonated near the rear passengej^s[depf Jhe Command 
Vehicle (Bear Cat). Fearing for their lives and the lives of their te am mates ,'" pers onne l 
en gaged visible targets using Department of State issued! 

f _ r „„„._ !SL immediately 

advised the TOC viat^ Ithat/ wasTfeTng engaged' by multiple gunmen. The heaviest 

concentration of enemy gunfire was coming from the west side of Route^~i directly across from 
the venue.f_______ /engaged hostile individuals who were firing at them from rooftops and 

windows gtTnVtour buildings immediately to the teams west, directly in front of the venue's exit. 

(l... ; turret PSS observed approximately_10_gunmen holding their AK-47's over the short 

walls on "top of the buildings and firing at I /motorcade. Approximately five gunmen were 

also visiblejhroughout various windows located on the top floors of the four buildings to the west of 
— Motorcade. 

1 . J^Jisi^ML0.9.en,9aged by small arms fire from the intersection commonly referred to as 

1 ^Approximately five gunmen were observed shooting from the 

windows located on thejbintjoijrth and fifth floors of the building on the northeast corner of the 
intersection known as ' / 



1 _^»»J' m ade communications, via hand held radio with the, . ... /S L and coordinat ed Team 

L departure from venue and the route to be used. As' jdeparted the venuaJ ; SL 

gave the order to break contact and follow directly behind ' sout h towar d) T T1 

1 .,. T here was constant enemy gun fire directed at j n ja[ong.Routel___ 

while departing the area. J~ *T"ST) had locked down the intersection of' 'and was 

receiving small arms fire aTthat traffic circle ...Ref erence is m ade to Yreportjpr complete 

details relative to this incident. While,' 'was following T .'"across Bridge; 

was again engaged by small arms fire. Thejjmall arms fire was recei ved from approxim ately three 
gunmen who were l ocated s outh of Bridge) _^on a roof top. As Teamsf j^ere 
traveling west from \ to Bridge" - ) they were stopped due to heavy traffic congestion. ' ~]_ 

f rTrTorder to clear lanes for the Chief of Mission PSD vehicles to get through. 



• • • • • • • • • • *• • • 

•• ••• • ••• • • • • ••• 
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^ /returned to the IZJtiroggti'et'ecfc:ppif3ti': fljjhouj further ingjdgrU. fb e SL 1 

received" a minor shrapnel wound to the left calf, and the Command Vehicle sustained minor " 

damage due to small arms fire and a grenade attack. . ?was advised to return to j, 

parking lot to inspect the Bear Cat and treat the individual wounded. All parties were apprised of 
the complete details of this incident. 



It should be noted that while in route to 



venue, 



Command Vehicle (Bearcat) 



was experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut 
down several times while en route, causing power steering and anything electricaMtoiail to include 

radio communications. This occurred approximately 1 times before arriving at[ position, 

causing a delay in our response to the emergency and endangering the team during the 
engagement.///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



Signed / I 


Printed " — •> 




Address 




WPPS Camp Baghdad, Iraq 





Subscribed and sworn to before me on this 1 1 th day of September, 2007. 




\y~7L 



U 

bye 



SPECIAL AGENT, UNfTED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



VrTnted 



^7 




• • • • • 


• • i 


• • 


• • • • 


• ••• 


• • • • 


• • • 4 


> • 


• • • 


• • *• • • 


• • • • • 


• • • • i 


» • • 


« • • 


• • • • • • • 
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.Appfox. f330rWurs: I* I I 


Location 

WPPS Camp Baghdad, Iraq 




.hereby make the following statement at the request of 



I'Uiif jo h ■■ ftctfc , who has been identified to me as a Special Agent of the 



Incident 

.1 



, was assigned as a _ during the below incident. I swear that the 

below summary is a true and accurate representation of the events as they occurred. 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



The following After Action Report reflects, in summary, 

engagement on Routed, i adjacent to Amanat City Hall [ 

occurred on 09 September 20 07 at approximately 1 048 hours. ( 
incident included the following ) 



activities du ring^ small arms 
~~ " .. This incident 

j personnel involved in this 



l?6 

W7£ 



O n 09 S eptember 2007 at approximately 0730 hours/___ i conducted a pre-mission brief at i]7£ ( 

staging area. The brief began with intelligence passed on from the team intelligence 
representative which was received from the imbedded intelligence analyst for _ Detail. Rules of 

engagem ent and esc alation of force were briefed per the Department of State Mission Firearms » ^ 

Policy by' \ Shift Leader (SL),r~ J The vehicle co nfiguration for the day was ■' ^ c 



f 



At approximately 1050 hours, _,was staged at the Crossed Swords in support of multiple p 

PSD team's operating in the Red Zone. At this time, a distress call came over_ , radio channel ' 
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to the Tactical Operatio n Center JTbSj^rom 1 •'• • ffiaffleVS" receiving small arms 

fire on venue. '. jwas foe a#v.anc,e tjapn J©jL«l_J^ 4 ^marjat«C^ity«yall. [ -was also 

on venue with their principals. ' /'was ordered by the TOC to lock down the intersection 

commonly referred to as r _ \~' 

i—i i 1 

\ ^exited the International Zone (IZ) via Checkp oint' 1 En-route to ' 

requested the immediate assistance of TST on venue. ' __ladvised the TOC that a large 
number of Local National (LNJjnales were gathering body armor and AK-47's just outside the 

venue. advised that) .was in the process of departing venue with their principals, 

however, they wer e receiving a large volume of gun fire along with Rocket Propell ed Grenad es 

(RPGs). [approachedF venue from the north on Route! !\and> .SL 

placedjhe TST vehicles near the entrance of the venue between the threats and the team to allow 

' J to safely depart the venue. ; 

Upon coming to a complete stop in front of the venue, _ was engaged by heavy small arms 
fire and multiple grenades. One greriade detonated near the rear passeng er side of t he Command 
Vehicle (Bear Cat). Fearing for their jives and the lives of their teammates, personne l 

^engaged [visible targets using Department of State issuedf j 

SL immediately 

arivised the TOC vial Hi that' jwas being engaged by multiple gunmen. The heaviest 

concentrati on of ene my gunfire was coming from the west side of Route' j directly across from 

the venue. ' engaged hostile individuals who were firing at them from rooftops and 

windows_ of the foufbuildinqs immediately to the teams west, directly in front of the venue's exit. 

[" /turret PSS observed approximajeJyJCLg.unmen holding their AK-47's over the short 

walls on top of the buildings and firing at j motorcade. Approximately five gunmen were 

also visible throughout various windows located on the top floors of the four buildings to the west of 

1 . motorcade. 

* . . H I was also being engaged by small arms fire from the intersection commonly referred to as 
' _ ]. Approximately five gunmen were observed shooting from the 

windows located on t he third, fo urth and fifth floors of the building on the northeast corner of the 

intersection known as [ 

1 _ jnade communications, via hand held radio w ith thel * SL and coordi nated Team 

departure from venue and the route to be used. Asf~ Helaparted the venue, . SL 

gave the order to break contact and follow directly behind .south toward [ . 

f . T here wa s constant enemy gun fire directed at r along Route / 

while departing the area. iTST) had locked down the int ersectio n of ' .and was 

receiving small arms fire at that traffic circle. Reference is made to f report for complete 

details relative to this incident. While] (was following ' _ ..across Bridge 1 

was again engaged by small arms fire. The small arms fire w as received from approximately three 

gunmen who were l ocated s outh of Bridge'^ on a roof top. As Jand were 

traveling west from\ _ jto BridgeLl they were stopped due to heavy traffic congestion. 

: in order to clear lanes for the Chief of Mission PSD vehicles to get through. 



/ 1 returned to the IZttJrtuJ3rtCriesknoint^witr^ SL' 

received a minor shrapnel wdufidlto trfe left calf* afrid the Corrflnaftd MeDlblefeifetained mi nor 
damage due to small arms fire ancfa grena*c*e attack*.* ** * <was advfs*ec**o return to' 



parking lot to inspect the Bear Cat and treat the individual wounded. All parties were apprised of 
the complete details of this incident. 



It should be noted that while in route^to 



venue, 



Command Vehicle (Bearcat) 



was experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut 
down several times while en route, causing power steering and anything electrical to faiho include 

radio communications. This occurred approximately 10 times before arriving at position, 

causing a delay in our response to the emergency and endangering the team during the 
engagement.///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 




Subscribed and sworn to before me on this 1 1 lh day of September. 2007. 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 




Address / 



Date • • • • • • 

9 Sep 2007 \ m * •.. 


i^fjrpx-. 1 ! 33 *! hours 




> • • • 
» • • 


Location 

WPPS Camp Baghdad, Iraq 



, hereby make the following statement at the request of 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



j was assigned as a' 



i.r__ _ 

summary is a true and accurate representation of the events as they occurred. 



jduring the below incident. I swear that the below 



The following After Action Report reflects, in summary, _ 
engagement on Route} ~! adjacent to Amanat City Hall i__ 



^activities. djurjng_a. small arms 
]. This incident 



occurred on 09 September 2007 at app roximately 1048 hours. 
incident included the following^ 



(Personnel involved in this 



On_09_September 2007 at approximately 0730 hours.f ^conducted a pre-mission brief at 

iStaging area. The brief began with intelligence passed on from the team intelligence 

representative which was received from the imbedded intelligence analyst for) J Detail. Rules of 

engage ment and escalation of force were briefed per the Department of State Mission Firearms 
Policy byf" (Shift Leader (SL), ' ) The vehicle configuration for the day was" - 



tip 



V 



At approximately 1 050 hours, was staged at the Crossed Swords in support of multiple 

PSD team's operating in the Re^JZona At this time, a distress call came overf radio channel 
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to the Tactical Operation CeDter tf*0Q)1ioffi [_7' .-JllJilJje&i "* ii were recei ving sma ll arms 

fire on venue. [_ _ ]was fJie*.a8vanfce.tefcm f£>«r *. '.aCAIflanat City ©all. was also 

on venue with their principals* 1 _* |was br&erecfbylfie TdC toloc , lTddw , n the intersection 
commonly referred to as i 1 ~~ 

\ 'exited the International Zone (IZ) via Checkpoint En-route to) ' 

requested the immediate assistance of TST on venue. 1 tadvised the TOC that a large 
number of Local National (LN) males were gathering body armor and AK-47's just outside the 
venue. ! 1 advised that / } was in the process of departing venue with their principals, 
however , jhey wer e receiving a large vojume of gun fire along with Rocket Propell ed Grenade s 

(RPGs). i ( approached ^ , venue from the north on Route , and ; SL 

placedjhe TST vehicles near the entrance of the venue between the threats and the team to allow 
to safely depart the venue. 

Upon coming to a complete stop in front of the venue.' -w as engaged by heavy small arms 

fire and multiple grenades. One grenade detonated near the rear passeng er side of t he Command 
Vehicle (Bear Cat). Fearing for their lives and the lives of their teammates; (personnel 
engaged visible targets using Department of State issued] 

]SL immediately 

advised the TOC via DPD thatl" iwas being engaged by multiple gunmen. The heaviest 

concentrati on of ene my gunfire was coming from the west side of Routed , directly across from 

the venue, f jengaged hostile individuals who were firing at them from rooftops and 
windows o f the four buildings immediately to the teams west, directly in front of the venue's exit. 
JE ~" turret PSS observed approximateJyJjLqunmen holding their AK-47's over the short 
walls on top of the buildings and firing atr 3 motorcade. Approximately five gunmen were 
also visible throughout various windows located on the top floors of the four buildings to the west of 
^motorcade. 

) ,was alsojpeing engaged by small arms fire from the intersection commonly referred to as 

I i. Approximately five gunmen were observed shooting from the 

windows located on th e third , fourth and fifth floors of the building on the northeast corner of the 
intersection known as' 



J made communications, via hand held radio with the SL and coordinated Team 

departure from venue and the route to be used. As| _ Id eparted the venue^ J. . ■ SL 

gave the order to bre ak contact and follow directly behind j ! sou th toward 

■ ,. Th ere wa s constant enemy gun fire directed at _ .! along_ Routei ~ / 

whileUeparting the area. TTST) had locked down the inters ection of l and was 

receiving small arms fire at that traffic circle. Reference is madejpj_ repornoj^cornQlete 
details relative to this incident. While 1 .was following ( across Bridgef I 

was again engaged by small arms fire. Thesmall arms fire was received from approxim ately three 

gunmen who were loc ated so uth of Bridge^ on a roof top. As Teams! .were 

traveling w est fro m' ~ to Bridge'"" they were stopped due to heavy traffic congestion. . 

■ in order to clear lanes for the Chief of Mission PSD vehicles to get through. 



returned to the IZ t0fQUfln«pbeckeoint. , *vill1<3utfUrt5e:tilci^ert. , Ttie. 



SL 



received a minor shrapnel wSuhcCfo trfe left caltfaid TtaeC©rjfcnS!hd VdHlcleJsfistained m inor 

damage due to small arms fire ana* a grena'cJe afta'ck** J*._*was*aoVise3*to return tol _ 

parking lot to inspect the Bear Cat and treat the individual wounded. All parties were apprised of 
the complete details of this incident. 



It should be noted that while in route tol 



venue, 



Command Vehicle (Bearcat) 



was experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut 
down several times while en route, causing power steering and anything electrical to fail to include 
radio communications. This occurred approximately 1 times before arriving at ______ position, 

causing a delay in our response to the emergency and endangering the team during the 
engagement.///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



Subscribed and sworn to before me on this 1 1 th day of September, 2007 



SignegL \ 


Printed ■ 

i 






_J . 


Address " " - — — . 




WPPS Camp Baghdad, Iraq 






SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 




PiTnteg/ 



» / 



Address 



fa gsr*/****:? jffa 




• • • • • • • 



• • ••« 
• • • « 



•Sag«»3 ofc 3 



• »•• •• 
• • • • • 

• ••• 



Date 1 

9 Sep 2007 I 


i • • • • < 
• • • < 
> • • • • < 


* • • 
» • • 
t • • • 


■giM ; ;•• j ;•• ;•, 

Approx,19^hopr?» ; ; 


Location 

WPPS Camp Baghdad, Iraq 



u 

[)0\W 



.hereby make the following statement at the request of 



J'H^x^c- (] ■ . ! wn0 nas Deen identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and 'truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for tHat action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



I, j was assigned as a" 1 _ during the below incident. I swear that the 

below summary is a true and accurate representation of the events as they occurred. 



The following After Action Report reflects, in summary, 

engagement on Route' {adjacent to Amanat City Hall ! 

occurred on 09 September 20 07 at approximately 1048 hours.) 
incident included the following: 



activities during a small arms 

. This incident 



personnel involved in this 



U 



On 09 September 2007 at approximately 0730 hours, /conducted a pre-mission brief at * 

'staging area. The brief began with intelligence passed on from the team intelligence 
representative which was received from the imbedded intelligence analyst for _ Detail. Rules of 

engagem ent and esc alation of force were briefed per the Department of State Mission Firearms 

Policy by ) Sh ift Leader (Stl),' , The vehicle configuration for the day was| 



4/ 



At approximately 1 050 hours, Was staged at the Crossed Swords in supjpprt of multiple 

PSD team's operating in the Red Zorjie. At this time, a distress call came over* radio channel 



to the Tactical Operation Ce6t$r(TOC5 from ; J I_JUIi!at^ i CLJLl! we B e ieceiying_smajl arms 

fire on venue. was'the'aciva^e'fe'arfi f5r , t__^>fAm*iafCitVHall. was also 

on venue with their principals. iwas ordered by the TOC to lock down the intersection 

commonly referred to as 

""exited the International Zone (IZ) via Checkpoin£~J^n-route to"" ~ 

requested the immediate assistance of TST on venue. ' _ _,advised the TOC that a large 
numbe r of Loca l National (LN) males were gathering body armor and AK-47's just outside the 
venue. _jadvised that r ~ * was in the process of departing venue with their principals, 
however, thev were receiving a large volume of gun fire along with Rock et Pro pelled Grenades 

(RPGs). approached /enue from the north on Route>_ { and _„ , SL 

jpjaced the TST vehicles near the entrance of the venue between the threats and the team to allow 
^Ito safely depart the venue. 

Upon coming to a complete stop in frjont of the venue, Jwas engaged by heavy small arms 

fire and multiple grenades. One grenade detonated near the rear passenger sideof the Command 

Vehicle (Bear Cat). Fearing for their lives and the lives of t heir teammates, , personnel 

engaged visible targets using Department of State issued ! 

' j SL immediately 

advised the TOC via DPD that JwasTelng'engaged by multiple gjjnmen. The heaviest 

concentration of enemy gunfire was coming from the west side of Route'__.. directly across from 
the venue. engaged hostile individuals who were firing at them from rooftops and 

windows o f the four buildings immediately to the teams west, directly in front of the venue's exit. 

' turret PSS observed approximately 1 gunmen holding their AK-47's over the short 

walls on top of the buildings and firing at . motorcade. Approximately five gunmen were 

also visible throughout various windows located on the top floors of the four buildings to the west of 
' .' motorcade. 



^.also being^naaged by small arms fire from the intersection commonly referred to as 
j. Approximately five gunmen were observed shooting from the 
wlnSowslocated on theJhirdUfourth and fifth floors of the building on the northeast corner of the 
intersection known as' j 



made communications, via hand held radio with the' • SL and coordi nated Team 

„ "departure from venue and the roijte to be used. As 1 ^ _departed the venue. .SL 

Q3^J^or6§iioJm^^ contact and follow directly behind / southtpward 1 

' ™"~*~* ^ * T here was constant enemy gun fire directed at __ _ along Route _ 

while cfepWriglhe area. fj"ST) had locked down the intersection of _ . -and was 

receiving small arms fire at that traff i^rctejieference is madeto * reportfoncgmpleje 

details relative to this incident. While f was following across Bridge . 

was again engaged by small arms fir^. Thesmall arms fire was recejy^from^p^roximately three 

gunmen who were located [south of Bridge' _on a roof top. As ,were 

traveling wesUrorn [ _/to Bridge! i they were stopped due to heavy traffic congestion. I_ ) 

~ jj n or d e r to clear lanes for the Chief of Mission PSD vehicles to get through. 



••• • • f •• •• • • ••• • ••• 

• • •• • • • • • • • • • • 

» • • • • • « »«• »«» »«» 
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returned to thej^jthjfugJn'ShfckpjiTrjt •^without furlfier jn<|i?JenV*3"he 



J3L 



received a minor shrapnel wcluid tQth$ jQftjsdf.^rtd Jlge (fo jimajid; y^gfe sustained minor _ 
damage due to small arms fire and a grenade attack. ' _ was advised to return to' 

parking lot to inspect the Bear Cat an'd treat the individual wounded. All parties were apprised of 
the complete details of this incident. 1 



_. Command Vehicle (Bearcat) 



It should be noted that while in route b _ t venue, 

was experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut 
down several times while en route, causing power steering and anything electrical to fail to include 

radio communications. This occurredlapproximately 1 times before arriving at"* position, 

causing a delay in our response to the emergency and endangering the team during the 
engagement.///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



Signed 



Address 



WPPS Camp Baghdad, Iraqi 



Subscribed and sworn to before me on this 11 day of September, 2007. 




U 

W7€, f 



Y 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



PrjjtfeU 



i i 

• • 9 



••PadV 3 if£ 3 



[)0 \ti 



ft) 




Date 

9 Sep 2007 



i Time 



■«• ii — 
• • • » 



! ArJprox^.l&anoitrs:' 



Location 

WPPS Camp Baghdad, Iraq 



lot , 



.hereby make the following statement at the request of 



j/liru U> f\ jlc h , who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and. truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I .'knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



_^ was assigned as a 



^during the below incident. I swear that 



the below summary is a true and accurate representation of the events as they occurred. 



The following After Action Report reflects, in summary, 

engagement on Routef ^adjacent to Amanat City Hall' 

occurred on 09 September 20 07 at approxim ately 1048 hoursT 
incident in cluded the following) 



i activities durin g.a. small arms 

/. This incident 

p ersonnel involved in this 



7 



On 09 September 2007 at approximately 0730 hours, 



conducted a pre-mission brief at 



' staging area. The brief beg&in with intelligence passed on from the team intelligence 
'representative which was received frjam the imbedded intelligence analyst foH_ Detail. Rules of 
engagem ent and escalation of force fA/ ere briefe d per the Department of State Mission^Firearms^ 
Policy by Shift Leader (Slf), ' ' : 



I The vehicle configuration for the day was! 



V 



At approximately 1 050 hours/ was staged at the Crossed Swords in sufipjort of multiple 
PSD team's operating in the RedZone. At this time, a distress call came ovei( /radio channel 



Pas* 1 af 3 



to the Tactical OperationjClnfer (TjOp)jf rorrt ,j_^ i _Jtlaat jh<Ji«\_X_j^wgrS receiving small arms 

fire on venue. was" trie advance* te»m»for»^»_*_J. at ArrJarZat.Clty*Hall. was also 

on venue with their principals. ' /.was ordered by the TOC to lock down the intersection 

commonly referred to as \ 



! exited the International Zorje (IZ) via Checkpoi nt! E n-route to 



requested the immediate assistance [of TST on venue. ' .jadvised the TOC that alarge w 
number of Local National (LN) males! were gathering body armor and AK-47's just outside the 

venue. f advised that/ was in the process of departing venue with their principals, 

however, they wer e receiving a large! volume of gun fire along with Rocket Propelled Grenades 

(RPGs). _ /'approached venue from the north on Route' , and _ ,. SL 

placedjhe TST vehicles near the entrance of the venue between the threats and the team to allow 
I Jo safely depart the venue. 



Upon coming to a complete stop in frpnt of the venue, |was engaged by heavy small arms 

fire and multiple grenades. One grenade detonated near the rear passeng er sid e, of the Command 
Vehicle (Bear Cat). Fearing for their lives and the lives of their teammates, /personnel 
engaged visible targets using Department of State iss ued"! 



| SL immediately 

advised the TOlXvW fth"aT 'was being engaged by multiple gunm en. The heaviest 

concentration of enemy gunfire was doming from the west side of RouteS /directly across from 

the venue. r _ _ engaged hostile! individuals who were firing at them from rooftops and 
windows of the four buildings immediately to the teams west, directly in front of the venue's exit. 

I turret PSS observed approximately 10 gunmen holding their AK-47's over the short 

walls on top of the buildings and firing at motorcade. Approximately five gunmen were 

also visible throughout various windows located on the top floors of the four buildings to the west of 
' f motorcade. 

t 

, was also being eng aged by| small arms fire from the intersection commonly referred to as 

I ' 3- Approximately five gunmen were observed shooting from the 

windowriocaWonTf ie third, f ourth and fifth floors of the building on the northeast corner of the 
intersection known as ' 



f made communications, via fiand held radio with the_ SL and coordinated Team 

^departure from venue and the rou!te to be used. As idgparted the venue^ SL 

gave t he order to brea k contact and follow directly behind , southjowaxd . 

\. Therewas constant enemy gun fire directed at _ ■ along Route 1 .. 

while departing the area. ' (TST) had locked down the intersection of _ . . and was 

receiving small arms fire at that traffic; circle. Reference is madejoi report for complete 

details relative to this incident. While 1 /was following _ across BridgeTT - 

was again engaged by small arms firp . The small arms fire was received from approximately three 

gunmen who were l ocated s outh of Bridge'^pn a roof top. As Teams! were 

t raveling west from) ~ ho Bridget they were stopped due to heavy traffic congestion. 

f HZ! 1 in order t0 cle£ M lanes for tne Cnief of Mission PSD vehicles to get through. 



i • • • • • • • • • • • • • 

» • • • # • • • • • • • *• • • 

-rw — w-w~m — • — m l « — r« ■ ■ ' — • — • • 4 1 • ST5~ 

Page 2 of 3 



, returned to thejfctfffligjf Cfeckpflat .*Mttibt]t?uBTifer3nCiTfery7he i.SL ( i*^. 

received a minor shrapnf[wc&nd 4§4hejeftj<»lf,lfid tfie tcWm^cJVer5cfe sustained minor 
damage due to small arms fire and a grenade , attack*\__2_l- • was'advised to return td 
parking lot to inspect the Bear Cat apd treat the individual wounded. All parties were apprised of 
the complete details of this incident.; 



It should be noted that while in route; to . venue, Command Vehicle (Bearcat) 

was experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut 
down several times while en route, oausing power steering and anything electri cal to faj j to include ^ 
radio communications. This occurred approximately 1 times before arriving at ' position, 
causing a delay in our response to the emergency and endangering the team during the 
engagement.///END/// 

I hereby swear or affirm that the infofmation contained in this statement is the truth to the best of 
my knowledge. 



Signed 



Printed 



WPPS Camp Baghdad, Irad 



Subscribed and sworn to before me on this 11 th dav of September. 2007. 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 

I 



Witness Signature 




Address 




(?) 









9 Sep 2007 : : :• : . : 


• • 

• • • 


Appro*. 1S3phojir$* j ; 


Location 






WPPS Camp Baghdad, Iraq 







.hereby make the following statement at the request of 



/tUrn-' Q-'Pefa , who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department* s 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and; truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I :knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



I, 



_^was assigned as aj 



(during the below incident. I swear that 



the below summary is a true and accurate representation of the events as they occurred. 



The following After Action Report reflects, in summary, _ r 

engagement on Route' J adjacent to Amanat City Halh 

occurred on 09 September 2 007 at approximately 1048 hours. 
incident included the following] 



activities du dpg^a small arms 

j. This incident 
)ersonnel involved in this 



On 09 September 2007 at approximately 0730 hours, ) conducted a pre-mission brief at 

f ^^staging area. The brief bega'n with intelligence passed on from the teamjntelligence 
representative which was received from the imbedded intelligence analyst for Detail. Rules of 
engagem ent and esc alation of force were briefed per the Department of State Mission Firearms 
Polic y by " ', Shift Leader (SLj) ' "" j The vehicle configuration for the day was' 



At approximately 1 050 hours, was staged at the Crossed Swords in s_up.pj^rt of multiple 

PSD team's operating in the Red Zorje". At this time, a distress call came over_ f radio channel 



> • • 
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V 



to the Tactical OperatiorCCferter (TQClfronJ J__^_Mbat thfjij _I_tJwpr$ receiving small arms 

fire on venue, r lvvbs*tt?9acfv<a*nc^te^rTi:faf. * ..* I A\ ArflaDaJ CJftT Hall. „ was also 

on venue with their principals, j fwas ordered by the TOC to lock down the intersection 

commonly referred to as 

~~ ) exited the International Zone (IZ) via Checkpoi nt!' ,_E n-route to 

requested the immediate assistance of TST on venue. advised the TOC that a large 

number of Loca l National (LN) male§ were gathering body armor and AK-47's just outside the 

venue. ,advised that was in the process of departing venue with their principals, 

however, they wer e receiving a large vo lume of gun fire along with Rock et Pro pelled Grenade s 

(RPGs). ' approached venue from the north on Route! land SL 

placed the TST vehicles near the entrance of the venue between the threats and the team to allow 
_ to safely depart the venue. 

Upon coming to a complete stop in front of the venue, , was engaged by heavy small arms 

fire and multiple grenades. One grenade detonated near the rear passenger si de of t he Command 
Vehicle (Bear Cat). Fearing for their iives and the lives of their teammates, J personnel 

engaged visible targets using Department of State issued/ ' t 

T ' |SL immediately 

' adviseTtrie'TOCrvia Ti " ~ TFiat^ ~ was being engaged by multiple gunmen. The heaviest 
concentrati on of enem y gunfire was poming from the west side of Route' _ directly across from 
the venue. r ^engaged hostile individuals who were firing at them from rooftops and 
windows of the fouF wildings immedjately to the teams west, directly in front of the venue's exit. 
I ~~] turret PSS observed approxi mately 10 gunmen holding their AK-47's over the short 
walls on top of the buildings and firinjj at I motorcade. Approximately five gunmen were 

also visible throughout various windows located on the top floors of the four buildings to the west of 
" motorcade. 

- « was a | s0 k e j ng en ga ged by small arms fire from the intersection commonly referred to as 

[ Approximately five gunmen were observed shooting from the 

windows located on th e third, fo urth &nd fifth floors of the building on the northeast corner of the 
intersection known as N 

j 

' 2i made communications, viaihand held radio with the' } SLand coordinated Team 

Adeparture from venue and the route to be used. As \ 'departed the venyg. , > SL 

gave the or der to brea k contact and jfollow directly behind _ so uth toward | 

> j. There was constant enemy gun fire directed at] along, Routed 

while departing the area. (_ (TST) had locked down the inte rsection of ) Land was 

receiving small arms fire at that traffic c ircle. R eference is madeto Irepo rt for com plete 

details relative to this incident. WhilejL ,was following .across Bridge! J 

was again engaged by small arms fine. The small arms fire wa s received from a pproximately three 

gunmen who were located south of BridgeI__on a roof top. As _____ vere 

tra veling west from * to Bridge """they were stopped due to heavy traffic congestion. ( 

"V in order to clear lanes for the Chief of Mission PSD vehicles to get through. 
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! returned to the E IhflJugB Chjckpofrfl jSrithtJjt fjiif{e*r frcj^ervj^he SL^ 



received a minor shrapnel «/vo&Rel tbufhtf iafttSff, atl tJigjirlLmaOd:Yehfte sustained minor, 
damage due to small arms fire and a grenade attack. ^/was advised to return to_ 



parking lot to inspect the Bear Cat and treat the individual wounded. All parties were apprised of 
the complete details of this incident. 



It should be noted that while in route to 



r 



venue, 



Command Vehicle (Bearcat) 



was experiencing serious mechanical problems. The Bearcat tactical vehicle used by TST shut 
down several times while en route, oausing power steering and anything electricaljo fail to include 

radio communications. This occurred approximately 10 times before arriving at' position, 

causing a delay in our response to the emergency and endangering the team during the 
engagement.///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



Signed 



-pri"TSfl1 



Address" 



J 



u 



WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 1 1 th dav of September. 2007. 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Address 



Pa§8 3 <Jf 3 * 



Blackwater USA 



After Action Report (AAR) 



Team 



Situation 



Date/Time of Statement 

10 September 2007/0800 hours 



jExtraction/Smafl Arms 



Location Venue 




, ! Tune Occurred 


Date Occurred 

OS September 
2007 


Am8nat City Hall' < 


i • i 


> • • • < 


> • yj^»w •• •! i 

> • • • • •: < 

> • • • • «| ■ 
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Incident Report BW 09-09-07 (1) Weapons Discharge Baghdad 



The following After Action Report reflects, in summary, V ] activities durin g a small arms 

engagement on Router adjacent to the Amanat City Hall { " This incident 

occurred on 09 Septem ber 2007 at approximately 1048 hours. |J personnel involved in this incide nt 

included the following ^ 



U?|13 



On 09 September 2007 at approximately. 0830 hrs, 1 Jconducted a pre-mission brief at ~ I staging ) ^ 

area. The mission brief included rules of engagement, firearms policy, escalation of force, and actions on 
contact in the event the team was attacked. The briefing also in cluded threat intelligence to include sniper 
activity, recent small arms attac ks, and explosive attacks! __ was the primary Tactical Support Team 
(TST) for the day and was on standby as secondary due to the light mission load. The vehicle 
configuration for the day wasj 



At approximatel y 1048 h rs,^ 



il y IU48 n rs,' ~) heard' "via(; fradio notify the Tactical Operations Center 
(TOC) that their] jwere receiving gun fire on venue. I . was an a dvance team for 1 at 
Amanat City Hajl. \ was also on venue with their principals. advised the TOC that" 

was lo ading their principals and preparing to leave. immediately loaded their vehicles at the 



staging area and prepared to assist if required 



A short time later, J id vised they were being engaged by enemy small arms fire and rocket propelled 

grenades. As f /left venue, S Irequested immediate TST support. ^ _ was ordered by the 

Tactical Operations Center (TOC) to depl oy and loc k downi_ in order to be in 

closer proximity to |(TST), who was responding to the venue. # 

I ('reported arriving on venue and immediately a dvised the y were being engaged by heavy enemy 

small arms fire and hand grenades. Reference is made tol repojtforoomplete details regarding 

their involvement in this incide nt A s hort time later, the TOC advised! to respond to t he venue 

from' 



jfby way of bridgef [ in order to assist with the extraction of" 



1 approached 



the venue from the north and immediately came under a he avy enemy small arms attack sh ortly after 
traveling south of the int ersection commonly referred to as J The enemy small 

arms fire was directed at 7 ,personael and vehicles, as evidenced by visible muzzle flashes and bullet 

impacts hitting around the team. The hostile fire wa^coming from various win dows, roo ftops of b uildings, 

and street level location s on the west side of Route' ^starting just south of I through to* 

1 Fearing for their lives and the lives of their teammates] turret and fire team 
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Blackwater USA After Action Report (AAR) j tfgff 



_ocation.Venue 

AmanatCity Hall] 



Situation 



Date/Time of Statement 

10 September 2007/0800 hours j 



Time Occurred 



Extraction/Small Arms 
Enga gement 



Date OccurreS 

09 September 
2007 



personnel eng aged identifiable targets_an_the_west side qf routel 

) 

"reported the contact to the TOC via- 



Jradio. 



1 using their Dep artment o f State 
Shift Leader (S/L) ^immediately 



i observed jdeparting the area south and 



While traveling south from] /to [ 

then west from Howard Bridge! . Throughout this incident, radio 

communications with the TOC and between teams w as often unintelligible and the status of COM (Chief of 
Mission) teams on venue became uncertain. stopped in front of Amanat City Hall in order to verify 

that all COM teams had departed venue. No other COM teams were visible on venue, the refore,! 
continued south toward' There was constant hostile gun fire directed at 1 along Route 

while departing the immediate area surrounding the venue. (TST) had ' " 1 locked down and 

was receivi ng enemy gun fire from buildings surrounding the i 'traffic circle. Reference is made to 
.report for complete details of their involvement in this incident .drove past J 

and onto Bridgef. held a position on the west end of bridge ^awaiting f _ j departure from 



Upon 1 



departing the immediate danger area. Teams 
congestion. I 



; departure, both teams continued west onto bri dgeT breakin g contact and 



converged on > 



due to heavy traffic 



v in order to clear lanes for the COM vehicles to get through. All 

teams entered the International Zone (IZ) through Checkpoint without further incident 

i personn el suffe red no injuries and no ; ] vehicles were damaged as a result of this incident. 

The TOC advisedl to go to Checkpoint f~ to continue covering COM teams that would be returning 

to the IZ. Upon completion of missions,/ (returned to the i staging area. All required parties 

were then apprised of the complete incident detailsV//END/// 
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Date • • < 

9 Sep 2007 : I ! 


i • • • • • 
> • • • • • 
• • • • • • • 


Appro** litetfhofirsV I : 


Location 

WPPS Camp Baghdad, Iraq 



U 



.hereby make the following statement at the request of 



who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



i was assigned as a 



,during the below incident. I swear that the 



below summary is a true and accurate representation of the events as they occurred. 



The following After Act ion Re port reflects, in summary, 

engagement on Routef Z| adjacent to the Amanat City HallT 



a activities durina .^.£ma)l arms 
. This 



incident occurred on 09 September 2007 at a pproximately 10 48Jiours^J_ 
involved in this incident included the following! 



■PersQnnei 



i 



u ■ 



On 09 S eptember 2007 at approximately 0830 hrs,' ^'conducted a pre-mission brief at 

1 , staging area. The mission brief included rules of engagement, firearms policy, escalation 

of force, and actions on contact in the event the team was attacked. The briefing also included 
threatjntelligence to include sniper activity, recent small arms attacks, and explosive attacks. 

jwas the primary Tactical Support Team (TST) for the day and' .wa s on stand by 

as secondary due to the li g ht mission load. The vehic le configuration for the day was' 



r 



•• • • ••• 
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At approximately 1048 htg - !" .^ hfeard".*. vfef ^^cOoWtftifptie Tactical Operations 
Ce nter (TOO that their^I I i'weVe»receiv^gur>firje€i>vlnuei 7!7 :.* was an a dvance t eam 
fort ~ at Amanat c7ty.j4alt ***~*was*also*on venue with their principals.!' 
advised the TOC that r _ was loading their principals and preparing to leave. 

a' 



i 



immediately loaded their vehicles at the' (Staging area and prepared to assist if required. 

A short time later, /advised they were being engaged by enemy small arms fire and r ocket 

propelled grenades.~A~s>~ left venue,' requested immediate TS T support ? 

was ordered b y the Jactical Operations Center (TOC) to deploy and lock dow n 

I ~ ) in order to be in closer proximity to 1 and ._ /TST), 

who was responding to the venue. 



reported arriving on venue and immediately advised the y were bei ng engaged by heavy 

enemy small arms fire and hand grenades. Reference is made to jreport for complete 

details regarding their involvement in this incident. A short time later, the TOC advised to 

respond to the venue from' 1 by way of bridge in order to assist with the extraction of 

I ( ' approached the venue from the north and immediately came under a heavy 

enemy small arms attack shq rtlv after traveling south of the intersection c ommonly r eferred to as 

\ j. The enemy small arms fire was directed at [.personnel and 

vehicles, as evidenced by visible muzzle flashes and bullet impacts hitting around the team. The 
hostile fire was coming from various windows, rooftops of_buildings, and street level locations on 

the west side of Routed ^starting just south off . ^through to' | 

Fearing for their lives and the lives of their teammates,r_ Jturret and fire team 
personnel engaged identifiable targets on the west side of route 1- . using their Department of 

Stated" ' Shift Leader (S/L){ 

immediately reported the contact to the TOC vial _ 4 radio. 



While traveling south from' " to _ Observed 1 . ideparting the area 

south and then west fromf jtoward Bridge[ j. Throughout this 

incident, radio communications with the TOC and between teams was often unintelligible and the 
status of COM (Chief of Mission) teams on venue became uncertain. [_____ (stopped in front of 
Amanat City Hall in order to verify that all COM teams had departed venue. No other COM teams 

were visible on venue, therefore, jcontinued south toward 1 J There was constant 

hostile gun fire directed at/ /along Route I [while departing the immediate area 

surrounding the venue. [ ; (TST) had' locked down and was receiving enemy gun 

fire from buildings surrounding the! Traffic circle. Reference is madetoT~ ; report for 

cnmpletejjetails of their involvement in this incident. * jdrove pasi_ land onto 

Bridge} " j held a position on the west end of bridgeL^awaiting i [departure from 

i _ ' Upon! i departure, both teams continue d west onto bridge^_breaking contact 

and departing the immediate danger a rea. Teams. ^ andi Converged on Bridge! due to 

heavy traffic congestion. I / in order to clear lanes for the COM vehicles to 

get through. All teams entered the International Zone (IZ) through CheckpointTIwithout further 
incident. 



! _;personnel suffered no injuries and no) vehicles were damaged as a result of this 

TncidenT The TOC advised to go to Checkpoint ^^o continue covering COM teams that 



would be returning tothiTZ. JOp'oB'cior&pletioH aTmisslSnfc, 1 :" j IJreWwied to the\ , 

staging area. All required partes we#e Jhenjagprifed o'fahe eom#e{eJn<jident details. ///END/// 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



Signed y— ^_ — ■ 

i 




Printed^ 




Address 

WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 1 1 th day of September, 2007. 



Witness Signature 




Address 



Signed <c^j/~~flJ~ ^ 


Printed . 

A AH 
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ft) 



Date !" .'. i 


• 




9 Sep 2007 : : :• : . : 


• • 

• • • 


Apprdx, t3?8 hduir : : 


Location 






WPPS Camp Baghdad, Iraq 







.hereby make the following statement at the request of 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident U<° 



, was assigned as a 



/during the below incident. I swear that the below 



176, P 



summary is a true and accurate representation of the events as they occurred. 



The following After Action J-teport reflects, in summary, i 

engagement on Route/, adjacent to the Amanat City Hall 



activities during a small arms 

This 



incident occurred on 09 September 2007 at approxjma^^ 
involved in this incident included the following! """""" 



./personnel— 



U 



(conducted a pre-mission brief at 



On 09 September 2007 at approximately 0830 hrs,' 

staging area. The mission brief included rules of engagement, firearms policy, escalation 

of force, and actions on contact in the event the team was attacked. The briefing also included 
threat intelligence to include sniper activity, recent small arms attacks, and_expjjasive attacks. 

) was the primary Tactical Support Team (TST) for the day and /wa s on standb y 

as secondary due to the light mission load. The vehicle configu ration for the day was / 
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At approximately 1 048 Org. I. j •J Oearfl !I _\«alJLJUra0idteotity the Tactical Operations 
Center (TOC) that thei r > « * I « Eweti~rfec€i vinfr gun fire'oii vfenue. S». I«* was an ad vance team 

for > ^at Aman at City Hal l. )was also on venue with their principals. 1 I 

advised the TOC that ! was loadingjheir principals and preparing to leave. \ j 

immediately loaded their vehicles at the) /staging area and prepared to assist if required. 

A short time later, 1 fadvised they were bein g engaged by enemy small arms fire and rocket 

propelled grenades. As ~ /left venue, requested immediate TST support. | 

was ordered by the Ta ctical Operations Center (TOC) to de ploy and lock down i 

in order to be in closer proximity to 1 ,and' I (TST), 

who was responding to the venue. 



_ reported arriving on venue and immediately advised they were being engaged by heavy 

enemy small arms fire and hand grenades. Reference is made to 1 /report for complete 

details regarding their invo lvement in this incident. A short t ime later, the TOC advised 1 j to 

respond to the ven ue from' by way of bridge 7 ~~ in order to assist with the extraction. of 

1 'approached the venue from the north and immediately came under a heavy 

enemy small arms attack shor tly after traveling south of the intersection co mmonly referred to as 

The enemy small arms fire was directed at' ^personnel and 

vehicles, as evidenced by visible muzzle flashes and bullet impacts hitting around the team. The 
hostile fire was coming from various windows, rooftops of buildings, and street level locations on 

the wes t side of RouteT ^starting just south of . ; through to 

' Fearing for their lives and the lives of their teammates, r turret and fire team " 

personnejengaged iden tifiab le t argets on the west side of route Wilde, using their Department of 

Stately " - ______ /Shift Leader (S/L)' 

immediately reported the contact to the TOC via|_ j radio. 




While traveling south from' Jto 1 [observed /.departing the area 

south and then west from f / toward Bridge^ 1 Throughout this » , p 

incident, radio communications with the TOC and between teams wa s ofte n unintelligible and the « 

status of COM (Chief of Mission) teams on venue became uncertain. . stopped in front of 

Amanat City Hall in order to verif y that a ll COM teams had departe d venue. No other COM teams 

were visible on venue, the refore, Continued south toward " / There was constant 

hostile gun fire directed ai Jalong Route'. i while departing the immediate area A 

surrounding the venue. "~ JTST) had .. locked down and was rec eiving ene my gun * 

fire from buildings surrounding the/ (traffic circ le. Refere nce is made to " ; report for 

complete det ails of their involvement in this incident. /drove pa^li and onto 

Bridge} .held a position on the west end of bridge^ awaiting _•{ departure from 

i Upon departure., both teams conti nu ed w est opto bridge 1 breaking contact 

and departing the immed iate danger area. Teamsi " l andPjsonverged on Bridge^_due to 
heavy traffic congestion. 1 in order to clear lanes for the COM vehicles to 

get through. All teams entered the International Zone (IZ) through Checkpoint£_without further 
incident. 



! personnel suffered jto injurie s and noi /vejijcles were damaged as a result of this 

incident. The TOC advised ~ 7 t0 9° t0 Checkpoint^ to continue covering COM teams that 



»• • • •« — • — •• - 1 ^ 



would be returning to trje tZ;JJponrxjTipletic>n«Qf missions: i ! !. rfetflrned to the _ 
staging area. All required ^aWesVerSibeti'appffeectOf thd conJpfete ificlfoent details.///END/.V 

I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 




Subscribed and sworn to before me on this 11 lh day of September, 2007. 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 
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1 'Extraction 


Location/Venue 

Amanat City Hall 


Tme Occurred 

1050 hours 


Date Occurred 

9 Sept 2007 



Incident Report BWOP-OD-O^l) Weapons Ettschaige Baghdad @^p^^^^>V^ 

The following After ActioV Report rrflVtt,^"simTMary:>" • • _ ^actMtiM during the extraction of Team ^ ^ 

_and' r &oni the Am anat City Hall and subsequent en gagement of hostile forces at the intersection 

commonly referred to as _ This incident occurred on 9 September 2007 at 

approximately 1048 hours. ' personnel hav ing an active roll in this incident included thp. fniinunno- 



On 9 Sept ember 200 7, at approximatel) 1048 hours^ 
ifrom J^who was at Amanat City Hall ' 



^were receiving small arms fire.l 



.Shift Lead er (SD heard a distress call on 
J-eported that their 



(had been on stand by awaiting an afternoon TTT mission. 



At approximately 1055 hours, 



conducted an emergency mission briefing. The mission brief 



included rules of engagement, firearms policy, escalation of force, and actions on contact in the event the 
team was attacked. T he briefing also included the venue location, teams at the venue, and the number of 
personnel. (immediately stood up and staged at Checkpoint^__and awaited further instructions from 

the Tactical Operating Center (TOO. The vehicle configuration was as follows: ! 



\V 



Shortly after _ L direct request for TST support, /reported a Rocket Propelled Grenade (RPG) 

attack directed at their venue. At t his time, the Tactical Op er ations Center (TOC) advised t o depart 

Checkpoint! __and go to the area off" j and secure the mtersectio^Tfor ^ 

egress. Throughout the rest of this incident, radio communications between the TOC and other teams was' 
intermittent at best. 



T departed Checkpoint ' 



engaged by small arms fire. 



land shortly thereafter arrived at 

: SI.' 



where they were immediately 



Jirnmediately notified the TOC they were being engaged with 

hostile forces. Enemy combatants were \isibly firing [personnel and vehicles fro m the m osque 

Northeast of , . , the round building Northwest of { a large building Southeast of' and a 

large building Southwest of ' jnzs being engaged from all of the rooftops mentioned above, 

by approximately 3 individuals per rooftop with what appeared to be AK-47's and belt fed machine guns. 
There were also approximately 4-6 individuals from the windo ws of each building on the 4 th and 5 th floors. 

All of the buildjngswere directly positioned facing \ In fear for their lives and the lives of their 

teammates, all 1 ..turret PSS eng aged identifiable threats with their Department of State issued' 1 



Shortly after j 



arrival at ' 



t left Amanat C ity Hall an d drove throu gh the \ ' 

intersection turning west toward s Bridge followed by f and _ , waited until all 

teams had safely driven through _ ."Reference is made to Team^ ~)and, reports for complete 



U 
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j Extraction 


| Location/venue 

j Amanat City Hall 


Tine Occurred 

1050 hours 


Date Occurred 

9 Sept 2007 



details relative to their rojr jnjtiiis yKydjnL » ." a flctnpted'to fopMctjhg TOC via' .to verify all 

COM PSD teams had leftihg at& vfith,liftiiteJi3cce%s? ' 



• ■ •• • 



• •• • • • • • 



• •• • •• • • 

• • • ••• 



.broke contact as soon as possible while covering the egress of all departing teams. ' j joined 

_4 and on Bridge(_ j where there was heavy traffic congestion. Once a lane wasTormed, all 



teams returned to the International Zone (IZ) through Checkpoint] without further incident. 



Upon return, it was confirmed there were no injuries to 1 t personnel. 1 lead vehicle 

received a single round to the driver's side window, and the follow vehicle received two rounds, on e in the 

driver's side window, and one round to the passenger side window which is located on the door. ' 

wasjadvised to stand by at Checkpoint|Tj to cover teams returning to the IZ. Upon completion of all missions, 
the[ SL apprised all necessary parties of the incident.///END/// 
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mm m mm m m m « 

Date •••• • • 

9 Sep 2007:.* :.. •.• :.. :*: .. 


UlTMk ••• ••• •• 

'Appro* t330*iciu.«; I.* 


Location 

WPPS Camp Baghdad, Iraq 



(J0147 



V7-7C 



.hereby make the following statement at the request of 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



1,-rC 



was assigned as! 



during the below incident. I swear that the below 



summary is a true and accurate representation of the events as they occurred. 



The follo wing After Action Report reflects, in summary, activities during the extraction of 

and ' from the Amanat City Hall and subse quent engagement of hostile forces at the 

intersection commonly referred to as 1 . This incident occurred on 

9 September 2007 at approxim ately 1 048 hours. ,personnel having an active role in this 

incident included the following: 1 I 



On 9 Septem ber 2007, at approximately 1048 hours, 
call on' ifrom ' , who was at Amanat City Hall I 

that their }. were receiving small arms fire. ' 

afternoon TTT mission. 



Shift Leader (SL) he ard a distress 
reported »?^» 



j had been on standby awaiting an 



^ conducted an emergency mission briefing. The mission 



At approximately 1055 hours, 

brief included rules of engagement, firearms policy, escalation of force, and actions on contact in 
the event the team was attacked. T he briefing also included the venue location, teams at the 
venue, and the number of personnel. ^ ^Immediately stood up and staged at Checkpoint 
and awaited further instructions from the Tactical Operations Center (TOC). The vehicle 
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configuration was aslfdl&vs :, 
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"/direct request for TST support, 



J reported a Rocket Propelled 



Shortly after ' _ 

Grenade (RPG) at tack directed at their venue. At this time, the Tactical Operations Center.(TQC) 

advised > _Jto depart Checkpoint/, land go to the area of . , 

and secure the intersection for Team egress. Throughout the rest of this incident, radio 

communications between the TOC and other teams was intermittent at best. 



/departed Checkpoint ; r f a nd shortly thereafter arrived at'. 



, , where they were 

immediately engaged by small arms fire. jSL Goss immediately notified th e TOC they 
were being engaged with hostile forces. Enemy com batan ts were visibly firing at ^ 
personne l and vehicles from the mosq ue North east of . the round buildi ng No rthwest of 
a large building Southeast of ;and a large building Southwest of Team 



was being engaged from all of the rooftops mentioned above, by approximately 3 individuals 

per rooftop with what appeared to be AK-47's and belt fed machine guns. There were also 
approximately 4-6 individuals from the windows of each building on the 4 th and 5 th floors. All of the 

buildings were directly positioned facing /_ In fear for their lives and the lives of their 

teamm ates, all turret P SS engaged identifiable threats with their Department of State 

issued/ I 



Shortlv after 



I arrival at 



/left Aman at City H all an d drove thro ugh the 



fallowed by _ and I 

H Reference is made tol 



and 



I intersection turning west towards Bridge^ 

waited until all teams had safely driven through 

! .reports f or co mplete details relative to their roll in this incident. ,'attempted to contact 

the TOC via\ to verify all COM PSD teams had left the area with limited success. 



/ broke contact as soon as possible while covering the egress of all departing teams: 

Jjoined and^Tl 01 " 1 Bridge___ where there was heavy traffic congestion^ Once a 

lane was formed, all teams returned to the International Zone (IZ) through Checkpoint ^without 
further incident. 



Upon return, it was confirmed there were no injuries to 1 



personnel. 



lead 



vehicle received a single round to the driver's side window, and the follow vehicle received two 
rounds, one in the dr iver's si de window, and one round to the passenger side window which is 
located on the door. 1 was advised to stand b y at Checkpoint_Tto cover teams returning to 



the IZ. Upon completion of all missions, ther 
incident.///END/// 



SL apprised all necessary parties of the 



• • • • 
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I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 







Signed | — 

! j 




Printed 


r 4 

i J 


Address — — ■ 

WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 1 1 th day of September, 2007, 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPfcOMATIC SECURITY SERVICE 



Witness Signature 



• • • 



• • • 
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Date • • • • • < 

9 Sep 2007: : :• : . : 


• • • 
» • • • 


"Tiqje • • • • • • 

Apbsoi. 1330:hc5ars : I 


Location 

WPPS Camp Baghdad, Iraq 



[)0\W 



.hereby make the following statement at the request of 



, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 



W6 

j was assigned as 



during the below incident. I swear that the below 
summary is a true and accurate representation of the events as they occurred. 

The following After Action Report reflects, in summary, , activities during the extraction of 

i jand'^from the Amanat C ity Hall and subse qujntejngagejiient of hostile forces at the 

intersection commonly referred to as^ I This incident occurred on 



9 September 2007 at approxi mately 1 048 hours. 
incident included the following) 



personnel having an active role in this 



f 



On 9 September 2007 , at approximately 1048 hours, 
call on' ^frorn j who was at Amanat City Hall]' 

that their' j were receiving small arms fire.' 
afternoon TTT mission. 



| . Shift I fia riar-fSU heard a distress V\^\ r ' 

| reported 

^Jhad been on standby awaiting an 



V 



At approximately 1055 hours, \ , conducted an emergency mission briefing. The mission 

brief included rules of engagement, firearms policy, escalation of force, and actions on contact in 
the event the team was /attacked. Th e briefing also included the venue location, teams at the_ 
venue, and the number of personnel. immediately stood up and staged at Checkpoint[_ 

and awaited further instructions from the Tactical Operations Center (TOC). The vehicle 
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was as%Wows:' 
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Shortly after' 



direct request for TST support, 



_ _ f departed Checkpoint^ and shortly thereafter arrived at 

immediately engaged by small arms fire. ,. SL V ^immediately notified th e TOC they 

were being engaged with hostile forces. Enemy com batants w ere visibly firing at ' 
personnel and vehicles from the mos que North east of .the round buildi ng Northw est of 

( fa large building Southeast of/ /and a large building Southwest of' _ Team 

) |was being engaged from all of the rooftops mentioned above, by approximately 3 individuals 
per rooftop with what appeared to be AK-47's and belt fed machine guns. There were also 
approximately 4-6 individuals from the win dows of .e ach building on the 4 th and 5 th floors. All of the 

buildings were directly positioned facing In fear for their lives and the lives of their 

teamm ates, all ' . turret PSS eng aged identifiable thre ats with their Department of State 

issued^ " •) 



left Amana t City Hall an d drove through the 
1 and 



Shortly a fter? .arrival at' 

I Intersection turning west towards Bridge*" " ollow ed by : 

waited until all teams had safely driven through ' j Reference ismade to . and 

reports for_complete details relative to their roll in this incident. r attempted to contact 

the TOC via^ to verify all COM PSD teams had left the area with limited success. 

"~ j broke contact as soon r as possible while covering the egress of all departing teams. 

_ (joined __ ]an~d 1 "on Bridge(_jwhere there was heavy traffic congestion^Once a 

lane was formedTall teams returned to the International Zone (IZ) through Checkpoint ^.without 
further incident. 



r 



lead 



Upon return, it was confirmed there were no injuries to^ _^ , personnel. _ _ 

vehicle received a single round to the driver's side window, and the follow vehicle received two 
rounds, one in the dri ver's sid e window, and one round to the passenger side window which is 
located on the door. _/was advised t o stand b y at Checkpoint to cover teams returning to 

the IZ. Upon completion of all' missions, the _ fSL apprised all necessary parties of the 

incident.///END/// 



reported a Rocket Propelled 



Grenade (RPG) at tack directed at their venue. At this time, the Tactical Operations Center (T OC\ 

advised _ to depart Chec kpoin t __and go to the area of ,j 

and secure the intersection for' egress. Throughout the rest of this incident, radio 

communications between the TOC and other teams was intermittent at best. 



. where they were ^ 



•• ••• • • • •• • ••• • ••• 



••••• • ••• ••••••••• 

I hereby swear or affiftti thaHhelnfoWlaflofl cJtJhtafMed1n*this Statement is the truth to the best of 
my knowledge. 



Signed — " 


i 




_-_^J 


Printed . . - 

( 




Ada re S3 - — - J 




WPPS Camp Baghdad, Iraq 





Subscribed and sworn to before me on this 1 1 ^ day of September, 2007. 



lo6 




SPECIAL AGENT. UNITED STATES DEPARTMENT OF STATE, DIPLOM/tfTIC SECURITY SERVICE 



Witness Signature 
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Blackwater USA After Action Report (AAR) 
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Date/Time of Statement 
090907/1130 hours 


-Name , < Team— 

(Shift Leader) i?-x_ ) > l 


Situation 

Contact On Venue 


Loeabon/Venue , 1 a 

Baghdad Amanat City Hall 


Time Occurred 1 Date Occuree 
1030 hours | 090907 


Incident Report Bw2w!4)!S*7 (» Contact Ob Venn* * • • 
••• • ••• • • • 
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• * 
» • • • 

> • • 

> • • • • 



0) 



u 



Jin relation to the events that occurred on 9 September 2007 at 



The following is a summary of the actions off 
Baghdad Amanat City Hall. ~ 

On 9 September 2007, at approximately 0815 hours, (conducted a pre-mission brief to outline the plan for 

conducting an Advance, in support off to the Saghdad Amanat City Hall) The brief was 

conducted in accordance with/ , Standard Operating Procedures (SOPs) and included the overall situation in 

Baghdad, mission brief, and rules of engagement. The intelligence portion of the brief highlighted threats specific to 
the venue and planned routes. Specific threats included reported sniper activity to the west, south and north of the 
venue, as well as the possibility of multiple SVBJEDs (Suicide Vehicle Borne Improvised Explosive Devices) in the 
vicinity. 

On 9 September 2007 at approximately 0915 hours, (departed the WPPS Camp in aT ^vehicle motorcade 

configuration! j At approximately 0930 hours, ' |arrivedon 

venue. Upon arrival, contact was made with the venue Point of Contact (POC),f J who is the h4> 

Director of Essential Services. Shortly thereafter,' ,set up security on the interior meeting room located on ^ 
seve nth floor (n inth American floor) along with exterior security. As part of the exterior security,! , deployed 
mree ) I and one Protective Se curity Specialist (PSS) armed with anl " , 

' _jof the venue. ^ ^ were utilized to ' 

conduct sweeps of the venue, vehicle traffic, entering the venue, and the immediate perimeter. With security set and 

( (completed^ ^notified the Tactical Operations Center (TOC) that the venue was secure for the arrival 

off 



reported 



At approximately 1 030 hours, (arrived on venue. At approximately 1 040 hours,/ 

to the (Shift Leader (SL)' [ thatuW " were receiving fire directed at their position 

of the venue. /SL immediately notified the TOC of the situation and provided a situation report. The ' 

SL advised ,to cancel the meeting and evacuate the principles to the trucks for immediate departure, while 

i remained in position in order to cover their evacuation. As 1 was escorting their principles to the 

vehicles, several members of /observed the City Hall security personnel putting on body armor and distributing 
. AK-47 weapons. At approximately 1 050 hours, the TOC instructed ' to hard point ' .at die venue. Team 
ISL notified the TOC that _ land all principles were secured in their trucks and were ready to depart the venue. 
At this time, due to the cessation of hostile fire and the supporting assets on station, ' / SL reque sted fr om the 

TOC that be able to depart without further delay. The TOC was also notified that ' were in 

position, along with RSO Air Assets, to cover ' egress back to the International Zone (IZ). The TOC granted 

permission for ' Jo depart the venue and they returned to the IZ without furtherincident As ' /departed, 
the I . SL called for all ( _ / to recover to the vehicles. At 1 053 hours,/ /was staged and ready to depart 
the venue when the team began to receive iheavy small arms fire and multiple Rocket Propelled Grenades (RPGs). 
The fire appeared to come from directly across the street (west) from the venue. The! .SL maneuvered all 
vehicles and personnel to die rear of the venue in order to gain cover and stand off from the immediate threat The 

, SL notified the TOC of the situation and coordinated with the Tactical Support Team (TST) and RSO Air to 
support the team's extraction from the venue. 

At approximately 1 055 hours, _ .(TST) arrived on the scene only to receive heavy machine gun fire, 
occupied a support by fire position which provided cover for 1 J-to exit the venue. Durine the departure,/ 
along with support assets was engaged witfi multiple RPG's and heavy small arms fire. . drove through the 
contact and relumed to the IZ without further incident /sustained neither injuries nor vehicle damage as result 
of this incident///END/// 
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Case Summary 
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This document was generated on a system classified for up to and including SBU information. 
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Case Title: 20070909 EOF Amanat City Hall 
Raven 9, 

Status: OPEN 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ INFORMATION 

Preliminary Inquiry: PQ-2007-05156 



Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

Violations: 

Nexus: 

TECS Lookout: No 



Source Organization: RSO TOC 

Name: RSCC 

Phone: 

Source Comments: 

Carpenter, Theodore ASAC BAGHDAD 
Lopez, Lisa M SA BAGHDAD 

Reta, Mario ARSO BAGHDAD 



Impact: 
Status: OPEN 



On 09/09/2007 at approx, _1045hrs reported that its 

started taking SAF. , was on scene with the principal. RSOair 

assetsjoere called in to provide overhead cover along with' 

and , All teams evacuated the are with only one team" 

member receiving a minor leg injury from shrapnel. 
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On September 10, 200? several "Region a\ Sf5C?u/ity.0fQc$r, (RjS<&) Pjr^nal Security 
Details (PSD) were intfefv&linWe &f^orc£ incidents SvSile 5t S*9 Ananat City Hall. 
There were was a minor injury to RSO personnel and property. The shooting was 
reported immediately to the RSO TOC (see team member statements for further details). 
The escalation of force was within the DS Embassy Baghdad Use of Force policy. 

Case Details 

On September 10, 2007 several Regional Security Officer (RSO) Personal Security 
Details (PSD), were involved in use of force incidents while at Amanat City Hall. • 



PSD) arrived at the scheduled venu e at 0945 and proceeded to conduct a security (^<r p 

sweep of the area withl jsecuri ty personn el. A three member" ' 1 

) unit was deployed! f of the building, along with a 

security specialist that was armed with anf t Once 1 3D was deployed and had 
secured the venue, the RSO TOC was notified that the venue was secured for the arrival 
of" i 



= ^ departed the International Zone (IZ) at 10:20 and arrived at the venue site at 

10:29 without incident, at which time the Principals were escorted to the meeting location 

on the seventh floor, f {Shift Leader (SL ) reported receiving Small Arms Fire 

(SAF) to the TOC at 10:40, _ I reported an SAF round impacting their 

vicinity, from an unknown direction.^ / SL instructed ' , to depart with 

Principals to their vehicles J jwas escorting Principles to their vehicles, and 

1 /team members reported seeing thevenue's local security personnel putting on 

body armor and distributing AK-47's. ,- _ /on the rooftop reported additional SAF at 
10:48 hours from the vicinities referred to as 

— / 



JSL reported cess ation of SAF at 10:50, and TOC requested that i and 

remain at the venue. ' repo rted that! _Jwas in their vehicles and were 

prepared to depart, with l / covering the depar ture. ' also reported that RSO 

air assets we re on site to help in escorting \ to the IZ. TOC granted the request 

fo r/ [.departure and instructed/^ , to secure the inters ection of^ j 

/ on the west side of the river in order to help clear js path 

across Bridge [ "} safely departed the venue, at which time) /moved back 

to their vehicles in preparation for imminent departure. 



departed and observed a number of Iraqi Army (LA) vehicles heading 
northbound in front of the venue (and not engaged in the incident), and af ter travelin g 
approximately 300 meters heard an explosion in the vicinity of the venue. >_ /started 
to receive large volumes of SAF, to include Rocket Propelled Grenades (RPG) from 
across the street (west).fV^: ••'pcgitiojiejl their.vehyjfs^jqhijid.a'h^f'pint in tne 



• • • 



I'., 

immediately to the south of the venue. 



venue. The TOC directed __i t0 secure an intersection known as J, located 



_ Amoved from *** !■■ .'arTd Irsi v&Cat trl e.Ate*ni2e^ positi(3aing its vehicles between 

the venue and the direction of the SAF. At 1 105, ; then reported receiving heavy 

SAF and RPG fire from gunmen located at m ultiple loca tions outside the venue, with the 
heaviest coming from acro ss the street (west). enga ged visible^gun men to their 

north and south using th eir . 

lalso engaged approximately 10 gunmen who 



were firing from rooftops and windows of four buildings t thejyest. * also 
reported SAF from intersection ' . where gunmen were 

firing from windows on the third, fourth, and fifth floors of the building locate don the 
northeast corner of the intersection. 



\ .arrived at the intersection known as * __, and were immediately engaged 

by SAF. Gunmen were observed firing from the rooftops of the mosque j ust n orth of 
l '_ J and the buildings located southeast, southwest, and northwest of . 

i ____2Jdeparted the venue towards"™" i, with ' providing support, and they 

were engaged by heavy SAF and RPG fire in front of the venue. * j turned west at 

^ wherej > was providing security and headed towards the IZ across bridge 

followed byT J 



Once^ .'departed,'' ^ , arrived from the north at the intersection of 1 

and observed ' , departing the area heading south then west through (."Due 

to unreliable communication, r I continued south towards the venue, briefly 

stopping in front of the entrance/exit, to determine if any RSO teams were still in the 

venue. noticed that there were no RSO teams at the venue and continued south 
i"- , 

on to (received constant SAF but did not return fire. was 

holding \ , / blocking traffic, which allowed _ the opportunity to follow 



I to Bridge and on to the IZ, followed. 



There was minor damage to RSO property/ vehicles and the I shift leader 

received minor shrapnel wound to his left calf. All members involved were interviewed 
by DS Special Agents Mario A. Reta and Ted Carpenter. See enclosed sworn statements. 
The escalation of force was within the DS Embassy Baghdad Use of Force policy. 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



Date of Report: 09 Sep CC7 



•• — r 



• • • 
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Location: Vicinity off 
Task Order: 6 

Person Releasing Report: Anthony Sanganetti 

Title of Person Releasing Report: RSO TOC Commander 



Date of Incident: 09 Sep 07 
Time of Incident: 1505 
Contractor Involved: Blackwater 

Detail Location of Incident: 1 2.9 miles southeast of LZ Washington tj"? £| f 

Personnel Involved: DOS Air Assets (Boeing Medium Lift 412) A/C 

Incident Synopsis: On 9 Sep 07 at _1505, Air 2 reported a down aircraft in the vicinity of| ■ 

| i X Air 2, flying in a/ aircraft configuratio n, wa s on return to LZ Washington y 

from Hillah REO with a total of 16 passengers when A/C .. was struck by an RPG. All 

personnel and most sensitive equipment was recovered, loaded onto the^ . aircraft and 

returned to LZ Washington without further incident. Army elements were briefed and air and 
ground units responded to secure the scene. Recovery of essential equipment from the downed 
aircraft was initiated and upon completion the remainder of the aircraft will be destroyed. 

Outline injuries if applicable: Head laceration to one IC who was treated and released. 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence; N/A 

Personnel Notified of Incident: RSO, HTP, BW AIR OPS, BW SDL, Ops Chief 



Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report 



12SEP07 
DTM Notes: 



From: Victor Esposito [mailto:vesposito@blackwaterusa.com] 
Sent: Tuesday, September 11, 2007 2:31 PM 
To: Isaac, Paul C; Danielle Esposito 

Cc: Kasey Johnson; DS HTPOPS; McKennan, John B; Richter, Jean C; Schaeffer, William T; Moneypenny, 
Kiazan; Hubard, Edmund W; Sincavage, Justine M 

Subject: RE: Incident Report BW 09-10-07 (1) Downed Aircraft due to enemy action 

Paul - 



Per your request, tlje .i© j.ure.d. pe,rsQ,nn.e]. ^e .ex&ect.e.d to make a 
full recovery and r»e|>osf: JbaokJ t'o^ w»rk|*witSi*n jth.5 Ji^xt few days. 
"__ lead 'pll'cJt •fCrt* trfe'dWwnVd Bel J?* 4*2 'received 

lower back pain and has since been released from the CSH, 



' - 1 received minor injuries as a result from the crash and 

! k lead aviation mechanic received a minor 

shrapnel wound to the head and has since been released from the 
CSH (injury occurred JJtutfegE ti\jS . r.e'co.verj/ief £ cjft )••. 



There were eight individuals onboard of the downed Bell 412 (see 
below names) ; 



Aircrew : 

" "" " Pilot 

Co-Pilot 
•"3] Door Gunner 
[boor Gunner 



• • • • • • • • • • • • 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting 

Date of Report: 10 Sep (3?. : • 5" '» \" 

Location: IVOT I.' I.. I.. 1*1 .•* ..'II I 

Task Order: 6 

Person Releasing Report: Anthony Sanganetti 

Title of Person Releasing Report: RSO TOC Commander 

Date of Incident: 10 Sep 07 

Time of Incident: Approximately 1545 

Contractor Involved: Blackwater 

Detail Location of In cident: 12 .9 miles southeast of LZ Washington 
Personnel Involved:^ Downed Aircraft Recovery Team (DART) 



Incident Synopsis: On 10 Sep 07 at approximately 1545 a Downed Aircraft 

Recovery Team (DART) was providing support for a downed RSO Air Asset. While providing 
security for the recovery of aircraft equipment the team and supporting U.S. Army units were 
engaged with SAF from various locations surrounding the crash site. Clearly identifying the 
sources of the SAF, members of the DART, along with members of the Army ground support 
units, returned fire to suppress the attack. Additional engagement of the threat was conducted by 
U.S. Army attack aviation. There were no injuries to CoM or US Army personnel. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



UD!53 
4/ 



Additional Reports Generated: DOS Spot Report. 



re) 




WPPS Camp Baghdad, Iraq 



u ■ 

^ c .hereby make the following statement at the request of 

, who has been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 18 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



Incident 

. j was assigned as a Protective Security Specialist during the below incident. I 

swear that the below summary is a true and accurate representation of the events as they 
occurred. 



The following after action report reflects, in summary, J activitie s duringa s mall arms , ^ p 

engagement with hostile forces at the crash site of a RSO aircraft at grid _ _ This ® ' 

incident occurred on 10 September 2007 at approximately 1 538 hours, The ' personnel 

involved in t his incident include the following;! T fefe 

— ■ , ; = 1 1,-7^ 



On 10 September 2007 at appr oximately 1500 hours, 1 received word an RSO air asset ^ 

had crashed, and an element of ! il would b e performing a Downed Aircraft Recovery Team > 

(DART) mission. DART team leader' iconducted a pre-mission brief at the LZ \ 

Washington hanger/staging area. The mission brief included rules of engagement, firearms policy, j 
escalation of force, and actions on c ontac t in the event the team was attacked. The briefing also 
included threat intelligence, from the i 'Detail imbedded intelligence analyst, to include sniper 
activity, recent small arms attacks and explosive attacks throughout the area of operation. 

All of the aforementioned DART^tpa^ft njen^efs^erelflo^ij tb'fheoraslf sjfs on two 412 medium lift 
helicopters. Once at the site, the»teasi3 ffcmafed;a .3g0. degtete oi!ter.perutietet around the crashed . 

aircraft to allow mechanics and air personnel toi 'the downed aircraft. Also located at the 

site were several US Army personnel in HMMWV's, a Bradley Armored Fighting Vehicle, and Army 
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Attack Helicopters circling ^fbofe'assistfng with^tesecflrity. ATrnyP^sonnel advised the team to 
watch for suspicious activity occurring in the tree line located on the southwest side of the site. 

Two clusters of buildings were observed in the immediate vicinity of the crash site. The first set 
was approximately 550 yards to the southwest of the site and the second was over 1200 yards to 
the west from the site. A tree line separated the two clusters of buildings. Shortly after arriving on 
location Army assets were observed in a firefight around the buildings located over 1200 yards to 
the west of the crash site. An Army Captain advised the DART element that several armed 
subjects in civilian clothing were seen running toward the buildings located to the southwest. The 
Captain stated Army attack helicopters engaged the subjects, however, they believed several of 
the armed subjects made it through to the buildings located at the southwest. 

. fel^f 

After several minutes on the ground,) (observed, through hisl ) ^ / 

rifle, several armed men in civilian clothing enter the buildings located toward the southwest. 

[ observed one of t he men enter a building and appear in a window with what appeared to 
be a scoped rifle.' \ advised all of the team members of his observations while closely 
watching the subject with the scoped rifle in the window. " , observed the subject present the 
scoped weapon pointing it in the direction of the team apparently about to. fire. Fearing for the lives 

of himself and his team, ; ^ fired his Department of State J jrifle at the suspect at which 

time the hostile suspect dropped out of site and did not appear again. 



Almost simultaneously, the team began receiving small arms fire from windows and rooftops of the 
buildings to the southwest, at ground level in a grassy area, and f rom th e tree line. All DART 
personnel repositioned in a line on the southwest except for PSSI _jwho remained to cover ^ 
the rear with an Army HMMWV and a MRAB Mine sweeping vehicle. Additionally, the little birds 
and medium lifts were landed a distance away to the northeast. DART and Army personnel 
continued to receive small arms fire from the above mentioned locations. Fearing for their lives and 
the lives of the team, all team member s except "" .returned accurate fire at visible threa ts, L 

using their D epartment of State issued' ~ ' "~_ ™ ^ r W<-\ " 

t Additionally, the Army engaged ttie same targets with their IBradley 25mm) main gun 

and .50 caliber machine guns. A US Army Captain met with DART personnel and advised he was N/ 
calling in an air strike. A short time later, the Army attack helicopters attacked the enemy firing 
positions stopping the threat. 



Team L eader, , ('accounted for all DART members and no injuries were reported. Upon 

I] the aircraft, the air mechanics and crew members were returned to LZ Washington via 

412 medium lift helicopters. Approximately ten (10) minutes later, the 412 medium lift helicopters 
returned to the crash site and picked up the entire DART element returning to LZ Washington. All 
team members and equipment were accounted for. No injuries or damage were reported. All 
Command members were later apprised of the complete details of the incident.///END/// 
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Thereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



Signed ^ I 




Printed j 

• / 




Address ■ 

WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 1 1 th day of September, 2007 



Signed 




Printed 



P^rA 'A. AoMm 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF.STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 








Printed 








Address 
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Date ••• ••• ••• 

.10 Sep 2007 


A'pprox. 20*30 flours 


Location 

WPPS Camp Baghdad, Iraq 



he ' 



w 



.hereby make the following statement at the request of 



, who has. been identified to me as a Special Agent of the 



U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the Department's 
Worldwide Personnel Protective Services contract, may be undertaken if I refuse to provide this 
statement or fail to do so fully and truthfully. I further understand that neither my statements nor 
any information or evidence gained by reason of my statements can be used against me in a 
criminal proceeding, except that if I knowingly and willfully provide false statements or information, I 
may be criminally prosecuted for that action under 1.8 United States Code, Section 1001. I agree 
that the statements I furnish and any information or evidence resulting there from may be used in 
the course, of disciplinary proceedings, which could result in disciplinary action, including dismissal. 



incident 



was assigned as a Protective Security Specialist during the below incident. I swear 



thattnebelow summary is a true and accurate representation of the events as they occurred. 

The following after action report reflects, in summary, '■ ^activiti es during a sm ajj arms 

engagement with hostile forces at the crash site of a RSO aircraft at grid _ .(This 

incident occurred on 1 September 2007 at approx imate l y 1538 hours. The f personnel 

invol ved in this incident include the following:^ 



u 



Received word an RSO air asset tyt j P 



On 1 September 2007 at approximately 1 500 hours, [ 

had crashed, and an element of ' ,'would be performing a Downed Aircraft Recovery Team 

(DART) mission. DART team leacIeT i conducted a pre-mission brief at the LZ 

Washington hanger/staging area. The mission brief included rules of engagement, firearms policy, 
escalation of force, and actions on c ontact in the event the team was attacked. The briefing also 
included threat intelligence, from the ; / Detail imbedded intelligence analyst, to include sniper 
activity, recent small arms attacks and explosive attacks throughout the area of operation. 

All of the aforementioned DART team members were flowri to the crash site on two 412 medium lift 
helicopters. Once at the site;tlje t&iji fQQrfed *a 3S0 cja flree:oater narignjter around the crashed 
aircraft to allow mechanics a?xf ai**D8*rsoi$nfeU©7 • Vthe&dv^ediaiTefeft. Also located at the 
site were several US Army personnel in HMMWV's7a~B"radley Armored Fighting Vehicle, and Army 



1,0 
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. Attack Helicopters circling atra^^istfog vfitji sije security* A^peJsbnnel advised the team to 
watch for suspicious activity occurring in the tree line located on the southwest side of the site. 

Two clusters of buildings were observed in the immediate vicinity of the crash site. The first set 
was approximately 550 yards. to the southwest of the site. and the second was over 1200 yards to 
the west from the site. A tree line separated the two clusters of buildings. Shortly after arriving on 
location Army assets were observed in a firefight around the buildings located over 1200 yards to 
the west of the crash site. An Army Captain advised the DART element that several armed 
subjects in civilian clothing were seen running toward the buildings located. to the southwest. The 
Captain stated Army attack helicopters engaged the subjects, however, they believed several of 
the armed subjects made it through to the buildings located at the southwest. 



After several minutes on the ground,' jobserved, through his ^ 

rifle, several armed men in civilian clothing enter the buildings located toward the southwest. ( 

I ^observed one of the men enter a building and appear in a window with what appeared to 

be a scoped rifle. ..advised all of the team members of his observations while closely 

watching the subject with the scoped rifle in the window. _ jobserved the subject present the 
scoped weapon pointin g it in the direction of the team apparentlyabout to fire. Fearing for the lives 

of himself and his team, fired his Department of State/ __jrifle at the suspect at which 

time the hostile suspect dropped out of site and did not appear again. . 



i 



Almost simultaneously, the team began receiving small arms fire from windows and rooftops of the 
buildings to the southwest, at ground level in a grassy area, and f rom the tree line. All DART u 6 
personnel repositioned in a line on the southwest except for PSS 1 I" - Who remained to cover 
the rear with an Army HMMWV and a MRAB Mine sweeping vehicle. Additionally, the little birds ■ 
and medium lifts were landed a distance away to the northeast. DART and Army personnel 
continued to receive small arms fire from the a bove m entioned locations. Fearing for their lives and 

the lives of the team, all team member s except' 1 returned accurate fire at vis ible threats 

using their Department of State issued / . ^ 

' { . Additionally, the Army engaged the same targets with their,Bradley 25mm main' gun 

and 150 caliber machine guns. A US Army Captain met with DART personnel and advised he was 
calling in an air strike. A short time later, the Army attack helicopters attacked the enemy firing 
positions stopping the threat. 

Team Leader r ~~ .accounted for all DART members and no injuries were reported. Upon ^ 
( j tn e aircraft, the air mechanics and crew members were returned to LZ Washington via 

412 medium lift helicopters. Approximately ten (10) minutes later, the 412 medium lift helicopters 
returned to the crash site and picked up the entire DART element returning to LZ Washington. All 
team members and equipment were accounted for. No injuries or damage were reported. All 
Command members were later apprised of the complete details of the incident.///END/// 
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I hereby swear or affirm that the information contained in this statement is the truth to the best of 
my knowledge. 



Signed — - — — ~\ 








Address-^. 

WPPS Camp Baghdad, Iraq 



Subscribed and sworn to before me on this 1 1 th day of September, 2007 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 




Witness Signature 



Printed 



Address 



• • • • • • • • • • • • 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



hie 



Location: IVO 1 
Task Order: 6 
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Person Releasing ive^i ■-• . - 

TUle of Person Releasing Report: RSO TOC Commander 



1 



Date of Incident: 10 Sep 07 
Time of Incident: 1620 
Contractor Involved: Blackwater _ 
Detail Location of Inodent: IVO 
Personnel Involved: 1 . — J (TST) 

Incident Synopsis: On 10 Sep 07 at approximately 

(TST) was providing support for the downed RSO A.rAsseL Whil pp s ^ f ^ ^ 

atC - , a truck aggressively approach ^ ™ f d force , the rear turTe t PSS of 

ob^veral verbal and visua warnings to stop. In a es Ration ot to ^ ^ 

the ERV fired one (1) ^ Wound from _h» ^ damage t0 any COM assets 

immediately stop. There were no injuries to COM personnel anu & 
Vehicles The team continued with their mission in support of COM PSD teams. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 



v 



Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report. 



tlx 
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Bell 412 Manifest 

HILLAH - WAHP 



0\57 



# 


Name 


SSN 
(Last 4) 


Blood 
Type 


Pax Weight 
w/PPE 


#of 
Bags 


Baggage 
Weight 


Reason for Travel 




AiK*aft;tf ~~ : " ^ 
















I 












180 


1 


23 


R&R 


2 












230 


1 


13 


R&R 


3 












210 


1 


17 


R&R Uo£ 


4 


J 










290 


1 


45 


. R&R U ^ 




Aircraft' iPf 
















/ 


5 


■ - , 










200 


1 


15 


R&R 




6 










210 


1 


10 


R&R 




7 










230 


1 


21 


R&R v 




8 






r 




250 


1 


39 


R&R 




-i 

Aircraft 3^ 
















9 
















10 
















1 1 
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Aircraft : 4 : ; 
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Admin notes: 



The 4 1 2 manifest will accompany the ATO anytime you are specifically requesting transportation 

by the medium lift helicopters. The BW Air Asset Controller needs all of the above information before 

transportation will be scheduled. 

Pax Weight should include the weight of any PPE being worn or carried 



Email to: baghdadpsdreouests@state.gov. ; * .J ; 

ATTN: Air Asset Controller \l .,1 I ..I : ..* *.* 
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Blackwater Air 
Air Tasking Order Request" 



So 



Recommend that the RSO TOC receive the tasking NLT 1630, so they have at least 30 minutes to deconflict and publish this ATO. Because of the 
complexity of multiple users, the ATO m3sl])e;piJblifhed"ynd notwjven»*erbsJly. «0&ao*irse, vefbal earning orders are always welcome (especially 
for long range missions), but they are onlj tojbejersed Js a hjads ug. Normal tacking sfiall b| inforitteji format and sent out via email to Blackwater 
Operations in the RTOC. At times the fortHat of the ATO riwy*e adjusted*/ macfifi&l & mai5taCn.Q,P$SC. 



Open 

To be completed by requester: 

DATE Air Support Required: 

USER (Company / Unit being supported) 



10-Sep-07 

RSO 



LEG 1: START TIME: 0830 

MISSION TYPE: Passenger(s) 
Acft and Number Requested: 2 412 (Med. Lift) 
START POINT: ZJ. VENUE: 

DESCRIPTION: Move 2 Pax and Cargo to Hillah 



END TIME: 



UTC 



END POINT: Hillah 



END TIME: 



UTC 



LEG 2: START TIME: TBD 

MISSION TYPE: Passenger(s) 

Acft and Number Requested: 2 412 (Med. Lift) ^ 
START POINT: Hillah VENUE: END POINT: Camp Echo I _ 
DESCRIPTION: Pickup 8 pax to Camp Echo and Remain on Station 



LEG 3: START TIME: (1430) 

MISSION TYPE: Passenger(s) 

Acft and Number Requested: 2 ; 

START POINT: Camp Echo' _ 

DESCRIPTION: RTB 8 Pax 



END TIME: 



UTC 



412 ( Med. Lift ) 



VENUE: 



END POINT: Hillah 



LEG 4: START TIME: TBD END TIME: 

MISSION TYPE: Passenger(s) 

Acft and Number Requested: 2 412 (Med. Lift) 

START POINT: Hillah VENUE: END POINT: 

DESCRIPTION: RTB 8 Pax to WAHP 



UTC 



LEG 5: 



START TIME: 



MISSION TYPE: - 
Acft and Number Requested: 
START POINT: 
DESCRIPTION: 



VENUE: 



END TIME: 



END POINT: 



POC: 

Approved by: 



Name: 

Date: 

Time: 



jPSD Detail Leader 

Bill Embry ARSO 

5-Sep-07 

1425 



l.'i IU H 'ill) I*. li 



Mission Number: 



Blackwater Aviation POC: 



Communications: 



Frequencies / Channel: 



Route(s): 

Actions on Contact: Downed ^e^icte? PrficedifreJ: 
Downed A»iilraf*£rece<3i3re*s: 



Remarks: 





Belf4 ^'Manifest 

WAHP - HILLAH 




# 


Name 


SS1M 
(Last 4) 


Blood 
Type 


Pax Weight 
w/PPE 


#of 
Bags 


Baggage 
Weight 


Reason for Travel 




Aircraft^ f 














I 




-p, p- 


TBD 


250 


1 


45 


Penni g£ t 


2 


/ 




, — i 

r 


225 


2 


140 


BW 


T 
J 
















4 


















AiJ**alft2i( ' 














5 


5 Bags of Dog Food 








5 


200 


Drop in Hillah 


6 


2 Pelican cases 








2 


100 


Drop in Hillah 


7 
















8 


















, — i 

Aircraft M j 














9 
















10 
















1 1 
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Admin notes: 



The 412 manifest will accompany the ATO anytime you are specifically requesting transportation 

by the medium lift helicopters. The BW Air Asset Controller needs all of the above information before 

transportation will be scheduled. 

Pax Weight should include the weight of any PPE being worn or carried 



Email to: baghdadpsdrequests@state.pfty •• 
ATTN: Air Asset Controller 
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Bell 412 Manifest 

fflLLAH - CAMP ECHO - HILLAH 



# 


Name 


SSN 
(Last 4) 


Blood 
Type 


Pax Weight 
w/PPE 


#of 
. Bags 


Baggage 
Weight 


Reason for Travel 


if 
















I 








T 

J 


250 




10 


Principal ^nC 


2 












300 


1 • 


20 


Medic 


-> 
J 
















20 


Principal / 


/ 4 




/ 






T 
J 


200 




20 


PSD | 




A^ircrfaft-2.f 


















. 5 













240 


1 


25 


Principal 




6 












210 


1 


15 
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Admin notes: 



The 412 manifest will accompany the ATO anytime you are specifically requesting transportation 

by the medium lift helicopters. The BW Air Asset Controller needs all of the above information before 

transportation will be scheduled. 

Pax Weight should include the weight of any PPE being worn or carried 



Email to: baghdadnscl requests@state.gw •• ••• • ••• ••• *•• 

— = 1 3 ■■ * • ••••••• ••• • ••••• 

ATTN: Air Asset Controller • • • ! • ? • • • • ? • • • • • 



Synopsis 

On September 10, 2007* Ckiaf- of Mjssion.tCC^PersoQai Sp c^ty.petail (PSD) was 
involved in a use of fonjs infffdeijt Jffer suj)jjort«of racoyefy ope&tioijs for a downed RSO 
air asset. There were no*£nown injuries VdarrMges* to COM property er personnel. The 
shooting was reported immediately to the RSO TOC (see team member statements for 
further details). The escalation of force was within the DS Embassy Baghdad Use of 
Force policy. 

Case Details 

OnSeptember 10, 2007 a Chief of Mission (COM) Personal Security Detail (PSD), 
"~~ |i was involved in use of force incidents after support of recovery operations for a 

downed R.SO air asset. I } members noticed a vehicle that had swerved around 

stopped traffic and drove towards the motorcade, disregarded verbal and arm/hand 
signals, and being driven in an aggressive manner by a male. The PSD member fired a 
pen flare which hit the windshield of the suspicious vehicle and was ignored. The PSD 
member then fired multiple well aimed shots at the vehicle, striking and disabling the 
vehicle. The use of force was reported to the shift leader, and then reported by the shift 
leader to the RSO TOC. 

There was no damage to COM property or personnel. All members involved were 
interviewed by DS Special Agent Kory Hammond and Kevin G. Tehan. See enclosed 
sworn statements. The escalation of force was within the DS Embassy Baghdad Use of 
Force policy. 



• • • •• • • • • • • • • • 
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U.S. Embassy Baghdad 



September 10, 2007 




Spot Report -091007-01 



Vehicles 



Subject: PSD Team EOF on Aggressive 
Reporting Office: RSO TOC - Kirkuk 

Summary: On 10 September 2007, a Kirkukr^ZZZ^COM ?SD 
motorcade f~J en-route from the Kirkuk Regional Embassy Office 
(REO) to PafrdBase Andrea, Sulimaniyah encountered two aggressive 
vehicles (Black BMW & White Toyota Land Cruiser). 

At 0730, the motorcade was traveling east on ASR(_ 1 in the City of 

Chamchamal Province C™ • As the motorcade was entering the province 
the rear gunners in the rear vehicle (CAT) noticed a noticed a black BMW 
with 1 military aged male approaching the rear of the motorcade at a high 
rate of speed. 

The left rear gunner moved to the gunner's hatch through the roof of the 
CAT vehicle and began giving hand and arms signals to the driver to stay 
back The right rear gunner then opened his door and utilized hand and arm 
signals in an attempt to signal the driver. When Aevehiclc continued its 
approach, the right rear gunner then pointed his * the vehicle while 
using left hand signals in an attempt to stop the vehicle The aggressive 
vehicle continued to close in on the rear of the motorcade, disregarding as 
well, the "Stay back 100 meters" sign written in English and Arabic on the 
rear of the CAT v^fticTg. : : : .•• "\ **: 



• • • • • 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



At approximately " meters out from the follow vehicle, the left rear gunner 
discharged one pe^e-fr^d * BMWrTteMa* BMW 

continued its approach' at«wKkfc«mrfl» Jtftrt* gunaer.ta&arged one 

round into the grill of the vehicle. The BMW then stopped and pulled oft 
the shoulder of the roadway. The left rear gunner did not notice any injuries 
to the driver of the black BMW, and the motorcade continued on its mission. 

At 0800, the motorcade approached -a checkpoint^ 



prior to entering Sulimaniyah Province and was stopped in a bubble 
formation awaiting clearance. All vehicles to the rear of the motorcade had 
come to a complete stop, approximately 100 meters to the rear. The left rear 
gunner moved to the gunner's hatch through the roof of the CAT vehicle and 
noticed a white Toyota Land Cruiser passing the stopped vehicles at a high 
rate of speed. The left rear gunner noticed the vehicle pick up speed at 
which time he discharged 2 pen flares for the vehicle to stop. The vehicle 
then stopped and pulled to the shoulder of the roadway. 

The motorcade continued on its mission with no further incidents. There 
were no COM Principals in the vehicles during these incidents. 

RSO Action: PSD members will be debriefed and written statements will 
be taken. RSO will complete an ROI and provide documentation to the 
RSCC upon completion. 

Locations: Chamchamalf, 

Sulimaniyah CP! _ "', . ' 

DRAFTED BY: Michael D. Rohlfs, RSO Kirkuk, Iraq 
APPROVED BY: Ricardo Colon, DRSO Baghdad 



••• • • • • • ••• • • • 
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Case Summary 
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(^a^w^H GO 

This document was generated on a system classified for up to and including SBU information. 



Up 



lRS-2007-00327: 20070910.EQF Kirkukjrcig 



; REGIONAL SECURITY 

! BAGHDAD #: BAGHDAD-2007-00103 

Required Case Info 

Case Title: 20070910 EOF Kirkuk, Iraq 

Status: OPEN - PENDING CLOSING ROI 

Case Type: ADMINISTRATE 

Program Type: REGIONAL SECURITY 

Categories: 

■ GENERAL 

Preliminary Inquiry: PQ-2007-05208 

Optional Case Info 
Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

■ IRAQ 

Violations: 
Nexus: 

TECS Lookout: No 



Case Origin/Source 

Source Organizatioju, Department of State, 
^ COM PSD Team! ^ 

Name: RSO Kirkuk, Iraq Michael D. Rohlfs 

\s, Phone: (202)^ ^ 

Source Comments: 



• •• ••• • • . 

••• ••• ••• 



.«....»... *...». . .,-.». 

••• ••• 



• •• ••• ••• ■ •_. • • 

• • ••• • ••• • • ••ImpBCtk • • ••• 

Status: OPEN - PENDING CLOSING ROI 



Synopsis 

On 09/10/2007, a Kirkuk'_ 



JCOM PSD motorcade _, en- 



route from the Kirkuk Regional Embassy Office (REO) to Patrol Base Andrea, 
Sulimaniyah encountered two aggressive vehicles (Black BMW & White 
Toyota Land Cruiser) along two different points of the route. The BMW pulled 
off only after being engaged with one pen flare and one I \round into the 
grill. The Land Cruiser pulled off only after being engaged with two pen 
flares. There were no COM Principals in the vehicles during these incidents. 

Primary Subjects . 



Case Reports 



Attachments 



Title 



Type 



Size 



Spot Report 09/10/2007 
Related Cases 

Outstanding Warrants 



Status History 

09/11/2007 

09/12/2007 
09/12/2007 



272 kB 



OPEN 

OPEN - PENDING PQ APPROVAL 
OPEN 

OPEN - PENDING CLOSING ROI 



Personnel Assignment 

Carpenter, Theodore ASAC BAGHDAD 

Lopez, Lisa M SA BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 
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From: Isaac, Paul C 

Sent: Thursday, October 25, 2007 8:30 PM 
To: Chong, Daniel Minkyo; Martin, Darin T 
Subject: FW: SIR " 



• • * 

• • • 



Importance: High 



Paul Isaac 

Division Chief 

High Threat Protection 

DS/OPO/HTP 

Office: (571) 345-2399 

Cell: r 

• ' ^ 



From:, Budge, Pascal [ j ^ c 

Sent: Monday, September 10, 2007 9:18 AM ~ 
To: Isaac, Paul C; Desilets, Paul H; HTPOPS@state.gov 

Cc: Thomas Jr, Donald P; Richter, Jean C; Schaeffer, William T; Dobson,Patrick; Crouse, Matthew 
Subject: SIR 
Importance: High 

Gentlemen, 

Earlier today, " ' (Kirkuk) shot one round at a Black BMW while in route to Sulamaniyah. The BMW 
approached the motorcade from the rear and failed to respond to verbal instruction, hand signals, high-intensity 
lights, and pen flares. One round was fired into the engine compartment of the vehicle, at which time the driver 
pulled over without further incident. No injuries were noted and the motorcade continued on its mission. 

The team was scheduled to remain in Sulamaniyah overnight so the formal SIR will be delayed until they 

return. 

If you have any questions, please let me know. 
Pascal J. Budge 

Work: (703) 462-7270 

Mobile: f8i7) Q07-0827 . 

Email:! 



This message may contain DynCorp International Privileged/Proprietary information. If this email is not 
intended for you, and you are not responsible for the delivery of this email message to the addressee, do 
not keep, copy or deliver this email message to anyone. Please destroy this email in its entirety and 
notify the sender by reply email. Your cooperation is appreciated. 
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PSD - After Action Report 




hit. ■£ 



Team: 



D7 



Mission #: 




Venue/Location: 
Principal(s): 
Shift Leader: 
Agent-in-Charge: 



TC: 
YES NO 

□ 1 . Did the Shift Leader coordinate available support? 

>atPB Andrea (IPLO side) 



Mission Planning Phase 



□ 



4. Was coordination made with someone 



at the venue prior to departure? 



Remarks: 



Uol(s>5 



kT7t> 




M □ 5. Was Intel consulted concerning 
and principal(s)? 



incidents/threats pertaining to venue, routes 



Remarks: 



• • • • • • 



• • • 
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PSD - After Action Report 



Mission Ettftcution Phase 




YES NO 



i;,usad for movent? (Nape. and.Entry/Exit GreyCodes) 



□ 1. Were any f»SR»9*isad for moyen-uyy - J 



• • • 



Remarks: Route 2, Route 4 :.* :.. V 



• • • i 



□ M 2. Did the team 
Remarks: 



encounter any unplanned barricades, checkpoints or obstacles' 



□ g| 3. Did the team encounter impassable traffic? 



Remarks: 



□ R 4. Did team experience any 
Remarks: 



problems relating to bridges, overpasses or tunnels? 



□ B 5. Did any team vehicle make contact with any other vehicle or object? If YES, 
include vehicle GP#. 



Remarks: 



□ £3 6. Did the team 



believe they were under dedicated surveillance at any point? 



Remarks: 



□ 



7. Did the team come 



under direct attack or witness an attack on others? 



Remarks: 



• • • • • • 

> • • • 



• • • • • 



• • • • 
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PSD - After Action Report 



YES NO 



Actions at Venue 



D B 1. Has the barrier plan or guard force procedures changed for the venue? 



Remarks: 



□ □ 2. What were 
Remarks: Friendly 



the composition, disposition and location of local security 



g] □ 3. Does the venue 



have rules against rifles or the use of K9 assets? 



Remarks: Long guns are discouraged but not of limits at both venues. 



□ 4. How many ways can you enter and exit the building and grounds? 



□ 



^^^^^ 
has one entrance at the front and one at the back. 



□ S 5. Was 



there an established POC to meet your Principal? 



Remarks: 



the meeting held and what was the location of the safe room 



□ □ 6. In what room was 
Remarks: The meeting, a. the Perizh Hotel ~^ *SZ»BS12SSSaa]^^ 

room and the ' ° 



□ E 



7. Did the team experience any type of incident while at the venue? 
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PSD - After Action Report 
Qhift i warier Comments 




»J?r^^^?l»U - ca,We a c n a d r * i, The *ft re, ■„ one 

pen flare and the vehicle stopped in the middle of the road. 

stopped in the middle of the road. _________ 



4 



the road. 



shoulder and stopped. 



1 A red 

sr^^^ in ,he middle °* ,he 

road. ______ -- 

On the 1 1th of September, while the motorcade was mov^r 

sedan with one occupant approached the rear of the ™torcade at a nign ra e w ^ 
sedan passed the red sedan, that was jus : stopped an 1 began ^^J™^ {ailed t0 stop 
right rear used verbal commands and h aiid ^ motorcade. The 

off of the motorcade. 
Detail Leader note: When the Team 

they had fired a round into the veh.cle. ^^^^bS^^bTOC. All members of the 
was determined that it was a m.scommunication between the Team ana ine^ procedures 
pat vehicle and the Team Leader were interviewed by RSO Hislop ana msu nunn_. 
^iSfn pSS to make sure all incidents were reported and understood clearly. 



b6 

Detail Leader 



•••••• 
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U.S. Embassy Baghdad 

September 12, 2007 




Spot Report - 091207-01 



SUBJECT: Complex attack against COM team 

REPORTING OFFICE: RSO Baghdad, Iraq 

SUMMARY: On 12 September 2007 at 10:23 hours, a COM Tactical 
Support Team (TST) was attacked with an improvised explosive device 
(IED). The initial blast was followed with small arms fir e (SAF) attac ks 
from two separate locations. The TST returned defensive fire 
and requested immediate emergency support. One armored Puma vehicle 
was severely damaged by the IED and its occupants were evacuated into 
other TST vehicles. The TST gathered all personnel and relocated to a safer 
location approximately 300 meters northeast of the scene. Additional TST 
and COM air assets provided immediate support. Three injured team 
personnel were evacuated to the 28 th Combat Support Hospital, located 
inside the International Zone, for treatment. U.S. Army ground forces 
recovered the damaged Puma and secured all sensitive items. Two of the 
TST members incurred non-life threatening injuries and were returned to 
duty. The third had a head laceration and suspected broken ribs. He was 

th • 

admitted into the 28 CSH for further treatment and observation. 

RSO ACTION: The RSO TOC coordinated the deployment of tactical 
response teams and air assets. All team members and equipment were 
accounted for. DS/CC was notified. 

DRAFTED BY: DtOreTt Hanrtet, RSO;TOC W&tch.Offi«fi: 
APPROVED BY: RuSat<fo Colon; DkSLQ* Baghdad*. : .!: : .i 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



13 Sep 07 ; 


» • « 


1 "~i 
1 , 


i • • 
* • • 



> • • 



• • • • i 

• • • • 

• • • • 

• • • • 
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Location: IVO 
Task Order: 6 
Person Releasing Report: Anthony Sanganetti 
Title of Person Releasing Report: RSO TOC Commander 



Date of Incident: 12 Sep 07 
Time of Incident: 1023 
Contractor Involved: Blackwater 

y 1 

Detail Location of In cident: 50 meters west of I $7£, F 

Personnel Involved: \_ Tactical Support Team (TST) 

Incident Synopsis: On 12 Sep 07 at 1023 1 _ j, a Tactical S upport Team (TST) was 
providing support for i \ While in the vicinity of L _. reported they were struck 

with an IED which followed with small arms fire (SAFJ^J _ ^ reported two injuries and 

requested MEDEVAC. RSO Air assets responded, _J sanitized the damaged vehicle, 

evacuated the attack zone, and esta blished an LZ. The most critical injury was air evacuated to 

the CSH. With support from ; ^ transported the other injured IC to the CSH. 

The damaged vehicle was recovered by the 1/32 MP company and transported to FOB Shield. 
Further recovery efforts are pending. The two injured ICs are being evaluated and treated for 
non-life threatening injuries at the CSH. 

Outline injuries if applicable: Initial reports indicate one IC sustained a closed wound arm 
injury and the other IC sustained a possible concussion. 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 



Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 





^BiackwateriUSA /After Action iReport (AAR) 




Date/Time of Statement 

12 Sep 07/1600 hours 


Name 


Team 


Situation 

EFP Attack 


Location/Venue 

• • \ffc& ^ P» • • • • • • 

• • *-B • • • — • • #— 1 


Time Occurred 

. .1Q23 tours. 

— • — — • — — • — • — I 


Date Occurred 
12 Sep 2007 



CP) 



Incident Report BW 09-12-07 (1) Weapons Discharge Baghdad 



The following after action report reflects, in summary, activities during an Explosively Formed 

Projectile (EFP) attack and subsequent small arms fire attack. This incident occurred on 12 September 2007 
at approximat ely 1023 h ours. The attack occurred southwest of the intersection commonly refe rred to a s 

J. The exact grid of the explosion, perf „ was 
personnel involved in this incident include the followingf"" " 



On 12 September 2007 at approximately 0730 hours, 



conducted a pre-mission briefing. The 



mission brief included rules of engagement and escalation of force per the Department of State Mission 
Firearms Policy, routes to be taken, and actions on contact in the event the team was attacked. The briefing 
also included threat intelligence to include sniper activity, recent small arms attacks, and explosive att acks in 
the Baghdad area of operation. The motorcade was comprised of I 



L 



<jwasjrave ling north east between the 

_J. and ^ ; in direct support of Team 



On 12 September 2007 at approximat ely 1023 hoursj 
intersectio ns commonly referred to as I' 

( /was traveling to the State Vet Company located near the Ministry of Labor and Social Affairs . 

After passing through an unmarked intersection approximately one quarter of a mile northeast of! , at 

grid* }tfiere was a large explosion coming from the outside curb of the northeast bound 

lanes. The explosion, later identified as a multi array EFP hidden in a display of watermelons stacked on the 
side of the road, was directed at the ERV. The ERV was hit on the front right side of the vehicle damaging 
the right front tire and engine compartment. The force of the explosion and resulting damage led the ERV to 
turn right disabling it on the outside shoulder at a right angle to the street with the rear end still in the outside 
lane of traffic./ ■ who was being trained as a Shift Leader in the Command veh icle, i mmediately notified 
the Tactical Operations Center of the incident via'. /radio. Shi ft Leader ( actual)' ; then took over 

all radio communications. After the explosion, the j^ jvehicles set up defensive 

positions in front, beside and behind the downed ERV. 

Immediately following the explosion and setting up of the defensive positions, the fire team was deployed to 

treat injured members of the ERV. Turret PSS 'l j was lo cated in the middle of the roadway after 

being ejected from the rear turre t position. \ began treating^ for head injuries when 

almost simultaneously f 'was engaged by a secondary attack of small arms fire. The small arms fire 

was directed at '| ffrpm rooftops, windows, and street level from buildings located on the northeast 

and southwest of s position by subjects wearing civilian clothing and carrying what appeared to be 

AK-47 rifles. In fear for their lives and the lives of their teammates, fire team members and turret PSS from 



bio 

hi** 



n lot* 
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:Blackwater USA 


.After.Action Report (AAR) 




Date/Time of Statement 

12 Sep 07/1600 hours 




Name 


Team 


Situation 

EFP Attack 




Location/Venue 

J 


• • • • • • i V" • • • 




Time Occurred 


Date Occurred 

12 Sep 2007 






■ ■ *_• • a 


• • a 


— • — 1 


, m mj* » — a — a 1 





the! 



■ • • • 



• • • 



"engaged visib le targets with th eir Department of State issued! 



the incident After a short period of time, the small arms fire became only sporadic. 



Jwas radioed to respond to 



)' t and several fire team members, continued to treat the wounded and cross load 

S-mel and sensitive items from the ERV into the Command vehicle. RSO Air was contacted to evacuate 
who was unconscious and appeared seriously injured. RSO Air arrived overhead but was advisednot 
to land at location due to continued sporadic small arms fire. 



Upon loading the wou nded and sanitizing the ERV, 1 ^ accounted for all personnel and equipment ^ 

then drove to ' ~ an< * set U P a Landing Zone (LZ) for the evacuating helicopter. Immediately upon 
arrival,r~ I_was loade d into th e helicopter and transported to the Combat Support Hospital (CSH) in the 
International ZoneJTZjJ / then departed the area en route to FOB Shield for a second evacuation of 

turret PSSF Iwho a lso received shrapnel wounds in the explosion. While en ro ute to FOB Shield, 

it was de termined thatf ^ was stable enough to be ground transported to the CSHj_ > transported 

' ~~/to the CSH in the IZ and turned him over to medical personnel. J, who was also ^/ 

in the ERV at the time of the explosion, was turned over to medical staff after complaining of dizziness and 
left leg pain. 



I then drove to thd /staging area without further incident. TheJ remaining vehicles were 

inspected and found to have no damage. All remaining personnel were again accounted for and no other 
injuries were reported. All command personnel were apprised of the incident and liaison was set up at the 
CSH. 



Note: Current ly there a re still 2 weapon systems lost in, the incident. The y are (IV. 

\ j and (1)1 _ jwaswitnessed by 

several f jpersonnefto be complet ely des troyed. At the time of the incident, the front end of the 

Pu ma wa s engulfed in flames making the _ ^unrecoverable. The extreme heat and shrapnel damage to 
theV , made it unusable and the barrel itself appeared through the flames to be wilted from the initial _ 
heat of the Explosively Formed Projectile (EF P). The c ondition of the*__ is unknown. Also, the / 



Puma number 3 has not been recovered back to 



system is unaccounted for with a serial# i 
land is currently being stored at Forward Operating Base (FOB) Shield.///END/// 
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U.S. Embassy Baghdad 
September 12, 2007 




SPOT REPORT - 091207-02 



SUBJECT: COM TST Team attacked by SAF 
REPORTING OFFICE: RSO Baghdad 

SUMMARY: On 12 September, at 1703 hours, a COM PSD was engaged by ^ f ^ 

SAF (small arms fire). The PSD team consisted of. Suburbans 

followed by a CAT (Counter Assault Team), an armored HMMWV. The PSD v 
team departed the International Zone and traveled to the Baghdad International 
Airport(BIAP). The PSD team exited the BIAP and was proceeding east on 

Route ' ; bac k to the International Zone. As the PSD team approached the 

intersection of (they reduced speed slightly to allow the slower CAT vehicle 

to catch up. Near this point stands a large abandoned six story concrete building 
on the south side of the road (to their right) which has been the location of three 
previous small arms attacks against COM personnel (9 January, 10 January, and 2 
February 2007). 

As the CAT vehicle rejoined the rear of the motorcade, the lead vehicle of the 
motorcade was abreast of the abandoned building. Three individuals were 
observed on the top floor of the building. One individual had a rifle of unknown 
type and began firing at the motorcade. The two other individuals were each 
armed with what appeared to be RPG-7's. The command was given to drive 
through the ambush. The gunner in the turret of the CAT v ehicle enga ged the 

attackers with his _ f firing approximately' jrounds. ^ 7<?)l= 

A member of the CAIJte^ppgicdjJ^sbt^^Q^cfP^pjlMM^ and fired 
anadditionan5-20foLudS0f,.iJ_^^.aTnratinitjon, : .!: : .i 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



As the CAT vehicle passed the building .the insurgente were observed running 
from room to room thrA"^ffie»yjflo(Jr jn'Jetfsati tteif Kere'uo injuries to 
COM personnel and nofte cfrtheVefriCles Vfcre damaged brstnlck. 

RSO ACTION: The RSO TOC U.S. Army LNO notified contact the Army Quick 
Reactionary Force (QRF) however the engagement happened so quickly they did 
not need to deploy. PSD members are completing written statements. RSO is 
investigating the incident. 



LOCATION: 200 meters west of I 



Route 1 , Baghdad, Iraq 



DRAFTED BY: Sam Pikula, RSO TOC Watch Officer, Baghdad 
APPROVED BY: Ricardo Colon, DRSO Baghdad 
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0C/7<? 6) 

INCIDENT REPORT | 

This report may be in addition to DS SPOT reporting. ^WW*} ^ c 



Date of Report^J^SeDtff2 # _j i . . # . # # .. # 
Location: _J_JL-i!_, I • I ««t *• 

•• ••• • ••• • • mm m 

Task Order: 6 — — \><* 

Person Releasing Report: . 

Title of Person Releasing Report: RSO TOC Commander 

Date of Incident: 12 Sept 07 

Time of Incident: 1703 ^ 
Contractor Involved: Blackwater b 7 *i 
Detail Location of In cident: \_ 



Personnel Involved: __! ■]/ 

.ncident Synopsis, On .2 Sep, 07 a, ™J*£^^ aZ *e ™- 
th e !Z ~ Both teams we re engaged 

?J?&%1^2£ZS irqrf^ — There no 
injuries to CoM personnel and no apparent damage to CoM assets. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report. 



Case Summary ^n^ge[of2 
This document was gt. —rated on a system classified for up to and including SBU information.^ l,7£, i- 



RS-2007-00443: 20070912 EOF 



Baghdad 



1 REGIONAL SECURITY J*. ;•• 

j BAGHDAD #: BAGHDAD-2007-00166 III' 
« » m 



• • • 



• • •• • ••• • •Impact: NOT SPECIFIED 

i • • • - - - - 

*. » • •• 

• • • • 

r» — »■» * * » • " • 



fRe^lreflffi^ Isynbpsls; 



Case Title: 20070912 EOF/ 
Status: OPEN 



Baghdad 



Case Type: ADMINISTRATE 
Program Type: REGIONAL SECURITY 

Categories: 

■ CRIME / INCIDENT 

Preliminary Inquiry: PQ-2007-07316 

Impact: NOT SPECIFIED 

Principal Judicial District: 

NOT APPLICABLE 

Due Date: 

Countries Impacted: 

■ IRAQ 

■ UNITED STATES 
Violations: 
Nexus: 

TECS Lookout: No 

Source Organization: RSO TOC 

Name: RSO 

Phone: 

Source Comments: 



.'iv. ; 



; :*staju2> : OPEN 
tit. F 



On September 12, 2007 an RSO PSD was involved in a use of force while 
traveling on Route [en route to the International Zone from BIAP. The 
PSD reported being engaged by SAF (small arms fire) and team members 
reported seeing individuals armed with RPG-7 and engaged the individuals. 
There were no injuries to COM personnel and none of the vehicles were 
damaged or struck. 



Primary Subjects 



Case Reports 



Attachments 



Title 



Spot Report 

Team member statements 
:Related Cases : - ■ 



Outstanding Warrants 



Status History 



11/25/2007 
11/25/2007 



Type 



Size 



Adobe PDF 



293 kB 
6,520 kB 



OPEN 
OPEN 



Personnel Assignment 



Reta, Mario ARSO BAGHDAD 

This document was generated on a system classified for up to and including SBU information. 
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*. \ : :* : :* : I Sworn Statement 




Date 

12 Sep 2007 


Time 

1930 hours 






Location 








WPPS Camp Baghdad, Iraq 







u 



.hereby make the following statement at the request of 



, who has been identified to me as a Special Agent of the 

U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the 
Department's Worldwide Personnel Protective Services contract, may be undertaken if I refuse to 
provide this statement or fail to do so fully and truthfully. I further understand that neither my 
statements nor any information or evidence gained by reason of my statements can be used 
against me in a criminal proceeding, except that if I knowingly and willfully provide false statements 
or information, I may be criminally prosecuted for that action under 18 United States Code, Section 
1001 . I agree that the statements I furnish and any information or evidence resulting there from 
may be used in the course of disciplinary proceedings, which could result in disciplinary action, 
including dismissal. 



General Military/Civilian Experience 



In ' , I attended and successfully completed the Blackwater U.S. State Department 

WPPS II training' course. I received training in shoot / no shoot scenarios, threat recognition., target 
identification, and the rules of engagement. I am currently assigned to the Blackwater WPPS 
contract in Baghdad, Iraq. 



Incident 



mission briefing. 



.J 



On Saturday September 12th, at 1220 hours, I attended 1 

Shift Leader (SL) for i briefed the day's mission, routes, rules of engagement and use, of 

f° rce per the De partment of State firearms policy. The motorcade consisted of f_ __[ 

1 I was fhe Turret PSS in the Rear Counter Assault "Vehicle, the' { 

vehicle of) ifnotorcade. 



On 12 September 2007 at 1703 hours, 



and 



jwere returning from Baghdad 
was traveling eastbound in 



International A irport to the In ternational Zone on Routed 

the vici nity of " " , in a motorcade, approximately 200 meters 

behind As approached the five story vacant building located approximately 500 

meters weifoT \ on the south side of Route r I observed three males on the top floor of 



the building. This building has been the origin of numerous attacks on coalition forces travelinq 

along Routed i Just before we reached the building, Jj 

advised me the building was in sig^t. I oriented the turret toward the south side of the road where 
the building was located. As we approached the building, I clearly observed at least three subjects 
on the top floor of the building which is gutted with no windows or walls. One of the subjects 
appeared to be holding a rifle, possiply an AK-47 and the other two were holding what appeared to 
be Rocket Propelled Grenade (RPG,) Launchers. After seeing the Individuals, I yelled down to my 

teammates, notifying them of the threat. Reference is made to r _^ report for 

further details relative to his activities during this incident. All of the males were wearing light 
maroon shirts, matching the color of the building. The males were located in the northwest corner 
of the top floor. 



! 

then observed the male subject with the AK-47 point it at 



evidenced by clearly visible muzzle flashes. The other two individuals were kneeling down with the 
RPG's angled down_across their chests. In fear for the lives of my teammates and the eight 
principals in *; motorcade,, I immediately engaged visible threats with my Department of 

State issued . j As I was engaging the individuals, " i motorcade 

continued driving through the attack.; One of the individuals appeared to run toward the east side of 
the building_ while the ot her conti nued firing. I engaged the threat until the individuals stopped firing 
at motorcade.! immediately reported the incident to SL who in 

turn notified the Tactical Operations Center via DPD. Our motorcade was able to break contact and 
returned to the International Zone, without further incident. No damage was located after an 
inspection of all vehicles in the motorcade was completed and no injuries were reported.///End/// 



u 



' motorcade and start firing as , 



V 



jji m^M-M ■ ul* • u «ji a a ■ M-i-M ul 
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• • • • 

• • • • 
» • • • • 



• • • 
• • • 



I hereby swear or affirm that the information contained in this statement is the truth to the best of my 
knowledge. 



Signed 



r 



Priniftrl 



J- 



Address 

WPPS Camp Baghdad 



Subscribed and sworn to before me on this 1 3th day of 2007. 




SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature 



Printed 



Address 



i • • • • « 
• • • 



Page 3 of 3 



V§7 



• • • 

• • • 



• • • 



ft) 



•* Sworn Statement 



Date 


Time 


12 Sep 2007 


1930 hours 


Location 




WPPS Camp Baghdad, Iraq 





l*6 



.hereby make the following statement at the request of 



, who has been identified to me as a Special Agent of the 

U.S. Department of State, Diplomatic Security Service. I understand that this statement is made in 
furtherance of an official administrative inquiry regarding potential misconduct or improper 
performance of official duties and that disciplinary action, including dismissal from the 
Department's Worldwide Personnel Protective Services contract, may be undertaken if I refuse to 
provide this statement or fail to do so fully and truthfully. I further understand that neither my 
statements nor any information or evidence gained by reason of my statements can be used 
against me in a criminal proceeding, except that if I knowingly and willfully provide false statements 
or information, I may be criminally prosecuted for that action under 18 United States Code, Section 
1 001 . I agree that the statements I furnish and any information or evidence resulting there from 
may be used in the course of disciplinary proceedings, which could result in disciplinary action, 
including dismissal. 



General Military/Civilian Experience 

r " ; " _ , , „ „ , ~ / ^ 

During my enlistment, I was trained in the use of rifles, pistols, machine guns and grenade jTt- 
launchers. I also received training in target recognition and threat assessment as well as shooting 
from a moving platform. 

I received further training while attending WPPS II with Blackw ater USA, in Aj^usLatSOj)^.- During 

Jhis tim e, I received training in personal security details, use of- I \ Q i<e- { f 

\ I further trained in target recognition, threat assessment, and shooting from a 
moving platform. I am currently assigned to the Blackwater WPPS contract in Baghdad, Iraq. 

Incident 



On Saturday Septem ber 12th, at 1220 hours, I attended mission briefing. _j 

Shift Leader (S/L) fori ] briefed the day's mission, routes, rules of engagement and use of 

force per the Der^rtmenj ,gfState Mission Firear ms Policy. The motorcade consisted of) ' 

l_ _ J ^ I was the] PSS in the rear Counter Assault 

Vehicle, a tan HMMWV, the'last vehicle of thel • motorcade. 



• • •Page't of»3 "• •*• 
•• • • • • ••• • 



On 12 September 2007 „*approxlmat-V"lfc5^ hours l_Jand» ,# 'dep arted from i 7 ^*" 

Baghdad International Airport en route to the I nternational Zone (IZ ) via RouteL ) I 

was traveling eastbound in the vicinity of 1 _Jina\ ■ motorcade \k 

approximately 250 meters behind : Jin the eastbound lanes of traffic. As the motorcade 

approa ched the five story light maroon in color, vacant building located approximately 500 meters 

west of ( on the south side of the road, Tactical Commander (TC)I__ j advised all ^ ^ c 

PSS team members of the upcoming threat. This building is known to be the origin of numerous ^ 

attacks on coalition forces traveling this route. At this time, turret PSS(_ orientated his 

\ jin the directio n of the vacant building. As the counter assault vehicle got closer to the \>i<. , i- 
building, turret PSS/ ~~ [ advised he observed what appeared to be at least three armed w u-?c 
subjects on the top floor of the building. 



As I heard turret PSs! yell out the threat of armed subjects, one subject with an AK-47 \nc 

and two armed with Rocket Propelled Grenades (RPG's), I looked to the upper floor of the building 
and located the subjects. All of the males were wearing light maroon shirts, matching the color of 
the building. The males were lo cated! in t he northwest corner of the building. I first observed the 1,76, ^ 
male subject with a rifle firing at ) Imptorcade. I could clearly see the muzzle flashes from 

the subject's rifle as he was firing atV I I also observed the other two subjects were kneeling 
down with RPG's angled down across their chest. In fear for the lives of my teammates and the ^/ 
eight principals/ _ _ was esco rtirjg. I immediately engaged the subjects with my Department of 
State issued^ ______ -TO - J advised Shift Leader (SL) j of the 

engagement who contacted the Tactical Operations Center (TOC) via/ _j radio. I continued to 

engage vi sible targ ets on the top flocpr until my field of fire was obstructed by the door jam of the 
HMMWVV jand[ Ibroke cc-ntact and were able to drive through the threat. 

' J and)' ^jetu rnedto the International Zone (IZ) through Check Point ^ without further bl€ ' 

incident. No? iorl personnel reported any injuries and no vehicles were damaged in the 
incident.///END/// 



Lo- 
ta 
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• ••• ••• • •• •• •• 

• • • • «•••••••• 

I hereby swear oraffirmJtiatlbe iflkfrrflatioft'dbntaTnefilln^hfe statefwarrfie the truth to the best of 
my knowledge. 



— : si , 

Signed / 

1 J 


"Printed 




] 




Address 




WPPS Camp Baghdad 





Subscribed and sworn to before me on this 1 3th dav of 2007. 




Signed 



Printed 



SPECIAL AGENT, UNITED STATES DEPARTMENT OF STATE, DIPLOMATIC SECURITY SERVICE 



Witness Signature r- — — _ 



Printed 



Address 



• • • •• • • • • • • • • • 



Blackwater USA . After Action Report (AAR) f^SUR Date/rime of statement 

<M> 12 September 2007/1930 hours 


Name — Tnam 


Situation 

Small Arms Engagement 


Location/Venue t* ••• ■ • 


> • • • • • < 




• • • TifrftOcJilrred 

• *l 7&6 heurs 
• • • • • • 


Date Occurred 
12 Sep 2007 


• • • • • 

— • • > 

I u lu t 1 


• • • • • < 
1 • • • • • 1 
»•••••• i 





Incident Report BW 09-12-07 (2) Weapons Discharge Baghdad 

/attended 



mission briefing. 1 



On Saturday September 12t h, at 122 hours, _ 

i Shift Leader (SL) for ^ briefed the day's mission, routes, rules of engagement and ~ 

us e of force per the Department of State Mission Firearms Policy. The motorcade consisted of 

1 [Counter Assault Vehicle, a tan HMMWV, was 

the! vehicle in the motorcade. /team members involved in this incident included the 



following^" 



On 12 September 2007 at approximately 1655 hours, 



and 



Baghdad International Airport en route t o the International Zone via Rou te! 

traveling eastbound in the vicinity of i in a ' ; 

approximately 250 meters behind ' in the eastbound lanes of traffic. As the 



depart ed from 
jwas 



U-7C 



u 

1,76, I* 



motorcade 
motorcade 

approached the five story skeleton of a building located ap proximately 5 00 meters west of 1 7 

on the south side of the road, Tactical Commander (TC) advised all PSS team 

members of the upcoming threat. This building is known to be the origin of numerous attacks on 
coalition forces on this route. At this time, Turret PSS orientated the in the 

dire ction of the vacant building. As the Counter Assault Vehicle got closer to the building, Turret 
PSS | advised he observed what appeared to be at least three armed subjects on the top 

floor of the building. 



1/ 



One of the individuals was armed with a rifle that appeared to be an AK-47, and two other subjects 
were arme d with what appeared to be Rocket Propelled Grenade (RP G's) launc hers. Turret PSS 
_ iobserved the subject with the rifle, point it in the direction of 1 ,. , and start firing at 

the motorcade as evidenced by clearly visible muzzle flashes. Turret PSS(~ J saw the two 

subjects kneeling with the RPG's stra pped acr oss their chests. Feari ng for the lives of his 
teammates and the eight (8) principles inr motorcade, turret PSS 1 ~ ; engag ed the 

visible threats with his Department ;of State issued! t . PSS*. ; also 



engaged visible threats with his Department of State issued ' 
window of the HMMWV. 



i from the right rear 



Tcr 



(TOC) via 



i^advised SL| >of the engagement who contacted the Tactical Operations Center 

radio. Turret PSS j observed one of the subjects run towards the east 

sidejof the building and one of the subjects continued to engage the motorcade. Turret P SS 
I _j continued to engage the visible threats until the small arms fire stopped. ' and 

/ /broke contact and were able to drive through the threat. 



T and _ returned to the International Zone (IZ) through Check Point /__ 

incident. No /_ , or personnel reported any injuries and no 

damaged.///END/// 



without further 
vehicles were 
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BUREAU OF.DfflvQiytATW-SECURITY 
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U.S. Embassy Baghdad 

September 15,2007 



Dons' 




Spot Report -091507-01 



SUBJECT: PSD Team EOF on Aggressive Vehicle 
REPORTING OFFICE: RSO Kirkuk, Iraq 

SUMMARY: On 15 September, 2007 at approximately 1052, aDynCorp 
PSD Team traveling in ? T ~ motorcade to the Kurdish Islamic 
Group (KIG) encountered an aggressive motorist. 

The motorcade was stopped at a traffic light in the vicinity of grid location 
\ The trailing vehicles stopped at an appropriate 



tebSS last suburban. The motorcade vehicles were offset with 
the' — — — ~~ •"■"* — ~~ t Based on the road size and 



tne f _ _„____.«———* 

the"c^u7ation of the vehicle lane, there was a vehicle-sized gap between 

the motorcade and the curb. 

A taxi cab, with two male occupants, by-passed the halted vehicles on the 
curb side using the exposed gap. The PSD member providing rear security 
for the Counter Assault Team vehicle (vehicle ^attempted to gam the 
attention of the driver with hand signals and a water bottle. The vehicle was 
traveling too fast for the given signals to be effective and appeared to be 
heading straight toward the limousine; the rear security team member fired 
one well-aimed ' round into the grill of the taxi cab. 



The taxi cab imrrfciiaf^ carti* to-» st^d if is uncoined whether the 
shot actually disabTed the ver^e" No one exifed'the" Vehicle and there were 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



no visible injuries. The.shift.leader immediately notified the Erbil TOC and 
the motorcade contihitejUto JHfe JchWftied venuf thtafcfuJther incidents. 



RSO ACTION: PSD members will be debriefed and written statements 
will be taken. RSO will complete an ROI and provide documentation to the 
RSCC upon completion. 



LOCATION: Traffic light in the vicinity of grid coordinate 



DRAFTED BY: Jesse Thomas, ARSO Erbil 
CLEARED BY: Michael Rohlfs, RSO Kirkuk 
APPROVED BY: Ricardo Colon, DRSO Baghdad 
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REGIONAL SECURITY 

BAGHDAD #: BAGHDAD-2007-00108 

Required CaseInfo_ 

Case Title: 20070915 EOF Erbil 

Status: OPEN 

Case Type: ADMINISTRATE 
Program Type: REGIONAL SECURITY 

Categories: 

■ INFORMATION 

Preliminary Inquiry: PQ-2007-05340 

Optional Case Info 
Impact: 

Principal Judicial District: 
Due Date: 

Countries Impacted: 

■ IRAQ 

■ UNITED STATES 
Violations: 
Nexus: 

TECS Lookout: No 



• •• • 



Impact: 
Status: OPEN 



Synopsis _ — • , tf 

On 15 September, 200Z_at approximately 1052 a DynCorp PSD Team W\Y 

travelina in af motorcade to the Kurdish Islamic Group (KIG) 

encountered an aggressive motorist and was involved in a use of force 
fndden There were no known injuries or damages to COM property or 
personnel The shooting was reported immediately to the RSO TOC ,n Erb.l. 

Primary Subjects _ 



Case Reports _ 
Dare 

09/15/2007 

Attachments 

Title 

PSD after action report 
ROI by ARSO Jesse Thomas 
Spot Report 
Spot report/Info Probe 

Related Cases 



Outstanding Warrants 



Snippet 

See attached ROI by Kirkuk ... 



Type 

MS Word 
MS Word 
MS Word 
MS Word 



Size 



128 kB 
96 kB 

271 kB 

272 kB 



Case Origin/Source ^ 

Source Organization: DS, RSO-Kirkuk 

Name: RSO-Kirkuk Michael Rohlfs 

Phone: 

Source Comments: 



Status History 

09/16/2007 , 
09/16/2007 



OPEN 
OPEN 



Personnel Assignment 

Carpenter, Theodore ASAC BAGHDAD 
Reta, Mario ARSO BAGHDAD 

aerated on a system classified for up to and including SBU information. 



This document was ger 
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i. 1 4_./;j,.,onn„,')U!i/n He ctatp «nv 



/i ms / S ervlet/case?caseId=91465&sourceName=CASE_DATAc&sourceI... 11/16/20' 



L. J ENFORCEMENT SENSITIVE 



m% Diplomatic Security Service 
' •& \ Baghdad 



REPORT OF INVESTIGATION ^ 



DS Ca se Numbe r 
RS-2007-00337 



Case Type 



ADMINISTRATVE 



Case Impact 



• • • • 

Case Title 
20070915 EOF Erbil 



••• ••• • •• • • i * 



• • » * • 



CASE INTERIM 



Program 



REGIONAL SECURITY 



Case Status 



OPEN 



l*7C 

Report Date 

15-SEP-07 



Dates Investigated 



15-SEP-07 - 



21-SEP-07 



Open/Close Case Dates 



Zl 



16-SEP-07 



See attached ROI by Kirkuk ARSO Jesse Thomas. 

OnSeEtember 15, 2007I __iwas en route louw i(near PSD blue-gray code' 

traffic. 

AH vehicles to the rear of the — e™^^ 

There was a vehicle-sized gap between the curb and ^^^^^Ste taxi cab passed all stopped chicles 
and the location where vehicles halted. At th.s t.me, an ag^'ve orange and wn.te v est i m ated at 60 miles 
using the previously mentioned gap and headed ^^^^^^^^ personal security specialist 
per hour. Whenjhe taxi cab was approx.mately meters ^nnldt^am siqnals j n or der to stop the vehicle. 

(left rear gunner of the CAT veh.cie) began g.ving I hwd«£ ™ 8 JJ^ b ^ har £ and arrn signals as 

Wdditi^inTr^engers. of the other halted was deployed in the 

well. At approximately, meters out ' It was made clear that the aforementioned warn.ng 

DANiLOFFassessedtnatthe.axicabwasan^^ ' 

™^a^ 

it is unknown as to. the severity of damage to the tax. cab. 



1/ 



The motorcade continued on to the KIG building with no further incidents. 



^ note: On Septet 11. ^ PS D we, ^"^f^Z^S^* 

SaT^^^^ 

Based on the lads of the case, ,he reporting agent <RA) conduded the escalation ct force was appropriate and wrthrn the 
^e°eri cfSorcl continuum poiicy. No iniunes ,0 the occupants were oosened 



Reporting Official: 



Rela, Mario 
ARSO 



• • • • • • 

• • • • 

• • • • • 

Sep»l5«07 00:80 • 
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Carpenter, Theodore- WAITING FOR APPROVAL 
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LAW ENFORCEMENT SENSITIVE 




PSD - After Action Report <frQ f &5(§&4& ! ' 



Team: ^ ' Mission*: ^091*07-1 1 ; 1 . 



(choose) 

Venue/Location: 
Principal(s): 
Shift Leader: 
Agent-in-Charge: 
TC: 



• • • • 



Kurdis'tan'lsramifc GTMp t • • • 



Departure Tiijiej ,1.030 . 
- - - • i — — 



* * m.i n *- 



• • • 
• f 



Return Time 




• • • 



• • • r 

• • • • • • \ 



Jennifer Mergy 



George Phillips 



I 



Mission Planning Phase 



YES NO 

g| □ 1. Did the Shift Leader coordinate available support? 



Remarks: 



Remarks: 



_ rg] 2 . Any Issues coordinating with the Principal or their representatives? 



Remarks: 



"g| ""□ 3. Was there an advance packet for this venue? 



Remarks: 



__ g 4 Was coordination made w ith someone at the venue prior to departure? 



£3 □ 5. Was Intel consulted concerning mci 



idents/threats pertaining to venue, routes 



Remarks: 



and principal(s)? 



• • • • < 

• • • < 

• • < 



U 
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PSD - After Action Report 



Mission Execution Phase 




• • • • • • 



> • • ••• • ••• 



YES NO 

□ H 1 . Were anj Msb jji for .^erW^Nfofen 6 SgtryjE jit Grey Codes) 



Remarks: 



□ 



2. Did the team encounter any unplanned barricades, checkpoints or obstacles? 



Remarks: 



^ □ 3. Did the team encounter impassable traffic? 




□ 8 4. Did team experience any problems relating to bridges, overpasses or tunnels? 



Remarks: 



□ E| 5. Did any team vehicle make contact with any other vehicle or object? If YES, 
include vehicle GP#. 



Remarks: 



E □ 6. Did the team believe they were under dedi cated surveillance at any point? 
Rpmarks: Possible probing of motorcade at| 



□ E 7. Did the team come under direct attack or witness an attack on others? 



Remarks: 



— «i *«< 

• • • < 
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PSD - After Action Report 
NO Actions at Venue 

M 1. Has the bfeVfieJ-Vlaiforfiuar^f.or.ce-praeejiuf.. changed for the venue? 

• •••• • ••• ••••••••• 

• • • • • • ••• • ••• •• 

• • ••• • ••• • • ii ii » » »»«««« . 



Remarks: 



□ 2. What were the composition, disposition and location of local security? 



Remarks: Security asked probing questions of PSD team and DOS mterpreter. Security asked 
PSD what we do and what government agency we work for. They wanted to know spec.f.caMy 
if PSD was CIA, FBI, Police or US Army. They also asked how long PSD had been .n country 
and if we spoke Kurdish or Arabic. Continued below. 



□ 



3. Does the venue have rules against rifles or the use of K9 assets? 



Remarks: 



□ 4. How many ways can you enter and exit the building and grounds? 




□ 5. Was there an established POC to meet your Principal? 




□ 6. In what room was 



the meeting held and what was the location of the safe room? 



Remarks: The meeting was conducted on the second level in a conference room located in the first 
room to the left as you enter the venue. 



□ IE) 7. Did the team experience any type of incident while at the venue? 



Remarks: 
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PSD - After Action Report 



Shift Leader Comments 



Remarks: Continued who 
operators were from in ftUS. JHV*/frt .^^3 n nt • [ his e-mail 
was asking most of the questions spoke english well and tnecfto gTvel pssi )was 

operators. 
Escalation of Force. 

While en route from USAID Compound to the Kurdistan f^^^^^ m ^LT 
a m signals and a water bottle thrown in the air) to stop the vehicle starting at ' 
reported to Erbil TOC and the motorcade continued to venue with no further .nc.dents. 



i 
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SENSITIVE BUT UNCLASSIFIED 



UNITEdBTA"EE5 DPPA;RTMej*T:Of STATE J|g| 

* DiPLOMAfic-SBCURrn^s^vi^ jgj 

REPORT OF INVESTIGATION 

""MrcsC* ^ . — 


TITLE 

PSD (ErbiH Fires a r i Round on Aggressive Vehicle 


DS CASE NUMBER / REPORT NUMBER 

09/15/2007 - Erbil 


TRUE NAME 

N/A 


CASE TYPE 

Escalation 


of Force 


POST 

RRT - Erbil 


DATE REPORTED 

09-15-2007 


DATES INVESTIGATED 

09/15/2007-09/19/2007 


REPORTING AGENT 

A/RSO Jesse Thomas 



vj U111111CU J . un uvpiviii^.. • 7 — i I 

personal security detachment (PSD) motorcade ( 
the Erbil USAK) compound— fired a single f_ 



~^-en route to the Kurdistan Islamic Group (KIG) from 



usaiu compuuxm-n^u a ^ __round into an aggressive vehicle. The rear gunner from 

imad e the determination that the aggressive vehicle was an immediate threat to their motorcade. Based 

^hTfkcts of the case, the reporting agent (RA) concluded the escalation of force was appropriate and within 
the parameters of the force continuum policy. No injuries to the occupants were observed. End Summary. 

The following chain of events is derived from the statements provided by the team members involved in the 
shooting, ^ ^ ^ ^ ^ ^ en countered an agggsgiye orange and white taxi cabX^ 



, (near PSD blue-gray code _ 



I was temporarily halted at a stop light at grid ______ _ . . 

• the rear gunner of the PSD team stopped vehicles approximately 

(~S36Sffi^fi^T8 ! DtM J cle, as to provide * protective bubble around the motorcade. The 
Winter assault team (CAT) vehicle had warning signs [in English and Arabic] clearly displayed on the 
' rear of the vehicle and personnel- the rear gunner positioned in the roof hatch-directing traffic. 

2 All vehicles to the rear of the motorcade had come to a complete stop; approximately 100 meters behind 
* the CAT vehicle. There was a vehicle-sized gap between the curb and the stopped vehicles; this was 
largely due to the layout of the traffic lane and the location where vehicles halted. At this time an 
aggressive orange and white taxi cab passed all stopped vehicles using the previously mentioned gap 
and headed straight toward the motorcade at a high rate of speed-esumated at 60 miles per hour. 
^ P "L.taxi calwasa P orox i m atel y r peters away from the motorcade, DynCorps persona secun y 
specialist'"" - "" ri«ft reahSnner of the CAT vehicle) began giving hand and arm signals in 
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(Initials) 



(Date) 
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•GPO : 1981 - 341-526(6549) 
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OPTIONAL FORM 249 
(FORMERLY DS-838) 
JULY 1996 
DEPT. OF STATE 



Exempt From Automatic Decontrol By Statute 

CONTENT MUST NOT BE DISCLOSED TO UNAUTHORIZED PERSONS 



SENSITIVE BUT UNCLASSIFIED 



ordertostopthevehicle. ^^jass^erW U 
warn the taxi cab with hand and arm signals as wefl. A approximately J^eters out I ^ 
Sated to a water bottle. A water bottle was deployed in the direction^? the swiftly approaching taxi 
hop- to stop the vehicle. It was made clear that the aforementioned warning signals m addition 
to repeated voice commands were not going to halt the aggressive taxi cab. 

1 ' assessed that the taxi cab was ammmediate threat to the safety of the motorcade At fel 

3l • — aJ pf eQ ind ' . , t ^ Hflp and established a sight p cture on the engine 

af^coamately /meters out, he raised his\ ntle ana estarji sneu a Mgn v 

dpiJiuAnnai.^j. — » — rmmH was fired into the engine block oi the b» 1 

vehicle occupants and it is unknown as to the severity of damage to the tax. cab. 
4. The motorcade continued on to the KIG building with no further incidents. 
RA note: On September 1 1, 2007, PSD personnel were briefed Ito use ^^l^XttL 

the Kurdish translation for the vehicle warning signs. 
Case closed. 



Spi§SI^ltErBUt.U5lT:LASSlKIEK | 
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SPOT REPORT - 091607-02 



SUBJECT: EOF incident involving COM PSD team 
REPORTING OFFICE: RSO Al Hillah, Iraq 



SUMMARY: On 16 September 20 07, at appr oximately 1240 hours, j 

vehicle COM PSD motorcade team (L____J) was in the process of loading the 
principles into their motorcade for departure from the venue. A vehicle driven by 
a lone occupant, of military age, matching a BOLO that the team had been briefed 
on earlier in the day moved aggressively toward the motorcade. All other vehicles V 
had complied with verbal and visual cues to stop and maintain a distance from the 

convoy. A member of ; j?ave visual and verbal signals to the driver of the 

vehicle including flashing a spot light at the driver in an attempt to make them 
stop, but the vehicle continued towards the motorcade. 

Following approved rules of engagement, a team member fired 4 rounds from his 

I \ into the vehicle engine compar tment. T he vehicle came to an immediate stop 

and the driver appeared uninjured. /finished loading the principles into 

the vehicle and then returned to the REO without further incident. 

RSO ACTION: Team members are being debriefed and written statements taken. 
RSO will continue to investigate the situation and report any further details when 
available. 

LOCATION: Al Hillah,.taq 



•••• ••• • •«• 

• • • ••• 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



DRAFTED BY: William G. Embry, Assistant RSO Al-Hillah 
APPROVED BY: Ricar^Qolon« 5 JC>RSC> Baghdad 
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INCIDENT REPORT € , P 

This report may be in addition to DS SPOT reporting. 

Date of Report: 1 6 Sep 07; ' . :*• : I : ;\ \ 1C v 

X •••• • ••• ••••• •• • • \0'^i K 

Location: _ ; # » » # » ; #> ;•; #B » ## » ; j j j #> » # » 

Task Order: 8 

Person Releasing Report: Michael Gibson 

Title of Person Releasing Report: Operations Chief RSO TOC REO Al-Hillah 

Date of Incident: 1 6 Sep 07 
Time of Incident: 1240 hours local 
Contractor Involved: Blackwater 

Detail Location of Incident: Market Area located to the east side of Shatt al-Hillah River 
Personnel Involved: 



Incident Synopsis: On 16 Sep tember 2007, at approximately 1240 hours, a ■ vehicle COM 

PSD motorcade team ' was in the process of loading the principals into their motorcade 

for departure from the venue. A vehicle driven by a lone occupant, of military age, matching a 
BOLO that the team had been briefed on earlier in the day moved aggressively toward the 
motorcade. All other vehicles had complied with verbal and visual cues to stop and maintain a 

distance from the convoy. A member of| gave visual and verbal signals to the driver of 

the vehicle including flashing a spot light at the driver in an attempt to make them stop, but the 
vehicle continued towards the motorcade. 

Following approved rules of engagement, a team member fired 4 rounds from his I . into the 

vehicle en gine comp artment. The vehicle came to an immediate stop and the driver appeared 

uninjured. t finished loading the principals into the vehicle and then returned to the REO 

without further incident. 

Team members are being debriefed and written statements taken. RSO will continue to 
investigate the situation and report any further details when available. 

Outline injuries if applicable: N/A 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW DL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report-09 1607-02. 
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INCIDENT REPORT (P) 

This report may be in addition to DS SPOT reporting. 



Date of Re port: 30 October ,20ft? ; .•• .•• ; ;•• ; 

Location: \_ j withhddaiKtoDPSSC j.j \ \ I J* j l m I I V>1«|F 

Task Order: 6 

Person Releasing Report: David T. Rogers 

Title of Person Releasing Report: Deputy Director of Operations 

Date of Incident: 30 October 2007 
Time of Incident: 1430 hours 

Contractor Involved: Blackwater , 

Detail Location of In cident: Approximately 500 meters outside Check Point , ( p 

Personnel Involved: I 



Incident Synopsis: On 30 October 2007 at 1430 hours, . was return ing to the 

International Zone when a High Profile PSD Team, later identified as EODT, passed on 

the left ha nd side just outside gate ' . As the lead vehicle in the EODT motorcade got ahead of 

1 ZZZZ follow vehicle t he Well G unner in the EODT motorcade fired a single shot into the 
driver's side windshield of 1 follow vehicle. did not return fire. When the PSD 

Teams clear ed the chec k point the US Militar y stopped the EODT motorcade to determine why it 

had fired on 1 ~ .follow vehicle. ^ had a Department of State Agent present in the .it's \y 

motorcade who questioned EODT's SL. The SL was not aware of the fact that his motorcade 
fired the shot as he was not notified o f the incident. No COM personnel were injured, but the 
windshield in the follow vehicle ____________ ) will have to be replaced. 

Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP Director, BW PM, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 



Additional Reports Generated: DOS Spot Report and photos generated and disseminated via 
secure communication to DS. 



INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



\)om 
(p) 



Date of Report: 4 Noveitber ff? 
Location: __ULJ.. 



• ■ • 



Task Order: 6 

Person Releasing Report: Anthony Sanganetti 

Title of Person Releasing Report: RSO TOC Commander 



Date of Incident: 04 November 07 
Time of Incident: 1222 
Contractor Involved: Blackwater 
Detail Location of In cident: jintersection near: 

Personnel Involved: " H and CAT Supports 

Incident Synopsis: ' " (withCA^ attached) was returning from Daura Oil with 

principl es. Encountering traffic at I the motorcade wa s stopped for a short while in traffic at 

[ ^jWhile waiting in traffic, the up-gunner from the element located in the rear of 

^Imotorcade noticed a white hatchback weaving towards the motorcade. This white 

vehicle was weaving in and out of traffic while approaching the stopped motorcade. The up- 
gunner from the CAT vehicle used physical and verbal signals, a pen flare, followed by two 
rounds from his / to the grill. The white vehicle then stopped and two local nationals (1 male 
and 1 female) exited. There were no apparent injuries to the local nationals as a result of this 
incident. 



Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP, BW SDL, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 
Additional Reports Generated: DOS Spot Report. 
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U.S. Embassy Baghdad 
December 14, 2007 




SPOT REPORT - 121407-01 



SUBJECT: EOF Involving Stray Dog. 
REPORTING OFFICE: RSO Baghdad, Iraq 



SUMMARY: At approximately 1 145 hrs/ 



__, was conducting an advance 
While the K-9 team was 



at the New York Times residence in the Red Zone, 
sweeping the perimeter for explosives, an Iraqi guard opened a gate to allow a 
stray dog to enter from the street. Immediately upon entering through the gate, the 
dog became aware of the K-9 and became extremely aggressive, lunging at the K- 
9 and prompting the K-9 handler to place his body between the two dogs and draw 
his pistol. The K-9 handler and another PSS as signed to cover him shouted at the 

stray dog, kicked it, and struck it with an ' muzzle to try to repel it, but the 

stray would not back off. Ultima tely, the PSS assigned to cover the K-9 team shot 
and killed the stray dog with two j rounds. 

RSO ACTION: RSO was debriefed on incident. 

LOCATION: Red Zone, Baghdad, Iraq 

DRAFTED BY: Tek Roby, RSO TOC Watch Officer, Baghdad 
CLEARED BY: Ted Carpenter, DRSO Baghdad, Iraq 
APPROVED BY: EARL MILLER, RSO Baghdad, Iraq 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 
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Date of Report: 14 December 200? \ ; 

Location: ) withheJdSdue toJQPSJEC ••• 

Task Order: 6 
Person Releasing Report: David T. Rogers 
Title of Person Releasing Report: Deputy Director of Operations 

Date of Incident: 1 4 December 2007 
Time of Incident: 1 145 hours 
Contractor Involved: Blackwater 

Detail Location of Incid ent: Ne w York Times Residence in Baghdad (Red Zone) 
Personnel Involved: ' 



(P) 



Incident Synopsis: At approximately 1 145 hrs,| was conducting an advance at the New 

York Times reside nce in the Red Zone. They had made contact with the security manager; a 

British guy named (LNU) and was making arrangements for the motorcade arrival. While 

the K-9 team was sweeping the perimeter for explosives, an Iraqi guard opened a gate to allow a 
stray dog to enter from the street. This dog, we were later told, had been raised by the guards 
and fed by them since it was a puppy, and was basically a mascot. Immediately upon entering 
through the gate, the dog became aware of the K-9 and became extremely aggressive, lunging at 
the K-9 and prompting the K-9 handler to place his body between the two dogs and draw his 
pistol. The K-9 handler and another PSS assigned to cover him shouted at the stray dog, kicked 
it, and struck it with an f j muzzle to try to repel it, but the stray would not back off. Due to the 
fact that the PSS member who was assigned to cover the K-9 team did not have any alternate use 

of force equipment (i.e. Pepper Spray) the PSS member shot the stray dog with two__ 

rounds. 



_i the security manager, was reportedly irate over the dog shooting. Several New York 
Times reporters subsequently came out of t he resid ence a nd were saddened to learn that their 
"favorite" dog had been shot. I \ spoke to_ land the reporters and did a good job 

smoothing things over and de-escalating the situation. 



Outline injuries if applicable: None 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: N/A 
Personnel Notified of Incident: RSO, HTP Director, BW PM, Ops Chief 
Supervisor synopsis of local impact of incident: N/A 

Additional Reports Generated: DOS Spot Report and photos generated and disseminated via 
secure communication to DS.,, 
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U.S. Embassy Baghdad 



December 15,2007 




SPOT REPORT- 121507-03 



Subject: COM PSD Team Fires on Aggressive Vehicle 

Reporting Office: RSO TOC Kirkuk 

Summary: On 15 December 2007, at 1426, a REO Kirkuk ' 
COM PSD motorcade en-route to the Erbil USAID compound encountered 
an aggressive white 4 door BMW with one military-age-male (MAM) 
operator. 



The motorcade was traveling north on Route 2 j ^_ when 

a white 4 door BMW with one occupant, traveling in the same direction at a 
high rate of speed, began passing other vehicles that were keeping the 1 00 
meter distance behind the motorcade. The right and left rear gunners of the 
CAT (Counter Assault Team) vehicle opened their doors and made several 
attempts to signal the vehicle to slow down using hand and arm signals, 
shining a flashlight, and throwing a water bottle. The right rear gunner then 
fired one pen flare at the white BMW, however, the vehicle continued 
accelerating toward the rear of the motorcade. 

When the vehicle accelerated to approximately I .meters from the CAT 

vehicle, the right rear gunner fired one well aimed round into the grill of the 
white BMW. The white BMW then swerved both to the right and left, then 
slowed and kept its distance behind the motorcade before the vehicle 
dropped out of sigfrtvTlje occ^rjant.appf,ared3to.b.eiB)in}^red. 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 



The motorcade continued to Erbil USAID compound with no further 
incidents. A COM perso^ejwa^inrthejripttffcaete &s:a*p&s$eh££r, and an 
ARSO was the acting Al£. : &Q one wJite? jriAtoi&ads Xvasar^ar^d 'during the 
incident. 

RSO Action: PSD members will be debriefed upon return to REO Kirkuk 
and an ROI will be forthcoming. 



DRAFTED BY: Michael Rohlfs, RSO Kirkuk 
APPROVED BY: Ted Carpenter, DRSO 
CLEARED BY: Earl Miller, RSO 
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INCIDENT REPORT 

This report may be in addition to DS SPOT reporting. 



• • • 



Date of Report: 15 Decembei:20WSCl»38-07V. .** 
Location: Regional EmbassyldffSce, £.i*kSk # Ir|«ij # *» 
Task Order: WPPS Northern Iraq 
Person Releasing Report: Michael A Boffo 

Title of Person Releasing Report: Project Manager, DynCorp WPPS, Northern Iraq 



Date of Incident: 1 5 December 2007 

Time of Incident: 14:26 

Contractor Involved: _ % 

Detail Location of In cident: Nort hern Iraq, South of Erbil 
Personnel Involved: 

Incident Synopsis: 

On 1 5 December 2007, at approximately 1426, a REO Kirkuk ; j COM PSD motorcade fe> F 

en-route to the Erbil USAID compound encountered an aggressive white 4 door BMW with one 
military-age-male (MAM) operator. 

The motorcade was traveling north on Route 2 1 ; when a white 4 door ^ 

BMW with one occupant, traveling in the same direction at a high rate of speed, began passing 
other vehicles that were keeping the 100 meter distance behind the motorcade. The right and left 
rear gunners of the CAT (Counter Assault Team) vehicle opened their doors and made several 
attempts to signal the vehicle to slow down using hand and arm signals, shining a flashlight, and 
throwing a water bottle. The right rear gunner then fired one pen flare at the white BMW, 
however, the vehicle continued accelerating toward the rear of the motorcade. 

When the vehicle accelerated to approximately meters from the CAT vehicle, the right rear 
gunner fired one well aimed round into the grill of the white BMW. The white BMW then 
swerved both to the right and left, then slowed and kept its distance behind the motorcade before 
the vehicle dropped out of sight. The occupant appeared to be uninjured. 

The motorcade continued to Erbil USAID compound with no further incidents. A COM 
personnel was in the motorcade as a passenger, and an ARSO was the acting AIC. No one in the 
motorcade was injured during the incident. 



to v 



Outline injuries if applicable: NONE 

Supervisor Actions to Mitigate Adverse Actions or Preclude Re-occurrence: 

placed on administrative leave in accordance with DS regulations involving discharging a 
weapon. 



Personnel Notified of Incident: 1. RSO Special Agent Rohlfs, Michael D , DynCorp WPPS 
Program Manager Pat Dobson. 



Supervisor synopsis j)f^oca} ipipnf tjof*iqci*de,nfc*3^/A; 
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Additional Reports Generated: RSO Michael Rohlfs, generated additional report. 




ACTION MEMORANDUM 
Sensitive But Unclassified 



Date: 
To: 

Subject: 

Background 



March 14, 2008 



Earl R. Miller, 
UODFI Investiga 



1. On December 15, 2007, at approximately 1425 



(?) 



! • \tfmtehtftqteFD$pqrtt ng\t of State 
* " U.S. Ertb&tiy Baghdad, Iraq 

Regional Security Office 



Regional Security Officer 
ion 20071215, UODFI, Irbil, 



motorcade, | '_ ___■) en-rout 5 from the Kirkuk REO to RRT Erbil, fired one round from an 



_at a vehicle after determining 



DRSO Adjudication 

1 . I submit that the investigation 
into the facts and circumstances 
International Personal Security 
the U.S. Embassy PSD Serious 
were based on a thorough evaluation 



:o their motorcade. 



:hat the vehicle posed an immediate threat 
This escalation of force was appropriate and within the parameters of DS u >e-of-force policy. 
No injuries to the occupant were observed. 



by Kirkuk Regional Embassy Office RSO 
of the December 15, 2007 use of deadly 
Specialist ,was conducted 



2. I concur with all of the findings and recommendations by RSO ROHLFS 
are detailed in his Final investigative Report dated 



Findings 

[1] The use of force 
for the circumstances, 



The! 



[2] 

does not have any writtejn 
of the vehicle. The lack 
solely blamed for causing 
lack of a written warning 
the first indicator to driveYs 
is extremely unlikely, givsn 
would hav£ re.s.p.ec^ed the, 
arm gestuifes, fJ3sl3ligbJ$ 



Recommendations 



hrs, a KirkukJ 



'COM PSD 



Incident Investigation Handbook and the 

of all evidence available to the investigators. 



J 



which 

December 16, 2007 as follows: 



exercised by PSS 
within established policy. 



and 



motorcade CAT vehicle 



Michael D. ROHLFS 
force by DynCorp 
in accordance with 
subsequent findings 



~"]was necessary, appropriate 



warning advising people to stay back 100 mefersT oh the rear 
of warning signage on the rear of the CAT Vehicle cannot be 
the EOF since other vehicles kept their distance despite the 
Had the written warning been in place it c ould have served as 
for them to keep a 100 meter setback from the motorcade. It 
the circumstances in this case, that the driver of the BMW 
;writfen warnjng a.rjy.mq/e thap h§^id verbal signals, hand and 
Si pen flSne, Of&e ndjrrfU^leql^ Second time. 



Lb 
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written in Kurdish and English applied vice 



»• • ••• • ••• 



[1] It is recomrnerTdi jd>tha*t«#S& tog*«ioe»co9i^nate»with3<l§K» /ehfcle Maintenance, 
Baghdad, to examine the process by which the warning signage is ; applied to RSO 



vehicles prior to issuanc e. Vehicles destined for Kirkuk/Erbil shoulc 



understand. DynCorp weekly vehicle reports should be amended t<j> include a category 
for warning signage. 



3. I further find no criminal culpability relative to the actions of PSS7 
incident. 



4. Although the use of deadly 
shooting (Mission Firearms Po 
may have been found to be out 
are only perm itted as follows: 



force was found tq be within the policy at 
cy dated August 2007), under the current 
of policy because firing aimed rounds at 



8 and 9 (Firing aimed 
arid finally, firing aimed 
automatic follow-on 
heed the warnings, 
understood by the driver 
not necessarily be cor strued 
convoy and/or the pro 'ectee(s) 



ro 



founds into vehicle radiators or engines 
rounds at vehicle drivers to stop vehicles) 
procedures to be employed solely because 
these warnings may not have been 
of the vehicle \nvolved, the failure to 

as a hostile act that poses an imminent 
absent other factors indicating 



Because \ 



Therefore, when an approaching vehicle does not slow or stop 
(Graduated Force Responses), PSD operators generally shoulc' 
aimed rounds either at " " ' ' ' 
that the vehicle or driver presents an imminent threat of death 
harm to the convoy. 



RSO Action 



1 . I concur with the adjudication 



[1] RSO Rolfs shall 
appropriate language, and ensi re 
Firearms Policy and the Rules fpr 



Cc: DCM - Ambassador Gatrie^a 
Attachments: Firm? 



Arabic, which most of th ? population does not 



have signage 



/in this 



tre 



time of the 
, this shooting 
apbroaching vehicles 



WFP, 



in response to 1-7 
not move to firing 

the vehicle or drivers (8&9) absent other factors indicating 

or serious bodily 



stop vehicles, 

are not 
a vehicle does not 
noticed or 
heed them should 
threat to the 
hostile intent. 




Ted 
Deputy 



inves 



Carpenter 

Regional Security Offider for 
igations and Protective Intelligence 



of DRSO Carpen 



ensure that all 
that all PSS are 
the Use of Force 



;er and direct the following action be taken: 



vehicles have the appropriate 
thoroughly familiar with 



signage in the 
Ihe new Mission 



Earl R. Miller 

Senior Regional Security Officer 
US Embassy, Baghdad 



feuta 



snis • 

Rcf»n*o^ki/e«tigotiofi» 
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High Tlir.6ail?fatedthia:Qperati 

Baghdad, Iraq 



Standard Operating Procedures 




United States Embassy 
Regional Security Office 
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High Threat Protection Office 

e Regional Protection Teams 
Special Protective Equipment 
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« Team Equipment 

o Special Purpose Equipment 
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Firearms 

e Definition of "Deadly Force" 

« Probable Cause for the Use of Deadly Force 

o Principles on Use of Deadly Force 
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GENERAL 

This manual servCs^slihe^ter^ardj^wltin^^rsJCf Suras Jor contract protective security 
specialists and su^rtfrxstshelcpemng jSnitf Cfrfef oiMssiofcfCOM) authority in Iraq. 
All contract personnel are required to read, understand and abide by these SOPs. 

A signed U.S. Embassy Mission Firearms Policy acknowledgment form will be completed 
and submitted to the Protection Officer prior to issuance of an Embassy ID card, firearms or 
any other government furnished equipment. 

US EMBASSY 

The US Embassy Iraq is located in the coalition controlled International Zone (IZ). The IZ is 
locatedalong the Tigris River in the heart of downtown Baghdad. The Chancery (also known 
as? ) is located within the IZ and north of the Embassy Annex. The Embassy Annex is 
the primary work area for most Embassy personnel. Most Departments within the United 
States Government have offices within the Embassy. Additionally, within the Embassy 
Annex are personnel from the United Nations, NATO and Multi-National Forces Iraq. Many 
Iraqi nationals work within the Embassy compound. 



REGIONAL SECURITY OFFICE 

The Regional Security Office (RSO) is responsible for security at the US Embassy and the 
protection of personnel under COM authority. Diplomatic Security (DS) special agents 
assigned to the office serve in various capacities within the RSO office. Currently there are 

approximately ; '_DS special agents assigned to various functions. The RSO office is 

composed of the following sections: 

• High Threat Protection Office 
e Logistics Office 

® Facilities Security Office 

• Intelligence and Investigations Office 

• Emergency Plans and Training Office 

DS special agents are also assigned to the Regional Embassy Offices in Al Hillah, Basrah, 
Kirkuk, Mosul and USAID Irbil. 

In addition to the DS special agents assigned to the US Embassy, there are various other 
security forces that provide security to the Embassy. These security forces include the 
following: 



e 



Marine Security Guards - Responsible for internal defense and 
safeguarding classified information 

4th MEF Golf 2/6 Marines - Responsible for perimeter security of the US 
Embassy 

Global Security - Assist 4th MEF 2/6 Marines with perimeter security and 
man s\\ flecks cqntrpl fjpinfo .GJoba^ also grovides Ghurka guards to 
variiuS siteS ttroughGuf the l»terJftXion# Zofle. 

a* a* mm * m m m » m m 
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HIGH THREAT S'RdTECTJQN OFFICE? .** I I" I '." I** 

••••• • ••• • • • • • 

The RSO High Threat Protection'office (*HTP*6) is responsible* for all protective operations 

under COM authority. Currently, there are| jDS special agents assigned to the protection ^-f £ 

office. 



Protection Manager 
Deputy Protection Manager 
RSO/TOC Senior Watch Officer 
Agent-in-Charge, Ambassador's Detail^ 
Iraq Protective Detail Special Agentsj 



Blackwater, Triple Canopy and DynCorp Protective Security Specialists (PSS) deployed to 
Iraq in support of the Iraq WPPS program are assigned to the HTPO. 

The Area of Responsibility for the RSO HTPO covers all of Iraq. PSS can expect to operate 
throughout Iraq. Extended operations in various regional sites are always a possibility. PSS 
personnel will NOT operate outside of Iraq. 

Regional Protection Teams 

The HTPO maintain protective details throughout Iraq. Currently, there are protective details 
operating in Al Hillah, Basrah, Kirkuk, Mosul, Baqubah, Najaf, Ramadi, Irbil, Karbala and 
Tikrit. The teams assigned to these locations are in support of Chief of Mission personnel 
assigned to these locations. They are also available to assist Baghdad based protective details 
during visits to these sites. 



SPECIAL PROTECTIVE EQUIPMENT 

PSS personnel will be issued appropriate SPE for protective operations. Issued SPE will be 
maintained in good working condition. All damaged, lost or stolen equipment will be 
brought to the attention of the Protection Manager via the appropriate chain-of-command. 
All SPE provided by the Government or purchased by the contractor under the Task Order is 
property of the USG. 



Basic Load 



The following equipment is considered basic load for all PSS personnel when conducting 
protective operations: 




• • • •• • • % • • ••• • ••• 

.» n — i «n i" — i » • — m • « r~i — r~ 

% • • • • • • • 
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Team Equipment ; , ' 



• • • • • • 



• • • • 
> • * • • • 



• • • • 

• • • 



The following. SPE is considered team equipment and will be issued to protective details as 
needed. In order to maintain accountability, all team equipment will be assigned to 
individual personnel. 



e 
• 
e 
o 
• 



Special Purpose Equipment 

Protective details may be issued additional equipment to support special missions. The 
issued equipment will vary from mission to mission. 



Inventory Requirements 

e Contractor shall conduct an inventory check of all assets on a monthly 
basis, noting make, model, serial numbers, or industry recognized 
identifiers 

e Maintain a written accounting for all assets, GFE and CFE, upon initial 

issuance from the government to the contractor, 
e Immediately upon discovery of loss or damage to GFE or CFE, submit a 

written report to the RSO 



FIREARMS 



Prior to issuance of a firearm, all contract personnel are required to read, understand and 
abide by the Mission Firearms Policy (MFP). A signed Attachment C must also be submitted 
to the Protection Manager. The MFP is the primary policy with regards to firearms and 
personnel under COM authority. 



Definition of "Deadly Force" 



"Deadly force" is the use of any force that is likely to cause death or serious physical injury. 
When a Protective Security Specialist (PSS) uses such force, it may only be done consistent 
with this policy. Force that is not likely to cause death or serious physical injury, but 
unexpectedly results in such harm or death, is not governed by this policy. 

• Probable Cause for the Use of Deadly Force 

Probable -cause, J-e&sosItoJbetieve tfr.a rttfso&afcle tfcltefj forJpiJrfeses of this policy, means 
facts and circumstanoas^ iack*cfirig tbe'raasoriable ir£e?ence6.3rawS there from, known to the 
PSS at the time of the use of deadly force, that would cause a reasonable PSS to conclude that 
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the point at issue is probably true. The reasonableness of a belief or decision must be viewed 
from the perspective of the PSS on the scene, who may often be forced to make split-second 
decisions in circwrnsjanses, Sthat . 'are, * tea**. *ui5gfe<£cta*b , le: * .and rapidly evolving. . 
Reasonableness isjrjfit & be^rev|e,4 fprp th^ljn vjnjage potnt of hindsight. 

Principles on Use of Deadly Force 

The Contractor adopts the Department of State policy, which recognizes and respects the 
integrity and paramount value of all human life. Consistent with that primary value, but 
beyond the scope of the principles articulated here, is the full commitment by the Contractor 
to take all reasonable steps to prevent the need to use deadly force, as reflected in Diplomatic 
Security (DS) approved training and procedures. Yet even the best prevention policies are on 
occasion insufficient, as when a PSS is confronted with a threat to his or her life and/or the 
life of protectees or other individuals. With respect to these situations and in keeping with 
the value of protecting all human life, the touchstone of this policy regarding use of deadly 
force is necessity. Use of deadly force must be objectively reasonable under all the 
circumstances known to the PSS at the time. 

Permissible Uses of Deadly Force 

The necessity to use deadly force arises when all other available means of preventing 
imminent and grave danger to PSS or other persons have failed or would be likely to fail. 
Thus, employing deadly force is permissible when there is no safe alternative to using such 
force', and without it the PSS or others would face imminent and grave danger. A PSS is not 
required to place himself or herself, another PSS, or the public in unreasonable danger of 
death or serious physical injury before using deadly force. PSS will fire at a person only in 
response to. an imminent threat of deadly force or serious physical injury against the PSS, 
protectees, or other individuals. 

Determining whether deadly force is necessary may involve instantaneous decisions that 
encompass many factors, such as: 

• The likelihood that the subject will use deadly force on the PSS or others 
if such force is not used by the PSS; 

e The capabilities of the subject; 

« The presence of other persons who may be at risk if force is or is not used; 
and 

* The nature and the severity of the danger posed. 
Use of Lesser Means than Deadly Force 

If force less than deadly force could reasonably be expected to accomplish the same end, such 
as restraining a dangerous subject, without unreasonably increasing the danger to the PSS or 
to others, then it must be used. Deadly force is not permissible in such circumstances, 
although the reasonableness of the PSS' understanding at the time deadly force was used will 
be the benchmark for assessing applications of this policy. 

Prior to using deadly* force, if feasible, PSS rfilf Tfcdifttf cotnm^id the subject to submit to 
their authority. ' jfc J^ve^'gmng.such- » cfcnuifend Jwojfi itefelf pose a risk of death or 
serious physical injury to the PSS or others, it need not be given. 
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Warning Shots and Shooting to Disable. 

••• • • • • ••• • ••• 

Warning shots are JioJ ajfthojizf d; Atj^ojtime, wi4J,a}v|aporj bf«firejl gito the ground or air as 

a warning to stop a* threat.' Warnfrfg* snofs ftfay p"<5se Hangers' to* others in the vicinity of where 

the shot was fired. 

Shooting at a vehicle is authorized if it constitutes the appropriate level of force to mitigate a 
threat. In order to ensure a safe separation from motorcade and suspected or likely threat, 
shots may be fired into the vehicle as needed to prohibit a threat from entering into an area 
where the protective detail would be exposed to an attack. If feasible, shots should be 
directed away from the passenger compartment of the vehicle first. If at all feasible, other 
warnings, visible, verbal, and combination will be used before the use of these shots. If the 
vehicle continues to be a threat after the shooting, the next level of deadly force is authorized 
to mitigate the threat. Employees must use their discretion at the number of rounds fired into 
the engine block to stop the threat. 

Vicious Animals 

Deadly force may be directed against vicious animals when necessary in self-defense or the 
defense of others. 

Investigation of Incidents of Deadly Force 

The Regional Security Officer will conduct the investigation of the incident of deadly force. 
PSS personnel will cooperate fully with the investigating authority. 

In accordance with the Mission Firearms Policy, any COM personnel involved in the 
discharge of a firearm shall provide an immediate verbal notification to the RSO as well as 
the written report within 24 hours of the incident. 

Immediately after an on-duty discharge of a firearm, the following actions shall be taken by 
the contract WPPS employee to comply with the additional reporting obligation referenced in 
the Mission Firearms Policy: 

«> Report the incident as soon as practical via radio or cell phone to the RSO TOC. A brief 
description of the incident, location, and assessment of personal injuries or property damage 
should be provided. 

• After returning to the US Embassy or REO, the Agent In Charge (AIC), Shift Leader (SL), 
employee who discharged the weapon shall report immediately to the RSO/TOC. All 
witnesses to the event shall report to the RSO Coordination Center (RSO/CC). If it took place 
within a vehicle, all personnel inside that vehicle shall also report to the RSO/CC. 

o If the event occurs at a State Embedded Team (SET) location, the Project Manager (PM) 
shall immediately contact their respective RSO and Regional Military Commander (RMC): 

-An Najaf & Karbala notify Al Hillah RSO 

-Tikrit nolifiaaKiukuk RSO 

-ArRajija4&44 ub 4i°%^ h ^ RSO * * '' : ' 



Page 9 of 28 



SENSITIVE BUT UNCLASSIFIED 



SENSITIVE BUT UNCLASSEF^ J . 



• After reporting to the RSO/TOC, the AIC is to bnef the RSO/TOC DS Agent with specific 
facts to facilitate prompt and accurate reporting to the DS Command Center and State 
Operations Center! 



• • • • •••••••••••t 

••• • ••• • 



• All persons reporting to the RSO shall complete the RSO Sworn Statement Form; a 
handwritten unaided statement concerning the event and upon completion turn it in to the 
RSO TOC Agent and standby for further interview if needed. 

• When the discharge has, or reasonably may be presumed to have, caused injury or death, 
the discharged weapon shall remain loaded, placed on safe, and then remanded to the RSO 
Investigations Section. The weapon shall not be altered prior to delivery to the RSO. 

• The employee involved in the incident shall be placed on non-operational status for 24 
hours without a reduction in pay and be offered counseling services from the State Medical 
Unit. 

Personnel Security Specialists (PSS) exercising the use of deadly force while on duty will be 
placed, as circumstances dictate, on administrative leave from their details or assigned to 
duties not requiring the carrying of a firearm until an internal review and investigation are 
completed. If the exercise of deadly force is justified, PSS will be authorized to return to 
duty. 



Carry of Firearms 

No PSS shall carry a firearm unless: 

« The PSS has qualified with assigned weapon(s) in accordance with 

contract terms and conditions. 
« The PSS is not disqualified by any law of the United States including 18 

USC 922(g) relating to convictions for misdemeanor crimes of violence; 

and 

» The PSS has been authorized by the Regional Security Officer and any 
applicable host country authority to carry and use firearms in the 
performance of their duties with respect to maintaining the security and 
safety of persons designated in the WPPS contract and Task Order. 



Responsibility 

A PSS is responsible for having a complete understanding of his or her authority and its 
limitations, and applicable guidelines and procedures. 

Authorized Firearms and Related Equipment 

PSS may carry only handguns, holsters, support weapons, and ammunition that the 
Department of State has issued or approved. Under no circumstances will a PSS modify any 
weapon or ammunition that the Department of State has issued. 



Qualification ••• 

: ••••••••• ••• • •*••• 

••• • ••• • •• • • • ••• 
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In order to carry a Department -issued or approved firearm, a PSS shall qualify by meeting or 
exceeding a specified score with a Department-issued or approved firearm in accordance with 
the contract. Upder ytc cjrc,uijistanffe, sjiail ,a"P§S; carry p'firear/n if he or she has not 
successfully comjJlele<31he}-e«[ufred fitSanrls qirajifjc^tlon JjrOfiediJreJ. 

Firing Range Procedures 

The firing range instructor shall ensure that all training is conducted safely in accordance 
with only DS approved guidelines, lesson plans, and manuals. Failure to follow range safety 
procedures may result in dismissal from the WPPS program. Team Leaders will also be 
responsible for. ensuring the proper conduct of their personnel, and ensuring that the range is 
cleaned and inspected at the end of training. 

Prescription Medication 

A PSS who is taking prescription medication, except for short-term antibiotics, anti-malarial 
prophylaxis, or oral contraceptives, which are not already a matter of record with the 
Contractor, shall notify his or her supervisor and submit a medical certificate or other 
administratively acceptable documentation of the prescription and its effect(s) to the Regional 
Security Officer and DS/OPO/HTP. The Regional Security Officer with the assistance of 
DS/OPO/HTP shall determine whether such PSS shall be allowed to continue to carry a 
firearm while taking the medication. Pending written approval the PSS shall not perform 
PSS duties. 

Standards of Conduct for Armed PSS Personnel 

e PSS shall remember at all times the serious responsibility and potential 

dangers attendant to their authority to carry firearms and conduct 

themselves accordingly; 
« PSS are accountable for their actions and shall conduct themselves in a 

manner, which shall not bring discredit to the Department of State or to 

themselves; 

« A PSS shall treat a firearm at all times as if it were loaded; and 

o All incidents involving misconduct with a firearm shall be reported 

immediately to the Regional Security Officer. Any such incidents shall be 

considered serious, and the PSS involved may be subject to criminal, civil 

penalties and disciplinary action. 
» A PSS will not consume alcohol within six hours prior to carrying a 

firearm. 



Availability of Firearms 

PSS personnel are only authorized to carry their government issued firearms within Iraq 
while performing official duties. No other firearms are authorized. PSS will only use 
ammunition prg?jded» fcyjthe goyeriunent* awdj ufwfer^ao »i*»um«tances will a PSS modify a 
government prcSvified'tyeapofiS \Jithbjit the. p£itrrissiorj £ fhejRfgpnal Security Officer. USG 
firearms may nof oe carried'outs'de of Iraq. * * * 
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••••• • ••• ••••••••• 

Securing FirearmS ** ••• ••• ••" ••" • • " 

• A PSS is responsible for maintaining and securing his or her firearm. 

• If a PSS loses his or her firearm, or if the firearm is stolen, the PSS shall 
immediately notify the Regional Security Officer. Within 24 hours of 
losing the firearm, the PSS shall prepare a memorandum, through his or 
her immediate supervisor, to the Regional Security Officer that thoroughly 
explains the circumstances surrounding the loss. 

• PSS personnel will secure their firearms with the armorer prior to 
departing on leave, R and R, or other travel outside of Iraq. Weapons will 
be turned in to the armorer when contract personnel depart the country 
for any reason. 

Drawing Firearms 

A PSS will not draw his or her firearm unless confronted with the threat of deadly force or 
serious physical injury. 

Discharges 

A PSS who has discharged a firearm shall orally report such discharge immediately to his or 
her direct supervisor and the Regional Security Office. The PSS shall submit a written report 
to the Regional Security Office delineating the circumstances of the discharge within 24 
hours. 

Internal investigations of all discharges of firearms shall be under the direction of the 
Regional Security Officer and DS/OPO/HTP. Pending the results of the investigation, the 
PSS who has discharged his or her firearm may be placed on administrative leave or may be 
assigned duties that do not require the carrying of a firearm. 

PSS on the scene at the time of the discharge shall not investigate the discharge but may be 
asked by the investigating agent to provide a formal statement in writing on the incident. 
The firearm that was discharged shall be secured, preserved as evidence, and relinquished to 
the Regional Security Officer. 

Disciplinary and Other Actions 

The Regional Security Officer shall be kept fully informed of any discharge of a firearm by a 
PSS, or of any incident, which results in an allegation of misconduct with a firearm by a PSS. 

The Regional Security Officer may ask the Contracting Officer's Representative (COR) to 
reassign a PSS to duties that do not require the carrying of a firearm, require the PSS to 
undergo remedial training, or ask the Contractor to reassign the PSS to another contract other 
than the WPPS cpntr^pi with theJDepartnj^ofS^I.e. 

• • ••• • • • • • •••• 

••• • ••• • • • • ••• •• 
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The Regional Security Officer or the Chief of the High Threat Protection Division may refer 

matters to relevant law enforcement authorities, when appropriate. 

••• • • • ■ • • •• • ••• 

• • • • • • • • • • • • 

Firearms Modificati on ^ .. •.• ;•; ..• ; ; ; ;.• 

The RSO armorer is the only person authorized to modify government furnished weapons. 
Modifications will only be performed in accordance with approved DS standards. 
Modifications will only be performed with DS procured/provided equipment. 

Modification/Alteration of government furnished weapons by unauthorized personnel is 
strictly forbidden. This includes but is not limited to the addition of unauthorized sights, 
lights and rail systems. 

Firearms may not be painted. 

Weapon System and Radio Storafie 

All Embassy PSS personnel who depart on leave or at the end of contract must turn their 
radios and weapons into the armorer/logistics specialist prior to their departure from post. 
The armorer/logistics specialist will retain the radio, weapon and weapon systems until the 
PSS returns to post. Weapons systems include firearms, sighting systems, magazines and 
other weapon accessories. At no time will PSS personnel depart post with any government 
furnished equipment. 

Restrictions on the use of Alcohol and Drugs 

PSS personnel will not consume alcoholic beverages while armed or consume alcohol six 
hours prior to duty. When a PSS's employer has a more restrictive policy regarding the 
consumption of alcohol, the more restrictive policy will apply. 

PSS personnel using prescription medication that would impair their judgment may not carry 
a firearm. Use of illegal drugs or controlled substances is strictly prohibited. Use of 
controlled substances or prescription drugs without a prescription and without notifying your 
supervisor is prohibited. The use of prescription drugs includes the use of steroids that are a 
controlled substances, require a prescription and all controlled substances that whether alone 
or combined produce steroid like effects. 

Violation of these policies will be grounds for immediate dismissal. 
Personal Firearms 

Personal firearms are not authorized at Post. This includes firearms that have been procured 
locally, imported into Iraq or acquired from any source other than official U.S. Government 
procurement. Any violation of this policy may result in the contractor being removed from 
the work site. 

Applicability of Policy and Regulation 



• • ••••• • • • • 

• • ••• • ••• • «• • • ••• 
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Nothing contained in this policy shall be construed to limit or impair the authority or 

responsibility of any other Federal law enforcement agency of the United States or host 

country with respite; R?ve^agive,j*pte,<^e/<3r pitfHtg$n<}*actfrjties. 

••••• • ••• ••••••••• 

This policy will 6e usecf m'conjuhc'tion with" an Embassy's "firearm policy written by the 
Regional Security Officer and approved by the Chief of Mission. If any provision of this 
policy conflicts with the Embassy's firearm policy, the Embassy's firearm policy is 
controlling. 



PROTECTIVE OPERATIONS 



The primary mission of the High Threat Protection Office is to protect personnel under COM 
authority by providing an appropriate level of protection when traveling outside of controlled 
areas within Iraq. This mission is accomplished by providing protective details in support of 
the COM personnel who must travel through contested areas. 

The office maintains numerous protective details in Baghdad and throughout Iraq at the 
various Regional Embassy Offices and State Embedded Teams. 

HTPO protective details will operate closely with other protective details. Other details 
operating within Iraq include the Army's Criminal Investigations Division, the Navy's Naval 
Criminal Investigative Service, the Air Force's Office of Special Investigations and a host of 
private contractors proving protective details to other governmental organizations, the Iraqi 
government and private industry. 

Ambassador's Detail 

The Ambassador's protective detail (APD) is assigned to provide 24-hour protection to the 
US Ambassador to Iraq. APD has two DS special agents assigned as the Agents-in-Charge. 
PSS perso n nel assign e d to the det ail may wo rk in a va riet y of capacities. , f 

i 

I ' 

i 

APD's Tactical SOPs are maintained in a separate Annex. 



Protective Details 



Protective details will usually be composed of f i 

Protective missions will usually be composed of ■ 

cars. Details with assigned principals may be augmented with additional personnel, armored 
vehicles and resources to meet a specific requirement. 
Protective detail SOPs are maintained in a separate Annex 



Pool Details 



• • • 
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The RSO office will maintain a number of protective details to be used in general support of 
the US Embassy. These details will receive their tasking from the Tactical Operations Cell. 
They may also beJTgedJM syppott spectel j/lSits W ifccftlde W1PS, CQDELS and other visitors 
as assigned by the^rotectioM # ®ffice. j •• I!..!.* 

Pool requests will be assigned by the Operation s Chief a nd approved b y the Operations 
Officer. The requests will be sent electronically to' jand then \)1 £- 

the missions will be assigned the High Threat Protection Operations Office. 

Assigned Details 

Only the Ambassador and DCM will have dedicated PSD support. 
Patriots 



Escort Details 

Under certain circumstances, protectivesecurity specialists will perform escort details. An 
escort detail is a protective detail with[ ;personnel. 

Escort details- may be used, as appropriate, within the International Zone or when escorting 
principals who are under the protective umbrella of another protective detail. 

Quick Reaction Force 



Mission Planning * » • 

— Jr • • • • • • • ••• • • • • • • 

••••••••• ••• • ••••• 

• ••••••••••• • • ••• 
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Teams are expected. to conduct mission planning for all protective missions. This includes 
filing all appropriate paperwork with the RSO TOC. Additional mission planning SOPs and 
forms are availabte jnjhe Annexes. 



Quick Missions 



••••• • ••• ••••• •• • i 

•• ••■ • ••• • • •• • • • ••• 



Details will be expected to execute missions within a short period of time. Approval of these 
"Quick Missions" will be based on a variety of factors to include time of day, threat, venue to 
be visited and the importance of the mission to the overall diplomatic effort. Only the RSO 
may authorize missions that are submitted within the mandatory 48-hour window for PSD 
missions in the Red Zone. 

ZONES 

International Zone 

Protective operations in the International Zone (IZ) can utilize vehicle configurations 
consisting of one or more vehicles. 

Escort details (of at a minimum two PSS personnel) may be utilized, as appropriate, for 
movements to controlled locations within the IZ. 

Depending on the current level of threat, protective vests may or may not be required within 
the IZ. Only the RSO or the Protection Manager can authorize a change in the current 
uniform posture. If ballistic vests are not required while operating in the IZ, they must still 
be carried in the vehicles for use during an emergency. 

PSD support in the IZ will only be provided to the Chief of Mission, DCM, and visiting 
dignitaries. 

Red Zone 



All motorcade movements into the Red Zone will be composed of a minimum of fully 

armored vehicles. Additional vehicles will be used, as needed, based on threat, location, time 
of day, etc. 

Unarmored vehicles are NOT/NOT authorized for protective operations in the Red Zone. 



There will be a minimum of' I pSS personnel assigned to each motorcade. All PSS Vtt'f 

personnel are required to wear appropriate protective equipment including helmets for all 
movements into the Red Zone. 

Any deviation from these requirements must receive prior approval from the RSO and will be 
addressed on a case-by-case basis. 

OPERATIONS 

Operations Officer. ... . ...» 



••••••••• • • » • • • • 

• ••• • • • • ••• 
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A DS Special Agent will be designated the Operations Officer for protective operations. 

He/She will serve as the Operations Officer for both the Future Operations and Planning Cell 

and the Protection QjIJ Withrr; tlje Tai*ipaJ «3pefcfti<Jn<; Cfenjef; • • : * . 

••••• • ••• ••••• • • 

The Operations dfficels responsible lor* coordinating the approval of written SOPs by the 
RSO office. 

Future Operations and Planning Cell 

The Future Operations and Planning Cell is the focal point for all future protective 
operations. The cell also coordinates all training requirements. The cell is responsible for 
coordinating and synchronizing all future protective details, allocating RSO assets and 
assisting with mission planning. , 

The Future Operations and Planning Cell will consist of one DS Special . Agent and at least 
one PSS from DynCorp and Blackwater. RSO Intelligence Analysts will assist with threat 
assessments, planning, route analysis and record maintenance. 

The cell will maintain all advance files, points of contact, maps and any other material that 
will assist with mission planning. 

Tactical Operations Center - Protection Cell 

The RSO TOC Protection Cell is the focal point for command and control of current 
protective operations under COM authority. The Protection Cell is responsible for 
coordinating and synchronizing protective details, allocating RSO assets, assisting with 
mission planning and assisting protective details and the RSO office during emergency 
situations. 



COMPUTER SYSTEMS 

Personnel who are authorized computer logons must comply with all pertinent DOS and 
DOD regulations. Any unauthorized use of USG computer systems is grounds for 
disciplinary action. 

Available classified computer systems include the DOD SIPER Net and DOS CLASS Net. 
Available unclassified systems include DOD NIPER Net and DOS OPEN Nei+. 

Personnel authorized use of USG computer systems include but are not necessarily limited to 
the following personnel: 



© Program Manager 

s Deputy Program Manager 

• Intelligence Analyst 

• Operations Chief 

e Future Operations and Planning Chief 

« DetajJ^eatfe}- • : : .•• .•• :.: ••; ••; 

• Depi5y«Defatl LeaSer! *. *•!! I.J *!•! 

• Shift Leaders 
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DOS Computer Networks 



Personnel may poj JjscoJuipcJ D(JS; cdlnpufe/s; ]Jrinte}s:or Jetfpherals from any DOS 
network. Additionally^ pers*onrTeTm*ay* not connect unautnonzedVomputers or peripherals to 
any DOS system. 

HANDLING OF CLASSIFIED MATERIAL 

Classified material will only be processed and stored within approved areas of the U.S. 
Embassy. Personnel are not authorized to remove classified material from these areas. This 
includes but is not limited to classified cables, documents, memorandums, satellite imagery 
and maps. 

Any violation of this policy will result in the immediate removal from the work site. 
COMMUNICATIONS 

Radio communications are vital to protective operations. There are several communication 
links available for protective details to include radio, cell phone and satellite phones. Most 

vehic les haveT ] different radio systems installed -] All PSS personnel will 

carry I _ j Most protective operations !» 7 £- 



will operate on the 



nets. 



VHF 




b7£ 



• • • 



• • • 
• • • • • 



• • • 
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HF 



• • • • 

• • • • 
>••••• 



Satellite Phones 



PRC-117F 



Cell Phones 



Encryption 



VEHICLES 

The RSO Logistics Manager is responsible for all vehicle assets under control of the RSO 
and all armored vehicles under COM authority. He/She will publish separate SOPs for the 
use, maintenance, dispatch and reporting requirements for vehicles in use by the Protection 
Office. 

Vehicle Modifications 

Personnel are ppt.iyitbori^e^ to,. coq^uft.arij'. vejiiicj^. ratifications or alterations 
without priorlvtfritfcii lapplotaf .fro*m flf<5 Pr&tecfiomSVtaitager and the Logistics 
••• • ••• • •• • • • ••• •• 
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Manager. All requests to modify/alter vehicfes must be submitted in writing to the Logistics 

Manager via the Protection Manager. 

••• • • • •• • ••• • ••• 

For purposes of tfiij pjflic& -yeliicle JsSdiflsatioHS 5nilud£ aliV cBaiSge to the original factory 
condition of the vehicfe*.*Th!s includes *the "removal* of seats, doors, glass, etc. 

All modifications/alterations must be conducted under the supervision of authorized 
mechanics that are under contract to the US Embassy. 

Armored Vehicles 



Vehicle Equipment 

The following equipment will be carried in all vehicles while conducting protective 
operations: 

» Tow Strap 

• Vehicle Medical Kit 

• Vehicle Jack and Lug Wrench capable of changing the tire on an FAV 
» Spare Tire 

• Water 

Vehicle Accidents 

Personnel involved in vehicle accidents will be expected to complete the appropriate vehicle 
accidents reports. All vehicle accidents will be investigated. Vehicle operators that are found 
to have acted with negligence or willful misconduct will be subject to disciplinary action. 
Additionally, the US Embassy may demand reimbursement from the appropriate contractor. 
Personnel involved in an accident will notify their chain of command and the RSO TOC as 
soon as possible. A written report of the incident will be provided to the High Threat 
Protection Office within 24 hours. 

Any vehicle accident that results in injury and/or death may be treated as a criminal 
investigation. 

RSO will notify the COR/HTP Division Chief within 24-hours of the incident and provide a 
written report within 4 8 -hours. 

MEDICAL 

Medical personnel assigned to protective details are not authorized to perform medical 
treatment beyond the level permitted by their respective medical control officer. 

All personnel willcaoy a«persenal ra»dioei lat«vk«» cond«otjng«fw-otective operations. Each 

vehicle will hav<; a^eftfcl| meijicfrl k*1, 

•• ••• • ••• • •• •• • • • ••• •• 
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CONDUCT 

General 



• • •• • • • • • • • • • • • • 

The Contractor shall'rtotif^the'COk ertSs designated*repres«itfitive:^rotection Manager) of 
all misconduct incidents by providing an incident report that delineates the incident. All 
incident reporting will be required within (24) twenty-four hours of the incident's occurrence. 

The Contractor shall maintain satisfactory standards of employee competency, conduct, 
cleanliness, appearance, and integrity. The Contractor shall take all necessary disciplinary 
action against its employees. Each Contract employee is expected to adhere to standards of 
conduct that reflect credit on themselves, their employer, and the United States Government. 
Contractors must, at all times, use politeness and courtesy when dealing with U.S. citizens, 
U.S. military personnel, coalition forces, TCNs, host country citizens, and all others with 
whom Contractors shall have contact. 

The Government reserves the right to direct the Contractor to remove an employee from the 
work site for failure to comply with the standards of conduct. Standards of conduct must be 
included in this document as ANNEX or paragraph. Upon written direction of the COR or 
CO the Contractor shall immediately replace such employee to maintain continuity of 
services at no additional cost to the Government. This cost to the Contractor shall include, 
but not be limited to, repatriation of the terminated employee, all training and deployment 
costs of the replacement employee, and other General and Administrative (G&A) overhead 
costs for the replacement. 



Appearance 

The Government requires a favorable image and considers it to be a major asset of a 
protective force. The employee's attitude, courtesy, and job knowledge are influential in 
creating a favorable image. The Contractor shall ensure that contract personnel at all times 
present a neat appearance, paying particular attention to their personal hygiene, bearing, 
clothing, and equipment. 

Required Reporting of Significant Incidents 

All PSS personnel are advised that significant incidents must be reported to your supervisor. 
Supervisors must ensure that all significant incidents are reported immediately to the RSO 
office, and a written report will be submitted to the High Threat Protection Office withm 24. 
hours. Significant incidents include but are not limited to: 

• Injuries 

o Discharge of weapon for any reason 

o Loss of equipment such as weapon, ammunition or radio 

e Vehicle accidents or incidents which damage Embassy vehicles 

• Verbal or physical altercations with Embassy personnel, Coalition Forces Iraqi Forces 
or personnel known to represent other diplomatic missions. 

Clothing and Personal Equipment 

The Contractjri efWyeeS sjia'lf.we^-.cte*^, n£a; <$nd ^mpJete civilian clothes or other 
dress as appropriate,* wh'en o'n 'duty * " The* Contractor 'Sibil 'bear the cost of purchasing, 
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cleaning, pressing, and repairing clothing worn by contract personnel while performing their 
duties. No camouflage clothing will be worn at any time on or off duty. 



Neglect of Duties j • •• • • • • » # ; ; ; ; 

•• • ••• • • •• • • • ••• 

Neglect of duties is considered unacceptable performance under this contract. This includes 
sleeping while on duty, unreasonable delays, or failures to carry out assigned tasks, 
conducting personal affairs during duty hours, and refusing to render assistance or cooperate 
in upholding the integrity of the work site security. 

Disorderly Conduct 

Use of abusive or offensive language, quarreling, intimidation by words, actions, or fighting, 
is considered unacceptable performance under this contract. Participation in disruptive 
activities that interfere with normal and efficient protective detail operations is also 
considered unacceptable performance and shall be grounds for termination from this contract. 

Drug Screening 

Contract personnel may be required to submit to random drug testing in accordance with the 
provisions of their contract. "Random drug screening" is defined as unannounced and 
immediate submission of an appropriate contractor employee sample (i.e., urine, blood, hair, 
etc.) without prior notification. Contract employees testing positive shall have the right to 
submit to a second examination immediately upon notification that he/she has failed the first 
drug test. A positive drug test indicating use of drugs other than medication provided by a 
physician for the employee shall result in immediate termination of the employee, and the 
Contractor shall bear all costs for repatriation and replacement of the employee. 

Intoxicants 

The Contractor shall not allow its employees while on duty to possess, sell, consume, or be 
under the influence of intoxicants, drugs, or substances producing similar effects. This 
includes medication legally prescribed by a physician to the contractor employee when it may 
affect judgment and endanger the safety of others in the event of an emergency. 

Consumption of Alcohol 

Contract employees shall not drink alcoholic beverages while on duty or at least six (6) hours 
before a period of duty. 

Relief by an Intoxicated Person 

If contract personnel have reason to believe that his or her relief is intoxicated or under the 
influence of alcohol or intoxicants, that individual shall not allow the relief to proceed. The 
Detail Leader shall immediately consult with the RSO. 

Narcotics 

The ContractoV'lhaU \idt aM\ii(^&^oy^to'^nfrc^^ other controlled substances 
without a prescriptkfl? from»a licensed «physi9ian. 
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Use of Prescription Dturs 

••• • • • •• •• • ••• • • •• 

Any contract emplgyeejissing £rascri]5ti9n*drugs» shall .report jtfais condition to a supervisor 

before assuming guard duty- * : " **" * " * '"' 

Contact with Third Country Nationals 

There may be contact with nationals from countries identified by the Department of State as a 
critical counterintelligence threats. The contractor must report to the RSO any attempt by 
such nationals to establish recurring contact or a close personal association beyond 
professional or personal courtesies. Contractors must receive a counterintelligence briefing 
from the RSO and follow Department reporting guidelines available from RSO. 

Use of "Little Bird" Helicopters 

The "Little Bird" helicopters are only for official use. Only personnel approved through the 
Embassy RSO Office are authorized transport on the "Little Birds". RSO approval may be 
direct from the RSO staff or from RSO staff incorporated into mission planning through the 
TOC operations officer or senior Blackwater management. 

Activities Specifically Prohibited 

The following activities are specifically prohibited for personnel while armed: 

e Careless or irresponsible behavior; 

o Careless or unnecessary display of a firearm in public; 

e Dry-firing or practicing quick draws will only be authorized under the 

supervision of a certified firearms instructor other that during training or 

qualification practice; 
« Threatening a person, or making an unwarranted allusion to being armed, 

in any situation not directly related to an official purpose; 
« Consumption of alcoholic beverage while armed, or six hours prior to 

being armed, or at any time prior to being armed sufficient to impair a 

person's judgment or ability to perform his or her duties; 

• Use of medications or drugs that may impair judgment or ability while on 
duty; 

• Carrying or using any firearm, ammunition, or related equipment not 
specifically, issued or approved by the Department of State; and 

« Carrying or using a modified firearm not previously approved by the DS 
armorer. 

Criminal Actions 

Contract employees may be subject to criminal charges as allowed by law in certain 
circumstances. These include but are not limited to the following: 

•> FaJsa StatenSents! ! •** •** !•! **! •*• "I »'l 

• RelDj>va£ jnjrtto$o{L, pj tte^motyan ofpny # »ffic»l<l(jcuments or records 
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• Concealment of material facts by willful omission from official documents 
or records 

» Unauthorized iise ©f Government property, .theft* vandalism, or immoral 

• •• ••• ••• • •• 

conduct •••• • • •• • • ••• ••• 

• ••• ••• • ••• •• 

« Unethical "or improper 685 oTrfffMal afithdrity or cre*cfdhtr51s 

• Security violations - mishandling of classified documents 

• Knowledge of, participation in, or profiting from any sexual activities, 
which would be illegal within the United States or in the Host Country 

• Organizing or participating in illegal gambling in any form 

• Misuse of lethal and non-lethal weapons 

Acknowledgment 

All contract employees shall sign a certification prior to issuance of firearms in country that 
their employment shall be dependent upon compliance with this policy, and violation shall be 
terms for immediate termination for cause. Violation of this requirement shall immediately, 
be reported to the RSO and the employee shall be immediately terminated from employment. 
The Contractor shall bear all costs for repatriation and replacement of the employee. 

Disciplinary Action 

Project Managers are expected to develop and maintain a program for maintaining discipline 
amongst PSS personnel. In cases where disciplinary action is warranted, the Project Manager 
will investigate, recommend and implement appropriate disciplinary action. 

The Regional Security Officer reserves the right to review all cases and take additional 
disciplinary action, as needed. 

Iraqi Nationals 

Contract personnel will treat Iraqi nationals with the same degree of respect they would 
expect from others. As a representative of the United States government, contract personnel 
are guests in Iraq and must behave accordingly. 

Offensive behavior will not be tolerated. This includes inappropriate/offensive graffiti, 
slogans, photographs, drawing or any other means of verbal or written communications that 
other persons may deem offensive. 

Situations may arise in which Iraqi nationals or other foreign nationals accompany PSS 
principles and would fall under the umbrella of Embassy PSS operations. 

Sexual Harassment 

Sexual harassment exists when a supervisor or a coworker subjects an employee to 
inappropriate language or conduct of a sexual nature that is considered offensive by the 
employee. Such words or conduct may have the effect of creating an intimidating and/or 
hostile work environment that interferes with the victim's work performance. 



• • • • • 



The victim, lite flie B|r£$sef,3cE&i bljz rrTaji fcrji wcfrnan; Trft*viJ;t&n does not have to be of the 
••• • ••• • •• • • • ••• 

opposite sex. 
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Examples of questionable or inappropriate behavior in the workplace include but are not 

necessarily limited to the, following: . 

••••• • ••• • •• • • 

• Touching^ tarniatebedy parts ••" ••* • • • ••• ••" 

• Hugs, kisses 

• Sexual comments, flirtation 

• Photos or magazines of naked people 
e Sexual vulgarities 

• Repeatedly inviting a coworker to go out on a date when he/she is not 
interested 

Sexual harassment will not be tolerated. Personnel who violate this policy will be subject to 
disciplinary action to up to and including removal from contract. 

Tobacco Use 

Contract personnel are not authorized to use tobacco products of any kind while in the 
performance of their official duties. Tobacco products may not be used inside government 
owned vehicles or government buildings. 

Health and Welfare Inspections 

The RSO office reserves the right to conduct unannounced health and welfare inspections of 
the DynCorp man-camp. All inspections will be conducted with DynCorp and Blackwater 
management present. 

OPERATIONAL SECURITY 

General 

One vital component of protective operations is exercising good operational security. 
Contract personnel are expected to be aware of their surroundings at all times and to not 
divulge sensitive or classified information to persons who do not have a need to know. 

Proper operational security includes not discussing or releasing sensitive or classified 
information on cell phones, telephones or in email. Personnel are warned that friendly and 
enemy forces are monitoring all electronic conversations and that there is no expectation of 
privacy on government owned telephones, computers and other electronic devices. 

When discussing operational issues via unsecured communications channels, personnel must 
not divulge times, places, dates, names or any other data that may compromise the security of 
a protective mission or endanger the lives of coalition forces operating in Iraq. 

Press 

Contract personnel are forbidden from speaking with the press while either on or off duty or 
on R&R. This4»cl«xtes»witter*coK«spe*id€n€e.with pres^sntities to include Internet sites or 
periodicals. Pjerjonftfl Jirenp {ep'otj arry, ijis^ncej yi "whkjh Jhfy have been approached or 
contacted by tiffe* p'reSs,* tS'me'KSO.* The "Embassy* Public Affairs Officer will make all 
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statements to the press. Personnel who are found to have violated this basic tenant of 
operational security will be dismissed from the WPPS contract. 



Reporting Requirements* * * • 



, ••• • • • •• • ••• • ••• •• 

• • • ••• 

Personnel who become aware of violations of operational security must report the violation 
immediately through their chain of command. 



• • ••• • ••• • • • • • 

• •••••••• ••■ • •••• 



••• • ••• • •• •• • • • ••• • 
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I ADV Advance #>< # # .. .. 

aic Age$t-jn*ghaagc? : : : : 

AMB AmrJaesaSes *•* !•* 1*1 ••" II II.. I.* 

ARSO "" Assistant Regional Security Officer 

AV Armored Vehicle 

CSH Combat Army Surgical Hospital 

CFE Contractor Furnished Equipment 

CID Criminal Investigations Division (US Army) 

CLASS Net Classified Network (State Department System) 

COM .Chief Of Mission 

CODELS Congressional Delegation(s) 

DCM Deputy Chief of Mission 

DOD Department of Defense 

DOS Department of State 

DRSO Deputy Regional Security Officer 

DS Diplomatic Security 

DSS Diplomatic Security Service 

FAV Fully Armored Vehicle 

FSO Foreign Service Officer 

GFE Government Furnished Equipment 

GSO General Services Officer 
General Services Office 

HTPD High Threat Protection Division 

HTPO High Threat Protection Office 

IMO Information Management Officer 

IRM Information Resource Management 

IRMO Iraqi Reconstruction and Management Office 

IZ International Zone 

MFP Mission Firearms Policy 

MNCI Multi-National Corps Iraq 

MNFI Multi-National Forces Iraq - 

MSD Mobile Security Division 

NATO North Atlantic Treaty Organization 

NCIS Naval Criminal Investigation Division (US Navy) 

NEPR Net (DOD unclassified network) 

OSI Office of Special Investigations (US Air Force) 

PCO Project Contracting Office 

PSD Protective Security Detail 

PSS Protective Security Specialist 

QRF Quick Reaction Force 

RCLO Regional Crimes Liaison Office 

wit n ,-. — 

Tl<£R Rest and Recuperation 

RSO Regional Security Officer 
Regional Security Office 

SL Shift Leader 

SIPRNet «r&OT)Iclesj^fled]n«fwo»lcJ *«I **• •*• **• 
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SET " State Embedded Team 

SPE Special Protective Equipment 

TC Tactical Commander 

TOC Tac1jea,l $perafipn$ Cerjifer .•• .•• : ; ;•• 

TST TactlcilSappSrtTlam:.: \ \ I V IV 11 

T TTlT TT • •«! -V r»»-« • • •• •• •••••• 

UN United Nations 

USAID United States Agency for International development 

USG United States Government 



• • ••• • • » •• •• • • ••• • ••• • 

•• •• ••• • • • • • • • 

••• ••• • • •• • • •••• 

• • •• •• • ••• ••• 

•• ••• • ••• • •• •• • • • ••• •• 
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